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Tag Types (1)

Passive Tags

All power comes from a
reader’s signal
Tags are inactive unless a
reader activates them
Cheaper and smaller, but
short range

Semi-passive Tags

On-board battery, but cannot
initiate communication
More expensive, longer
range

Active Tags

On-board battery, can
initiate communication
Very expensive, long range
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Tag Types (2)

Low Frequency (LF) Tags High Frequency (HF) Tags Ultra High Frequency (UHF) Tags

Frequency Range 125 - 134 KHz 13.56 MHz 866 - 915 MHz

Read Range 10 cm 1 m 2 - 7 m

Applications Smart Cards, Ticketing Small item management Transportation vehicle ID
Animal tagging Supply chain Access/Security
Access Control Anti-theft, library Large item management

Transportation Supply chain
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Lightweight Symmetric-Key Primitives

Block cipher
KATAN/KTANTAN Family [Cannière et al.’09],
PRESENT [Rolfes et al.’08], DESXL [Leander
et al.’07], AES [Feldhofer et al.’04]

Stream cipher
WG Family [Nawaz&Gong’08], Grain [Hell et
al.’04], Trivium [Cannière&Preneel’06], Mickey
[Babbage&Dodd’05]

Hybrid cipher
Hummingbird [Engels et al.’10]

Hash function and MAC
Quark [Aumasson et al.’10], PRESENT-based
[Bogdanov et al.’08], AES-based
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Key Stream Generator

Figure: A Diagram of Grain 2 Stream Cipher
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Trivium and Trivium-like Generator

Figure: Trivium Generator (De Canniere-Preneel, 2005)

G. Gong (University of Waterloo) Lightweight Crypto for RFID: Part II December 12, 2010 24 / 62



Software Implementation on Microcontrollers
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Lightweight Block Ciphers

Algorithm Reference key block datapath cycles/ Throughput Logic Area

size size width block [Kbps] [µm] [GE]

KATAN-32 [Cannière et al.’09] 80 32 – 256 12.5 0.13 802

KATAN-64 80 64 – 255 25.1 0.13 1,027

PRESENT-80 [Rolfes et al.’08] 80 64 4 547 11.7 0.18 1,075

PRESENT-128 128 64 4 559 11.45 0.18 1,391

DES [Leander et al.’07] 56 64 4 144 44.4 0.18 2,309

DESXL 184 64 4 144 44.4 0.18 2,168

AES-128 [Feldhofer et al.’04] 128 128 8 1,032 12.4 0.35 3,400

AES-128 [Hämäläinen et al.’06] 128 128 8 160 44.4 0.13 3,100

HIGHT [Hong et al.’06] 128 64 64 1 6,400 0.25 3,048

mCrypton [Lim et al.’05] 96 64 64 13 492.3 0.13 2,681

SEA [Standaert et al.’06] 96 96 96 93 103.23 0.13 3,758

Table: The implementation results for a variety of hardware-oriented block ciphers. The
throughput is measured when clocked at a typical RFID tag frequency of 100 KHz.
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Security Threat Classification

Information Leakage
Privacy Violation
Tag Impersonation Attack
Relay Attack
Denial of Service Attack
Backward and Forward Traceability
Server Impersonation Attack
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AdvancedEncryptionStandard

Designed as Rijndael by Joan Daemen and Vincent Rijmen
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The field F28

F28 3 a = a0 + a1x + a2x
2 + a3x

3 + a4x
4 + a5x

5 + a6x
6 + a7x

7,

where ai ∈ F2 = {0, 1}.

Representation: 8 bits for an element = 1 byte.

Addition: XOR, (a + b)i = ai + bi.

Multiplication: as for polynomials modulo x8 + x4 + x3 + x + 1.

Example 57 · 83 = C1:

(x6 + x4 + x2 + x + 1) · (x7 + x + 1) = x13 + x11 + x9 + x8 + x7+

x7 + x5 + x3 + x2 + x+

x6 + x4 + x2 + x + 1

= x13 + x11 + x9 + x8 + x6 + x5 + x4 + x3 + 1

= x7 + x6 + 1 mod x8 + x4 + x3 + x + 1.

Field: You can divide by every non-zero element.

The S-box

S :

F28 −−−→ F28 −−−→ F28,
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Highly nonlinear:

y 7→ 05 ·y254+09 ·y253+F9 ·y251+25 ·y247+F4 ·y239+01y223+B5 ·y191+8F ·y127+63.

Simple implementation using a 256 byte lookup table.

The SubBytes operation

Apply the S-box to every byte.

S
The ShiftRows operation

The rows are shifted cyclically by zero, one, two, or three bytes.

Polynomials over the field F28

R = F28[z]/(z4 + 1) 3 a0 + a1z + a2z
2 + a3z

3,

where ai ∈ F28.

Addition: coefficient-wise (a + b)i = ai + bi, XOR.

Multiplication: as for polynomials modulo z4+1. Another way to express

d = a · b is by the following matrix equation:
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Not a field: (z + 1)4 = 0.

The MixColumns operation

Each column is considered as a polynomial and multiplied by c = 02 +
01z + 01z2 + 03z3.

Inverse: Multiply with d = 0E + 09z + 0Dz2 + 0Bz3.

·c

Nonlinear part of the key schedule

Ri :

(F28)4 −→ (F28)4,
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Due to the use of the S-box this map is non-linear.

The Key Schedule
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The round keys are generated from the 128 to 256 bit key.

The AddRoundKey operation

⊕ =

Simple XOR with the round key.
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