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Inzhis paper, we present a new and efficient biomet- the system or the number of attributes of a user. Piretti et

ideatity based encryption scheme (BIO-IBE) using the al [10] achieved a more efficient fuzzy IBE scheme with

kai Kasahara Key Construction and prove its security in short public parameter size by using the random oracle
; tBe raadom oracle model based on the well-exploited = model (ROM). Baek et al [1] described two new fuzzy
@DHE éomputational problem. Our new scheme achieves IBE schemes with an efficient key generation algorithm and
ettt efficiency in terms of the key generation and decryp-proved the security in the random oracle model based on the

n algorithms compared to the existing fuzzy IBE schemes DBDH assumption. Besides, Burnett et al [4] described a
e Bmain difference of the new BIO-IBE scheme is the biometric identity based signature scheme, where they used
ucﬁée of the key generation algorithm, where a unique the biometric information as the identity and construct the
mefric identity string ID obtained from the biometricat  public key of the user using a fuzzy extractor [8], which is
utes is used instead of picking a different polynonoal f  then used in the modified SOK-IBS scheme [2].

o

chasser as in other fuzzy IBE schemes.
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1.2. Our Contribution
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In this paper, we present a new biometric identity based
encryption scheme using the Sakai Kasahara Key Construc-
tion [6] and achieve better efficiency compared to the exist-

) _ing fuzzy IBE schemes in terms of the key generation and
ntly, Sahai and Waters proposed a new ldentity gecryption algorithms. First, we have a structurally sienpl
f:Encryption (IBE) system called fuzzy IBE that uses ey generation algorithm compared to [10, 1] since we use
etric attributes as the identity instead of an arbytrar 4 ordinary one-way hash function instead of a MaptoPoint
ike an email address. In fuzzy IBE, the private key hash function and we reduce the number of exponentiations
inents are generated by combining the values of &n, the groupG from 3n as in [10] (and fron2n as in [1]) to
polynomial on each attribute with the master se-,, Also, the decryption algorithm requirésbilinear pair-
However, due to the noisy nature of biometrics, jhg computations and exponentiations, whereas the ex-
BE allows for error tolerance in the decryption stage  jsting schemes requiré+ 1 bilinear pairing computations
ciphertext encrypted with the biometriezould  and24 exponentiations. The security of our new scheme
pted by the receiver using the private key corre-reduces to the well exploiteée-BDHI computational prob-
ding to the identity’, provided thatw andw’ are |em in the random oracle model. The main difference of
18 certain distance of each other. Besides, the biomet o piometric IBE scheme is the structure of the key gen-
sed as public information, hence the compromise of gration algorithm, where a unique biometric identity srin
igmetrics does not affect the security of the system. 1y optained from the biometric attributes is used instead
, of picking a different polynomial for each user and com-
Related Work puting the private key components for each attribute using
this polynomial, the master key and the attributes. Thus, ou
first fuzzy IBE scheme is described by Sahai and scheme is constructed using a different approach compared
in [11] and the security is reduced to the MBDH to the existing fuzzy IBE schemes.
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2. Definitions and Building Blocks In our new biometric IBE scheme, the identity is equal to

the biometric information of the user, from which the key
In order to introduce the new biometric IBE scheme, at generation algorithm obtains the biometric features (or at

first, we review the definitions and required computational tributes)w and a unique biometric identity stringD. The

primitives. Given a ses, & ¢ defines the assignment details of this extraction process is presented in sectidn 2

of a uniformly distributed random element from the set
to the variable:. A functione(k) is defined as negligible if
for any constant, there existsg, € N with & > ky such
thate < (1/k)¢. Finally, we define the Lagrange coefficient
A, s for u; € Z, and a sefS of elements irZ,, as

T — [

2.2. Security Model

In [11], the Selective-ID model of security for fuzzy IBE
(IND-FSID-CPA) is defined using a game between a chal-
lenger and an adversary as follows.

Aﬂi,s(:c> =

[

K ES,piF i i = 1 i

Phase 1 The adversary declares the challenge identity

Definition 2.1. Bilinear Pairing w* = (U, .., i)

Let G andF be multiplicative groups of prime order °
and letg be a generator ofs. Z; denotesZ, \ {0} and
G* denotesG \ {1}, where{0} and {1} are the identity

Phase 2 The challenger runs the Setup algorithm and
returns to the adversary the system parameters.

elements of, and G, respectively. A bilinear pairing is » Phase 3 The adversary issues private key queries for
denoted by : G x G — F if the following two conditions any identityw’ such thafw’ Nw*| < d.
hold.

e Phase 4 The adversary sends two equal length mes-
sagesng andm;y. The challenger returns the cipher-
text that is encrypted using the identity* and the
messagen;, where <& {0,1}.

1. Va,b € Z,, we havex(g?, ¢°) = é(g, 9)**
2. é(g,g9) # 1, namely the pairing is non-degenerate.

The security of our scheme is reduced to the well-
exploited complexity assumptiorkBDHI) [6], which is °
stated as follows.

Phase 5Phase 3 is repeated.

e Phase 6 The adversary outputs a guggdor S.

Definition 2.2. k-Bilinear Diffie-Hellman Inverse (k-
BDHI)

For anintegerk, and: & Z*, g € G*,é: G x G — F,

given(g, g%, g“‘z, ceny g“‘k), computing(g, g)*/* is hard.

The advantage of the adversatys defined as
Adv{qND—FSID—CPA _ |PT‘[6/ _ 6] _ ;|

For our biometric IBE scheme we give the security proof
based on the notion of IND-FSID-CPA (Indistinguishability
against Fuzzy Selective ldentity, Chosen Plaintext Aftack
but our scheme can easily be modified using the generic
construction REACT [9] to be secure against CCA (Chosen
Ciphertext Attack).

2.1. Fuzzy Identity Based Encryption

In [1], the generic fuzzy IBE scheme is defined as fol-
lows.

e Setup(): Given a security parameteay, the Private
Key Generator (PKG) generates the master secret key, . . .
ms and the public parameters of the system. 2.3. Biometric Fuzzy Extraction

e Key Generation: Given a user’s identity ants, the
PKG returns the corresponding private keyp.

Any biometric based encryption or signature scheme re-
quires the biometric measurement of the receiver or the
signer, respectively. Basically, the framework for biomet

an centy 1, pubic parametes nd a message [° VPN s () exvacing feaures () auentnto
m € M and outputs the ciphertexte C. Here, M, C gp 9 P '

. 3) applying error correction coding (ECC) and hashing
andU denote the message space, the ciphertext spac% ) . - .
and the universe of attributes. 5]. After capturing the biometric information of the user

through a reading device, feature extraction is appliedto o
tain the feature vector (or the attributes) of the biomsetric

In [11, 1], each attribute is associated with a unique inte-
geru; € Z, using a hash function and used as the identity
w = (p1, ..., by ) in the fuzzy IBE scheme. Here,denotes

the size of the attributes of each user. Since some of the

e Encrypt: A probabilistic algorithm that takes as input

e Decrypt: A deterministic algorithm that given the pri-
vate keyD!? and a ciphertext encrypted withl such
that|w N w'| > d, returns either the underlying mes-
sagem Or a reject message. Hedds the error toler-
ance parameter of the scheme.



attributes could be common in some users, a unique poly-the private keys. This way, BIO-IBE achieves better per-
nomial is selected for each user and included in the key genformance over existing fuzzy IBE schemes due to the use
eration algorithm to bind the private key to the user. This of an ordinary hash function and due the total number of
way, different users cannot collude in order to decrypt a ci- exponentiations and bilinear pairings required. Besittes,
phertext that should be only decrypted by the real receiver. fuzzy extraction process is only performed by the sender to
In our biometric IBE scheme, we use the biometric tem- form the ciphertext and can be efficiently implemented on
plateb of the user, which is obtained by concatenating the the finite fieldFy», wherem = 10 as described in [4, 8].
extracted features, in order to bind the private key to the In order to encrypt a message, the sender obtains the bio-
user’s identity and thus avoid collusion attacks. Instefad o metric information and the corresponding public parameter
choosing a unique polynomial for each user, we use a fuzzyP AR of the receiver, extracts the features (attributes) and
extractor to obtain a unique string via error correction  computes the biometric strinig> using the fuzzy extractor.
codes from the biometric templabeof the user in such a  We assume that {fv Nw’| > d, then we havelis(b,b’) <t
way that an error tolerancds allowed. In other words, we and thusID = ID’. The details of BIO-IBE is presented
will obtain the same stringD even if the fuzzy extractor as follows.
is applied on a differenti’ such thaidis(b,b’) < t. Here,
dis() is the distance metric used to measure the variation in
the biometric reading ands the error tolerance parameter.

e Setup(): Given a security parametgt the parameters
of the scheme are generated as follows.

Formally, an(M, [, t) fuzzy extractor is defined as fol- 1. Generate two cyclic grougisandF of prime or-
lows. derp > 2% and a bilinear pairing : G x G —
Definition 2.3. Let M = {0, 1}" be a finite dimensional F. Pick a random generatgre G.
metric space with a distance functidis : M x M — Z7. 2. Pick arandom € Z; and compute’,., = g*.
Here,b € M anddis measures the distance betwéesmnd 3. Pick two cryptographic hash functions
b, whereb, ) € M. An(M,l,t) fuzzy extractor consists H, : Z3x{0,1}* — Z* andH; : F — {0, 1}k,
of two functionsGenand Rep. In addition, the PKG picksd : b — {0,1}*,

an encoding functiorC, and a decoding func-
tion C, together with a specific feature extraction
methodF, applied on the biometrit.

e Gen: A probabilistic generation procedure that takes
as inputb € M and outputs an identity stringD €
{0,1}! and a public parameteP AR, that is used by
the Rep function to regenerate the same stridg The message spaceli$ = {0,1}*1. The ciphertext
fromd’ such thawis(b, v') < t. space isC' = U x G" x {0,1}*. The master public

key is (p, G, F, é, kl, g, Ppub; 1{17 Hg, I{7 Ce; Cd, Fe)

e Rep: A deterministic reproduction procedure that and the master secret keyriss — .

takes as inpubt’ and the publicly available parame-
ter PAR, and outputd D if dis(b, ") < ¢. e Key Generation: First, a user's biometric attributes
w € U are obtained from the raw biometric informa-
tion using a reader and the feature extradiprand
each attributeu; € w is associated to a unique in-
teger inZ;, as in [11]. Besides, the identity string
ID = H(b) is calculated from the biometric template

In [4], the authors describe a concrete fuzzy extractor
using ajn, k, 2t + 1] BCH error correction code, Hamming
Distance metric and a one-way hash function
H :{0,1}" — {0, 1}!. Specifically,

e The Gen function takes the biometridsas input and b (which is composed of thg,’s) using a fuzzy ex-
returns/ D = H (b) and public parameteP AR = b tractor as in [4]. Given a user’s biometric attributes
C.(ID), whereC, is a one-to-one encoding function. and/D, the PKG returnd,” = ¢!/ (- ID)) =

_ _ _ gL/ @+hi”) for eachy, € w.
e The Rep function takes a biometri¢’ and PAR as

inputand computesD’ = Cy(b' © PAR) = Ca(b© ¢ Encrypt: The sender obtains a biometric reading of the
V¥ @ C.(ID)). ID = ID'if and only if dis(b,v’) < receiver together with the associated public parame-
t. HereCy is the decoding function that corrects the ter PAR, extracts the feature vectar and computes
errors upto the threshotd ID' = Rep(t/, PAR). Here, ifdis((b,V') < t, then
ID = ID'. Given a plaintextn € M, ID' andw’,
3. A New Efficient Biometric IBE Scheme the following steps are performed.
1. Pick a random polynomial(-) of degreed — 1
Our new biometric IBE scheme BIO-IBE uses Sakai- over Z, such thatr(0) = r and compute the

Kasahara’s Key Construction [6, 12] for the generation of shares(y;) = r; € Z, for p,; € w'.



2. ComputeL; = P, - g (mi-1P") = gothi®
and the session kéy = Hy(é(g,9)").
3. Set the ciphertext to/ = (v, U;,W) =
(w', L7, m & V) for eachi € [1,n].
e Decrypt: Givend’ = (w',U;, W) € C andD/P for
wi € wandi € [1,n], choose an arbitrary set C
wNw' such thatS| = d and computen = W &V as

V= Hy( H (e(Us, DLP))Rwis ()

ni €S

= Ho( H (é(gm,(wrhq{uf)’91/(w+;L{D)))AMi,S(o))
pi€S

= Hy( [ (élg, 9))2re:5)
i €S

= Hy(é(g,9)")

Here, the polynomialk(-) of degreed — 1 is interpolated

usingd points by polynomial interpolation in the exponents

using Shamir’s secret sharing method [13].
Also, h!P" = h!P for eachy; € S andID = ID'.

Theorem 3.1. Suppose the hash functiofs, H, are ran-

dom oracles and there exists a polynomial time adversary
A with advantage that can break the scheme BIO-IBE in

the Fuzzy Selective ID model by making g» random or-

acle queries, and., private key extraction queries. Then

there exists a polynomial time algorith® that solves the
k-BDHI problem withk = ¢; + ge. + 1.

Proof. Assume that a polynomial time attackdrbreaks

BIO-IBE, then usingA, we show that one can construct an

attackerB solving thek-BDHI problem.
Suppose thatB is given the k-BDHI problem

(¢,9,¢,G,F, g*, g“”z7 ey g”k), B will compute é(g, )/
using A as follows.

e Phase 1: A outputs the challenge identity*.

e Phase2: B simulates the public parameters fér

1. B selectshy, ..., hy—1 € Z; and setsf(z) =
[1,=1 (2+h;), which could be written ag(z) =
Z’?_l cjzj. The constant termy, is non-zero be-

7=0
causeh; # 0 andc; are computable from;.

2. B computes)) = [[i_5(¢* )% = ¢/ and

Q" = g™/ =T[5 (g% ).

If @ = 1, thenz = —h; for somej, thenk-
BDHI problem could be solved directly [7].
3. B computesf;(z) = % = Y2 d; 20

forkl < j < kandQY@th) = gfi(x) —
-2/ x\d; ,
HU:O (g )dJ'U [7]

4. Setl” = Hf;ll (g7 ")e = g @ —co)/ and set
Ty = é(T",Q - g*).

B returns A the public parameters
(¢,9.¢,G,F, Py, Hi, Hs,d, FE), whered € Z7,
Ppwp = Q*~M and H,, H, are random oracles
controlled by B as follows. Here,F'E denotes the
fuzzy extraction algorithm.

H,-queries For a query(u;, ID™), wherei € [1, n],
if there exists(j, 1, pi, ID™, h; + ho, QY @*h)) in
HiList, returnh; + ho. Otherwise,

1. If p; € w*, ID* = ID* andl # d, returnh; +
ho and add(j, I, pi, ID*, h; =+ ho, Ql/(x+hj)> to
HiList. Incrementj and! by 1.

2. If uy; € w*, IDY = ID* andl = d, then re-
turn ho, add the tuplej, d, u*, ID™", hg, L) to
H,List. Incrementj by 1.

3. Else, returnh; + ho and add the tuple
<j, L, pi, IDY, hj + ho, Ql/(x+hj)> to H;List.
Incrementj by 1.

Here,;j andl denotes the values of two counters, where
1<j<grandl <l <d.

Hs-queries Upon receiving a querg,
1. Ifthere existg R, £) in HsList, returné. Else,
2. Choosé& < {0,1}* and return taA.

Phase 3: B simulates the private key extraction
gueries ofA as follows.

Extraction queries: Upon receiving a query
(w, ID™) with |w N w*| < d, (thusID¥ # ID¥),
for everyu; € w, run theH;-oracle simulator and ob-
tain (4,1, i, ID™, h; + ho, QY (*+hi)) from H List.

If ID™ # ID*, returnDP" = Q'/(**1i) for each
i € w.

Remark 3.1. To improve the reduction cost, we can
add the following condition to the extraction queries:
If the extraction query is on the challenge identity
IDY = ID*, (namelyjw N w*| > d), A is given the
firstd — 1 private key componenf3/P" = Q1/(=+h;)
upto the case whem; = ;*, which is thed®” entry in
the H;List with respect to the second counter. Then,
we slightly change the security model of our scheme
by requiring the adversaryl to select the arbitrary
subsetS of w* for the computation of the session key
such that* € S with |S| = d.

Phase 4: Upon receiving the messages,, m1) with
|mo| = |ma|, B generates the challeng¥ .

1. Pickr; < 7, for eachy; € w* unlessu; = p*.



2. Computd/,,, = Qi@ +H(1.ID™) for each
i € w* except foru; = p*.

3. Pickr* & 7, and computd/,- = Q"
4. B choosess € {0,1} andW* < {0,1}%1,

5. Setthe ciphertextt6™ = (w*,U,,, mg ® W*)
wherepu; € w*.

Remark 3.2. If the conditionin Remark 3.1 is applied,
then the only way for the adversadyto have any ad-
vantage is to query th&> oracle with the correct ses-
sion key constructed using thkeprivate key compo-
nents, whered already knowsl — 1 of them except for
u*. And A has to compute the private key sharguf
due to the Remark 3.1.

e Phase 5: B answersA’s random oracle and private

Also, in the real attack we have P[> ¢ due to the fol-
lowing facts.

If the HsList does not contain the valug*, then we
havePr[3’ = B|-H] = 1.

By the definition of A, we havePr[3’ = 8] — | > .

Combining all the results and defining the evéntas
E = Pr[3 = '], we obtain the following as in [3]

E = Pr[p = §'[H|PrH] + Pr[g = 8'|~H] Pr[-H]
< Pr[g = §] > 3(1 — Pr{H)
= Pr[p=p] < 1(1+ PrlH).

Therefore,
e < |Pr[8 =f'|H] — 3| < 3 Pr[H] < Pr[H] > 2e.

It follows that B produces the correct answer by picking
a random entry from théZ,List with probability at least

key extraction queries as before. The only condition __2c_ gy to they, entries in thefl,List and ™\ different
on the private key extraction queries is that the attacker \4/'%

A cannot query the private kep/P”.

e Phase 6: At some point,A responds with its gues®
for the underlying plaintexin s, which could only be
computed from

mpg = w* e HQ(Huq,ES(é(UMHDAIL?*)))'

The only way forA to have any advantage in this game
is whenH,List contains the value

R* - H é(U#nDlIMD* )Auifs(())
pi €S

= &(Q, Q1) Auwr s A

whereA = HMGS’M#M e(Q, Q)ritnis(0)

Remark 3.3. Obviously, the valué can be computed by
B (also computable by if the conditions of Remark 3.1 is
applied), sinceB knows the private key componei$””
for eachyu; € S, u; # p*, and B also knows the corre-
spondingr;’s.

We setl’ = (R*/A)Y/ (7 Au=.s(0) = ¢(Q, Q).
The solution to thé-BDHI problem,é(g, g'/*), is obtained
by outputting(T'/Ty)Y/ = é(g, g*/*) as in [7].

T/Ty = é(g, g)f@F@/w jg(glf@=co)/a gf@)+eo
f(@)-f(@)/x—f(2) f(x)/z+c]/x

=é(9,9)
— é(g,9)%/"

Let H be the event that algorithm A issues a query for
H,(R*) at some point during the simulation. Hi[in the
simulation above is equal to B] in the real attack [3].

choices forA to compute the session key. Hence,

2AdVFSID»IND»CPA(A) § (’Z) . q2 . Advk-BDHI(B)

BIO-IBE

When we apply the condition on Remark 3.1, the ad-
versaryA will have only one choice for the sét, thus the

factor (Z) is eliminated from the reduction cost resulting
in

2AdVFSID-IND-CPA(A) S q2 . Advk-BDHI(B)

BIO-IBE

The modified security model gives the adversary as
much power as possible by providing the adversary with
d — 1 private key components, and the restriction for the set
S is necessary foB to have any advantage in this game.
Thus, the improved reduction cost is obtained by requir-
ing a stronger security model than the Fuzzy Selective-1D
model of [11, 1].

O

4. Conclusion

In this paper, we propose a new biometric identity based
encryption scheme BIO-IBE. Due to the employment of
the Sakai Kasahara Key Construction, we obtain a more
efficient scheme compared to the schemes in [10, 1]. We
summarize in the following tables the properties of BIO-
IBE and compare the computational costs of each algorithm
used in the schemes. Obviously, BIO-IBE is more efficient
in terms of the sub-algorithms of the schemes. Besides,
the computational cost of the fuzzy extractibi is small,
since the operations iR’ E algorithm are performed on the
finite field of Fom, wherem =~ 10 according to [4]. The
only disadvantage is that the reduction is not tight, howeve
the BIO-IBE is reduced to a well-exploited computational

~
~



Figure 1. Computational Costs of Various Fuzzy IBE Schemes [1]

SW-RO EFIBE-I EFIBE-II BIO-IBE
Size of Drp 2n|G| 2n|G| 2n|G| n|G|
Size ofC (n+ 1)|G| + |F| (n+ 1)|G| + |F| (n+ 1)|G| + |F| n|G| + ki
%Zsﬁélﬁﬁﬁ n(T + T +37.) | n(Tw +2T.) | n(Tu + T + 2T.) nf};?
Cost of n(Te + Tw) n(Te + T + Th) n(Te + Tw) n(2T. + Ty)
Encrypt +2T. + Tp + Ty, +2T. + Tp + Ty, +2T. + T, + T}, | +T, + FEip
Cost of dQ2Te +Tn +T,) | d2Te + T +T,) | d@Te+ T +T,) | T+ 1)
Decrypt +T,+ T, + T, +T,+ T, + T, +T,+ T, + T, © P

Abbreviations: |S| is the bit-length of an element in setgfmup) S; n is the number of elements in an identi®; is the computation
time for a single exponentiation i&; 7 is the computation time for MaptoPoint hash functi@h, is the computation time for a single
multiplication in G; T; is the computation time for a single inverse operatiorZjn T, is the computation time for a single pairing
operation;I’, is the computation time for a single multiplicationlin 7, the computation time for a single inverse operatioff;id is the
error tolerance parameter,Ep is the computation time for the fuzzy extraction procéssoutput size of the hash function.

problem. Finally, an open problem is to prove the security

of BIO-IBE in the standard model.

Table 1. Properties of Various Fuzzy IBE

[5]

(6]

Schemes
. Hash Security

Scheme Assumption Function Model 7]

SW-RO | Decisional BDH| MaptoPoint| ROM

EFIBE-I | Decisional BDH| MaptoPoint| ROM

EFIBE-II | Decisional BDH| MaptoPoint| ROM
Computational 8]

BIO-IBE 4-BDHI One-way ROM
9]
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