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Abstract

Recently, Bringer et al. proposed a new approach for remote biometric based
verification, which consists of a hybrid protocol that distributes the server
side functionality in order to detach the biometric data storage from the
service provider. Besides, a new security model is defined using the no-
tions of Identity and Transaction Privacy, which guarantee the privacy of
the identity-biometrics relationship under the assumption of non-colluding
servers. However, due to the high communication and computational costs,
the systems following this model cannot be implemented for large scale bio-
metric systems.

In this paper, we describe an efficient multi-factor biometric verification
system with improved accuracy and lower complexity by considering the
range information of every component of the user biometrics separately. Also,
the new scheme is provably secure based on the security model of Bringer
et al and implements a different database storage that eliminates the disad-
vantages of encrypted biometric templates in terms of ciphertext expansion.
Also, we evaluate different Private Information Retrieval (PIR) schemes ap-
plicable for this setting and propose a practical solution for our scheme that
reduces the computation costs dramatically. Finally, we compare our results
with existing provably secure schemes and achieve reduced computational
cost and database storage cost due to the single storage of the common fea-

tures of the users in the system and amortization of the time complexity of
the PIR.

Key words: Remote authentication, Biometric template security, Identity
privacy, Distributed systems, Private Information Retrieval
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1. Introduction

Biometric authentication could be categorized broadly as remote server
or client end authentication, where in the first case, the remote server stores
the reference biometric data and performs the matching. In a typical bio-
metric based remote authentication scheme, the user registers his identity
information and biometrics at the service provider. When the user wants to
authenticate himself, the user provides a fresh biometric, which is compared
to the previously stored biometric information and a decision is made based
on a predefined threshold.

For remote biometric systems, it should not be easy to obtain the bio-
metric data by compromising the central server, where the biometrics of each
user is often associated with his personal information. This also affects the
social acceptance of the biometric systems especially when biometric data is
stored in a central database which can be vulnerable to internal or external
attackers. Thus, the security and privacy protection of remote verification
should be enhanced by implementing distributed biometric systems, where
the goal is to detach the biometric data storage from the service provider
and to guarantee the notions of identity and transaction privacy, which have
been recently introduced as a new security model for biometric verification.
In this model, the user U registers its biometric template in cleartext or in
encrypted form at the database DB. Besides, U registers his personal infor-
mation and the index of the database storage location of his biometrics at
the service provider SP. To authenticate himself, U encrypts his (adjusted)
biometric template using a homomorphic encryption scheme and sends this
to S P, which retrieves the index of U to be used in a Private Information Re-
trieval (PIR) protocol between SP and DB. Finally, a decision is made after
decryption or in the encryption domain by exploiting the homomorphic prop-
erties of the underlying encryption scheme. Current systems implementing
this approach provide provable security in this new model, however, the bio-
metric templates are stored as encrypted that leads to high database storage
costs due to ciphertext expansion. Besides, the use of number-theory based
PIR causes enormous computational cost at the DB end. Consequently, one
has to design a secure and efficient remote biometric verification scheme for
a distributed system, which minimizes the costs of storage, encryption and
overall complexity and thus, the scheme also becomes applicable to large
scale systems.



2. Related Work

The first provably secure remote biometric verification scheme for dis-
tributed environments is described in the paper of Bringer et al. [4], where
the biometric template is assumed as a fixed binary string that is stored as a
plaintext and a user sends the encryption of each single bit using Goldwasser-
Micali scheme resulting in a high transmission and computation cost. Also,
the relationship between the user’s identity and his biometrics is kept private
by employing a Private Information Retrieval (PIR) scheme with the commu-
nication cost linear in the size N of the database. Besides, an identification
scheme using a Support Vector Machine and Paillier Public Key System is
described in |3|, where an attack against the scheme of [4] is presented that
reveals the user’s biometric data to SP. In [4, 3|, a detached verification
unit is additionally required for the matching operation and the final deci-
sion. Furthermore, the scheme of [4] is improved in terms of communication
cost by combining a PIR, a secure sketch and a homomorphic encryption
scheme |5, 6, 23]. An overview of these systems is presented in figure 1.

Recently, Sarier [20] proposed a new multi-factor authentication scheme
in the framework described in [4] that achieves improved computational costs
due to the use of symmetric encryption, which is much more vulnerable to
cryptographic attacks compared to asymmetric cryptography. The novel
feature of this system is the storage of a random pool of features instead
of the biometric templates of each user, which reduces the total database
storage cost. However, the scheme is not robust against the variability of the
same user’s biometric data, i.e. white noise. Besides, the communication cost
is higher than the above systems that follow the same security model and no
formal security proof is presented. Finally, a survey of the distributed remote
authentication systems with detached biometric databases is presented in
[21].

3. Motivation and Contributions

Current biometric authentication systems designed in the framework of
Bringer et al. work only for biometrics that is represented in discrete form
since the biometrics (for instance iris) is assumed to be a binary string in
the Hamming space that is either stored as plaintext [4] or input to a secure
sketch scheme for discrete domain [5, 6, 23] . However, as it is noted in [22], it
is impractical to apply a binary error correcting code on a 2048 bits iris code
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Figure 1: Current Biometric Based Remote Verification Systems [21]

with a large error correcting capacity. Also, many biometric templates consist
of points that are elements of R, hence to handle points in continuous domain,
one should quantize the points to a discrete domain with a scalar quantizer
@, where A denotes the step size. After quantization, a codeword is assigned
for each feature by considering a codebook for each quantized domain and
by considering the range information of each feature separately to improve
the accuracy. This property was not addressed in the systems of [4, 5, 6, 23|
and [20], where the latter computes the hash of each biometric feature of
arbitrary length using some collision-resistant hash function or maps each
feature to an element of a finite field directly as in fuzzy encryption systems
[2, 18].

In many biometric applications, the combination of different distance met-
rics is required, thus, a two-part sketch can be designed to correct the white
noise and replacement noise since each point may be slightly perturbed (i.e.
white noise) and a small number of points may be replaced (i.e. replacement
noise) under noise. As in |22, 8|, we focus on the correction of white noise
and apply the white noise sketch of [22] although any secure sketch for set
difference metric [14, 10| could be further employed to correct the replace-
ment noise. Besides, the security of each quantized feature is provided by
Elliptic Curve Discrete Logarithm (ECDL) problem, which guarantees that
finding a given g and g¢° is practically impossible although calculating ¢® is



easy. Next, we present a formal security analysis in the model of Bringer et
al. and use bilinear pairings in equality testing for final decision as different
from previous systems. Moreover, we evaluate different aspects of the used
primitives and propose solutions for large biometric authentication systems
that could be implemented for border control applications. Also, a detailed
overview of current systems is presented and a typical value for each param-
eter is assigned to have a better understanding of these systems.

In this paper, we describe an efficient multi-factor biometric verification
system with improved accuracy and lower complexity by considering the
range information of every component of the user biometrics separately. Be-
sides, an efficient and secure form of feature storage is introduced and the
security of the system is formally analyzed. Particularly, we will consider the
biometric data of a user as a set of quantized features, where each of these
features takes some value in some range in the discrete domain. Furthermore,
each quantized feature is randomly located as a separate entry in the database
instead of storing the biometric template (in cleartext or in encrypted form)
of a user, which is a different technique from all the existing schemes, since
each feature is stored only once by detecting the common features that are
already stored in the database. Specifically, each feature is stored in DB as
exponentiations of the generator g of the ElGamal group G implemented on
an elliptic curve. The security of each feature is provided due to the ECDL
problem, whereas in [20] that was provided using a cryptographically secure
hash function. Also, we try to solve the open problem stated in |20, namely
reducing the communication and computational cost of the distributed sys-
tems with detached biometric databases. For this purpose, the techniques
of hashing and batch codes are applied for amortizing the time complexity
of PIR |17]. Furthermore, different PIR systems are evaluated and a prac-
tical solution is suggested for large scale biometric systems that could be
used in border control applications. Based on this different approach for the
database storage, we describe an efficient and accurate remote biometric-
based verification system, compare our results with existing provably secure
schemes in the framework of Bringer et al.’s model and achieve reduced com-
putational cost and database storage cost due to the single storage of the
common features and amortization of the time complexity of the PIR.



4. Definitions and Preliminaries

Definition 4.1. Negligible Function: negl(k) : N — R is a function such
that for every constant c, there exists an integer k. with negl(k) < k=¢ for
all k > k..

Definition 4.2. Bilinear Pairing: Let G and F be multiplicative groups of
prime order p and let g be a generator of G, which is implemented on an
elliptic curve. Zy denotes Z, \ {0} and G* denotes G\ {1}, where {0} and
{1} are the identity elements of Z, and G, respectively. A bilinear pairing is
denoted by é : G x G — F if the following two conditions hold.

1. ¥ a,b € Z,, we have é(g% g*) = é(g, )™
2. é(g,9) # 1r, namely the pairing is non-degenerate.

4.1. Distributed Systems with Detached Biometric Storage

In recent years, the privacy protection and the secure storage of the bio-
metric templates were addressed in a number of papers. As it is noted
in [23], privacy protection not only means the attackers inability to com-
promise the biometric template but also the protection of the sensitive re-
lationship between the identity and the biometric information of the user.
To achieve this property, the storage of personal identity information should
be separated from the storage of biometrics using the distributed structure
of 4, 5, 6, 23, 20, 3|, which is composed of the user U;, the sensor client
SC, the service provider SP and the database DB. Some systems require
the use of a smartcard for a multi-factor authentication [20] and/or a de-
tached verification unit VU (or a Matcher) [4, 3]. The entities of the system
(i.e. U;, SC, SP, VU and DB) are independent (i.e. not colluding) of each
other and they are all assumed to be malicious except for the sensor client.
This way, SP cannot obtain the biometrics of the user and can have busi-
ness agreements with different parties that make the sensor client available
to users at different locations. Also, DB could function as a trusted storage
for different SP’s. Since SC' captures the biometric data and performs the
feature extraction, a biometric smartcard readers could be used as in [1] or
SC could be installed as a Trusted Biometric Reader [19] where the smart
card of the user for multi-factor authentication schemes verifies the correct-
ness of integrity checking of the TBR. This way, leakage of the biometric
data through C'S is prevented. In our multi-factor verification scheme, no
detached verification unit VU is required as opposed to |4, 3| thus the overall
complexity is reduced.



4.2. Security Requirements

4.2.1. ldentity Privacy

Informally, this notion guarantees the privacy of the sensitive relation-
ship between the user identity and its biometrics against a malicious service
provider or a malicious database even in case of multiple registrations of the
same user with different personalized usernames. Briefly, it means that the
service provider or the database (or an attacker that has compromised one
of them) cannot recover the biometric template of the user [23].

4.2.2. Transaction Privacy

Informally, transaction anonymity means that a malicious database can-
not learn anything about the personal identity of the user for any authenti-
cation request made to the service provider [23].

The formal definition of the notions Identity and Transaction privacy
could be found in |4, 5, 6, 23, 3|.

4.3. Private Information Retrieval (PIR)

In order to provide Transaction Privacy, the systems in [4, 5, 6, 23, 20]
employ a number-theory based PIR system, which allows the SP to retrieve
the i-th bit (more generally, the i-th item) from the DB consisting of m
bits while keeping the value ¢ private. The PIR of [11| has an additional
benefit of retrieving more then one bit, and in particular many consecutive
bits [17]. In this context, a Private Block Retrieval (PBR) protocol enables
a user to retrieve a block from a block-database and the PIR/PBR setting
of [5] consists of DB containing a list of N blocks (Ry, ..., Ry) and the SP
that runs a PBR protocol to retrieve R; for any i € [1, V.

4.4. Homomorphic Encryption

To make an authentication decision in the encryption domain based on
a certain metric or to construct a number-theory based PIR protocol, we
need a secure cryptosystem that is homomorphic over an abelian group.
For a given cryptosystem with (Keygen, Enc, Dec) and the message and
ciphertext spaces M, C that are groups Dec(Enc(a) x Enc(b)) = a b, where
a,b € M, and *,* represent the group operations of M, C respectively. The
homomorphic encryption scheme that we employ for our setting is described
as below.



4.5. ElGamal Encryption Scheme
e Set up: Let p be an [,-bit prime and ¢ an [,-bit prime so that ¢ divides
(p —1). Let G be the subgroup of Zj of order ¢, and g be a generator
of G. Let € be a one-to-one encoding map from Z, onto G.

e Key generation: The private key is x «— Z, corresponding public key
isy = g".

e Encryption: To encrypt a message m € Z,, one encodes m by com-
puting w = Q(m), randomly selects r «— Z, and computes (u,v) =
(9", y"w). The ciphertext is ¢ = (u,v).

e Decryption: To decrypt a ciphertext ¢ = (u,v), one computes w =
vu~® and recovers the original plaintext m = Q™ !(w).

This cryptosystem is one-way under the CDH assumption, and indistin-
guishability holds under the DDH assumption.

4.6. Variability of Biometrics

As in [22, 8|, we focus on the white noise, which means that each point in
the continuous domain can be perturbed by a distance less than §. Par-
ticularly, we assume that each biometrics can be written as a sequence
b = (v1,...,v) , where a feature v is an element of the universe U such
that v € Rand 0 < v < 1. R denotes a similarity relation on U, R C U x U.
For each pair of biometrics (b,0'), one can write (b,0') € R, if there exists
aset S C bNb with |S| > t for some threshold ¢, and for every v € S
, |[v — V| < 6 for some threshold §. The quantizer @, is a member of a
family of quantizers () parameterized by the step size A, which is defined as
@ : U — M, where M denotes the set of finite points. In other words, a
quantization is applied to transform the points in the continuous domain to
a discrete domain and the step size A € R as a measure of the precision of
the quantized biometrics. We assume that 0 < A < § [22].

For example, for a feature v € R we employ a scalar quantizer (), with
step size A = 0.001 to map the feature to an integer in [0,1000], such that
Qx(v) = w. The quantization of b is defined as Q(b) = (Qx(v1), ..., Qr(Vk))
and the corresponding quantized domain is M) = [0, [1]].

Similar to the case in the continuous domain, we have |w — w'| < J, in

the quantized domain , where &, = [2].



Furthermore, for each quantized domain M), we consider a codebook C'y,
where every codeword ¢ € C) has the form ¢ = 2(2d, + 1) for some non-
negative integer z. We use C)(+) to denote the function such that given a
quantized feature w, it returns a value ¢ = Cy(w) such that |w — ¢| < d,.
That is, the function finds the unique codeword c that is nearest to w in the
codebook [22].

4.7. Secure Sketches

In many systems, biometrics is assumed as a fixed binary string, which
is obtained by quantizing the features to generate multiple bits per feature,
coding per feature and concatenating the output codes to be used in error
correction coding (ECC) [9]. The main purpose of Secure Sketches is to cor-
rect the noise in the biometric measurement by using some public information
PAR, which is derived from the original biometric template b as follows [10].

e The Gen function takes the biometrics b as input and returns the public
parameter PAR,

e The Rep function takes a biometric &’ and PAR as input and computes
b if and only if dis(b,t’) < t, where dis() is the distance metric used
to measure the variation in the biometric reading and ¢ is the error
tolerance parameter.

An important requirement for such a scheme is that the value PAR should
not reveal too much information about the biometric template b [7]. The first
scheme of [5] and the scheme of [23] implement a secure sketch protocol to
test for equality in the encryption domain using the homomorphic property
of the encryption system.

For our setting, we implement the white noise sketch of [22] that corrects
the white noise on each component of the biometric vector is as follows:

e The Gen function takes the quantized biometrics @, (b) = (wy, ..., wy) €
M) as input and computes for each w;, ¢; = Cy(w;) and outputs the
public parameter PAR = (Aq, ..., Ax) = (wy — €1,y .oy W — 1),

e The Rep function takes a quantized fresh biometric @, (b') and PAR
as input and computes ¢; = Cy\(w; — A;) for ¢ € [1,k] and outputs
Q)\(b) = (Cl + Al, ey Ckp T+ Ak)



5. A New Biometric Authentication Scheme

In this section, we present a new multi-factor biometric verification scheme
using a different approach for storing the biometric features resulting in a se-
cure and more efficient protocol compared to the existing protocols. For this
purpose, we use ElGamal encryption scheme and a suitable signature scheme.
Also, an efficient PIR protocol is required, which allows SP to retrieve an
item from the DB without revealing which item SP is retrieving.

5.1. Authentication Workflow

Our system consists of four independent entities: A human user U with a
smart card, the client sensor C'S, the service provider SP and the database
DB. Similar to existing authentication schemes, our system is composed of
two phases: the registration and the verification phase, where the registration
phase has a different structure compared to existing schemes.

1. In the registration phase, the human user U presents its biometrics b to
C'S, which computes the public parameter PAR = (Aq, ..., Ag) using
the codebook C', that is selected according to the range information
Jy, of each quantized feature w; in the discrete domain. The param-
eters of the transformations (\;, A;) are stored in the smart card of
U. Next, U registers each quantized feature after some transforma-
tion at a randomly selected storage location 7; in DB and registers his
personalized username I D at the SP. Finally, U stores the index list
Index = (i1, ..., 1) as encrypted with the public key of SP in the smart
card. Here, the size of the database is denoted as /N and the dimension
of the user’s feature vector is denoted as k.

2. In the verification phase, the user U presents its biometrics to C'S,
which computes the feature vector b in the continuous domain. Using
the parameters stored in the smart card, C'S computes w; = Cy, (w} —
A;)+A; via the PAR and the codebook C), fori = 1, ..., k. In practice,
Ai = 0; as in [22]. Using cryptographic techniques, SP communicates
with C'S and DB to accept or reject the user U using the set overlap as
the distance metric, where the threshold ¢ represents the error tolerance
in terms of minimal set overlap.

5.2. Assumptions on the system

e Sampling Assumption : In the registration phase, enough number of
samples (biometric features) is obtained from each user to assign a
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codeword ¢; € (), for the computation of PAR by considering the cor-
responding range information of each feature separately. The features
are always ordered and in continuous domain. The parameters of this
transformation (i.e. \;, A;) are determined and stored in the user’s
smart card.

e Liveliness Assumption: This is an indispensable assumption for any
biometric system as it guarantees with high probability that the bio-
metrics is coming from a live human user.

e Security link Assumption: To provide the confidentiality and integrity
of sensitive information, the communication channel between U, C'S,
SP, DB should be encrypted using standard protocols.

e Collusion Assumption: Due to the distributed system structure, we
assume that the user U, SP and DB are malicious but they do not
collude. Additionally, the C'S is always honest.

5.3. Registration Phase

The registration phase consists of the following initialization of the com-
ponents.

1. The parameters of the ElGamal encryption scheme are initialized by
choosing the groups G and F of prime order p and g as a generator of
G. To avoid the encoding problem, we use the same group G and the
generator g as the ElGamal public parameters for the DB, C'S and SP
as in |23]. Also, we denote a bilinear pairing as é : G x G — I and use
a hash function H : {0,1}* — Z;.

2. DB generates an ElGamal key pair (pkpg, skpg), where pkpp = (G, g, g¢)
and SI{IDB = db.

3. SP generates an ElGamal key pair (pksp, sksp), where pksp = (G, g, g°7)
and skgp = sp.

4. CS generates an ElGamal key pair (pkcs, skcs), where pkos = (G, g, g°°)
and skcg = cs.

5. C'S and SP generates two key pairs for a signature scheme.

6. The user U presents its biometrics to C'S which extracts the feature
vector b, quantize it to w; € M), and computes the PAR as described
in section 4.7 .

11



7. The user picks some random ¢; € Z where 1 < j < k and registers g*i
at the locations i; of the database, where p; = H(w;) for i € [1,k].

Remark 5.1. If some of the locations i;’s are already occupied by other
features, then the user selects other random indices. Also, if some of
the features of the user are already stored in DB, then DB returns the
indices of the common features. Thus, common features are not stored
more than once, which decreases the total storage cost of DB.

8. The user U registers its personalized username I D at the SP and stores
the index list Index = (iy,...,i) as encrypted with the public key of
the SP together with the parameters in his smart card.

5.4. Verification Phase
The verification phase has the following workflow.

1. The user U presents its biometrics &' to the client sensor C'S, which
extracts the feature set, quantize it to discrete domain using the pa-
rameters stored in the smart card, applies the secure sketch scheme
to error correct each quantized feature w;- as described in section 5.1.
Next, C'S computes for each p; = H(wj) with 1 < j <k,

V; = Enc([Enc((g"), pkpp)], pksp)

C'S also signs each V; and sends for 1 < j < k, (V},0;) and the en-
crypted index list to the service provider, where o; is the signature of
CS on V.

2. SP verifies the signature and obtains the index list Index after decryp-
tion. SP also decrypts V; to obtain Enc((g"), pkpp) = (C}, C2).

3. For 1 <t < N, DB computes Enc((g"), pkpp) after an authentication
request from the SP.

4. SP runs a PIR protocol using the index list of the user and obtains
Enc((g"), pkps) = (CF,C}) for each j € [1,k]. Next, SP selects
randomly s; € Z; to compute for 1 <757 <k

O\ [C2\%
w=wm-(() (@)
J J
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5. SP checks for 1 < j < k whether
é(g™, R}) = e(g, R3)

by computing 2k bilinear pairings. Finally, SP counts the number of
the equations satisfying the above condition and based on the threshold
t, SP decides to authenticate or reject U.

6. Analysis of the Protocol

In the first part, we evaluate the major security criteria that should be
satisfied in a biometric authentication system.

6.1. Security Proof for Identity Privacy

Since DB does not have access to any information about the user’s iden-
tities, DB cannot have any advantage in the Identity Privacy game described
in [4]. Even if both the SP and DB are compromised, the adversary will
not find a link between the identity data stored in SP and the biometric
features stored in DB since the SP does not store any index values of the
DB locations as opposed to the systems [5, 23, 4].

Lemma 6.1. The proposed scheme satisfies Identity Privacy against a ma-
licious service provider under the semantic security of the ElGamal scheme
and the existential unforgeability of the signature scheme.

6.2. Security Proof for Transaction Anonymity

At the registration phase, a user selects a random D B-index for each fea-
ture of his biometrics and each feature is stored as a separate entry using this
index value. Hence, even if the database is compromised, the attacker would
not be able to find an index that points to a biometric template stored as
cleartext or encrypted. This also provides security against the database since
it only stores a randomly ordered pool of quantized features from different
users, where each quantized feature is hashed using a specific cryptographic
hash function and stored as exponentiations of the generator g of G in the
database.

Lemma 6.2. The proposed scheme satisfies Transaction Anonymity against
a malicious database under the semantic security of the ElGamal scheme.

13



6.3. Efficiency of the Protocol

Our new design has the following advantages in terms of computation
and storage costs.

e Efficient memory storage: Since each feature is stored as a sepa-
rate entry in the database, there could be common features belonging
to different users. Thus, during registration phase, the database could
check for this situation and could return the index of the previously
stored feature. This way, the size of the registered feature set and the
total storage in the database could be smaller, which could be observed
by referring to the experiment in [15], which measures minutiae pair
matches for fingerprint verification on a small fingerprint database of
100 users with 8 prints of the same finger as shown in Table 1. In this
experiment, the total number of pairs of matched minutiae (i.e. fin-
gerprint feature) is counted for (520) = 1225 comparisons of fingerprints
belonging to 50 different users. Since a fingerprint is represented by
30-50 minutiae [15], one can easily compute that when our system is
applied even on such a small database, we can reduce the storage cost
approximately by 10% (i.e, 3991/(50 - 1225 — 3991)). In case of large

identification systems, the storage cost will decrease much more.

Table 1: The number of common features [15]

No.of | No. of Fingerprint | Total Matched

Users | Pairs Compared Point Pairs
Same User 50 1400 37705
Diff. User 50 1225 3991

Besides, since no biometric template is stored as an entry, there is no
need to apply a homomorphic encryption scheme to store the biometric
template as encrypted, where the ciphertext size is twice the plaintext
size as in [23, 5] and the storage cost of each user in [6] is given as
128kbytes. Finally, the choice of the system parameters of |6, 4] results
in a constraint on the size of DB. However, the database storage cost
of our system is (k — ¢) - P for each user due to the ¢ common features
that are not stored twice, where P is the size of an element of the

14



elliptic curve group G. For instance, P = 171 bits for a 160-bit ECC
curve.

e Computational cost: In |6, 4|, the database performs O(/N) exponen-
tiations modulo n? [6] and modulo n |4], where n is an RSA modulus
with [n|=2048 bits. Similarly, the schemes of |23, 5| require O(N) ex-
ponentiations in the group on which the ElGamal public key scheme
is defined. The computational cost of our scheme is dominated by the
O(N) exponentiations in group G. Finally, PIR protocol also causes
high computational cost requiring 2(m) operations on the m-bit DB
[12] since if the DB does not process some of its entries, it will learn
that the user is not interested in them, therefore the PIR system will
not provide full privacy.

In the following table, we summarize various remote biometric-based
authentication schemes that satisfy the security model described in
section 4.2. When we take typical values for the parameters in Table
2, we obtain the following relations. For biometric modalities with
M =512 bytes template sizes [13] and for 160-bit ECC curves, M ~ kP,
if 20 < k < 30 as implemented in [22, 15]. Also, for current PIR systems
with communication cost PIR, we have PIR << O(N).

Table 2: Comparison of various biometric authentication systems

Scheme Computation Storage Storage Communication

Cost at DB-index per user cost
Sys. 114 | M]\fvf;(; Iiult M bits M bits O(N)
Sys. 2 (3] O(N) exp |n|k bits |n|k bits O(N)
Sys.*3 |5] O(N) exp 2M bits 2M bits PIR
Sys. 4 16] O(N) exp |n| - M bits | |n|- M bits PIR
Sys. 5 |23] O(N) exp 2M bits 2M bits PIR
New Sys. O(N) exp P bits (k — ¢)P bits PIR

*The first biometric scheme

Abbreviations: N= number of entries in DB; k=dimension of the feature vector; M=
size of the biometric template; P=size of a single stored feature; c= number of common
features of a user; |n|=size of an RSA modulus
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6.4. Complexity of the PIR

Except for the systems |3, 4] with communication complexity O(N), the
communication cost of the systems evaluated in Table 2 is dominated by
the PIR, which is usually instantiated using the number-theory based PIR
systems such as [11], which has currently the best bound for communication
complexity of O(log(m) + d), where d is the size of the block to be retrieved
from an m-bit DB. However, the computational cost of a number-theory
based PIR is roughly a modular multiplication per bit of DB, which limits
the usability of these schemes except for small DBs. In [12|, the authors
suggest to use batch codes to amortize the computational cost of PIR with
a moderate increase on the communication cost, which is already very low.
When the SP wants to retrieve k-bits (not necessarily consecutive) out of
m-bit DB, batch code constructions can achieve k'+°) communication and
m*te) computation.

Since our system has to retrieve k non-consecutive blocks of size P, a
naive solution is to just run the PIR solution of [11] with complexity P/R
independently & times, which results in the complexity of k- PI R. However,
in [17], the solution to the problem of retrieving k items that are not nec-
essarily consecutive is presented using hashing. This way, the complexity is
much smaller than the naive solution, namely s - PI R, where s = glog(kP).
Furthermore, better performance is derived via explicit batch codes instead
of hashing, since small values of £ do not work with hashing. The reader is
referred to |17] for a more detailed discussion of application of batch codes
for amortizing the time complexity of PIR. Recently, |16 introduced an ef-
ficient noise-based PIR scheme, which is 100 times faster than all of the
number-theory based PIR systems and has reasonable communication. The
communication cost of [16] is not optimal as the cost of [11]|, however, com-
munication cost is not the main performance measurement of PIR due to the
enormous computational cost at the DB-end for number-theory based PIR
schemes [16].

6.5. A Practical Solution

As it is noted in |16], the number-theory based PIR systems are impracti-
cal except for small DBs. Besides, the additional homomorphic encryptions
performed for each entry of DB causes the systems to be unimplementable
for large D Bs, even if the number-theory based PIR is replaced by the noise-
based PIR of [16]. A practical solution for large scale biometric identification
systems could be masking the index (or the index list for our scheme) of the
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user with additional random indices instead of using a PIR scheme. This
approach leaks partial information on the item(s) that the user is interested
in, especially for the systems that store each biometric template as a sin-
gle entry of DB. Thus, the probability of the DB to guess which user is
actually authenticating is Pr:S#H, where S is the number of additional ran-
dom indices. However, in our system, each biometric feature of a user is
stored separately at a random entry of DB, hence the above probability is
Przl/(szk) , which becomes negligible for suitable values of S. This way,
our system does not require a PIR and the total computational cost is S + k
exponentiations in G instead of O(N), which results in a suitable system for
border control application, which requires biometric databases with millions
of users.

7. Conclusion

In this paper, we present a new design for remote biometric verification
that follows the state-of-the-art security model for biometric authentication
systems. Due to the correction of the white noise, our system is robust
against the variability of the user biometrics. Besides, a different storage
mechanism for the biometric data is introduced, which results in decreased
storage costs even in small databases due to the elimination of the ciphertext
expansion problem caused by the encrypted template storage and due to
the single storage of the common features of different users. Thus, the size
of the stored biometric data is much smaller than in existing systems that
store biometrics as encrypted with public key encryption. The system could
be applied to a variety of biometrics that could be represented by a feature
vector, where each feature point could be an element of R as in the case of
most biometric modalities and there is no need for binarization of the feature
vector to generate a standard biometric template for each user necessary for
secure sketches working in discrete domain. As a final point, we note that the
compromise of the database (namely, a random pool of features) would not
help an attacker in the recovery of a user’s template, which could otherwise
only be guaranteed by storing the biometric templates as encrypted.
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