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w%cently, Sarier]]] proposed an efficient biometric Identity Based Encryp{i®E) scheme called BIO-IBE using
me Sakai Kasahara Key Construction and prove its secuarityeirandom oracle model based on the well-exploited
%“BDHI computational problem. Despite its efficiency comgzhto other fuzzy IBE systems implemented for
J:)gometrlc identities, BIO-IBE is not secure against a nepetpf Denial of Service (DoS) attack that we present.
111 this context, we describe a new biometric IBE scheme an@shat our scheme is immune against this attack
jgje to the signature applied on the public valiéR of the user. This way, the sender can detect wheth&R of

I?se receiver that is stored publicly is modified by an actieeasary, thus the generation of a ciphertext based on a
ﬁ/\‘érong identity is avoided. The main difference of the newesnok is the structure of the key generation algorithm,
*f/\mere a unigue biometric identity strin® obtained from the biometric attributes is used instead okipg a
’Q‘ﬁfferent polynomial for each user as in other fuzzy IBE suks. In addition to the well-defined security model
{ar current fuzzy IBE schemes, we describe a stronger sgaundel and prove the security of our scheme in this
g“ramework achieving a better reduction cost compared to-BB. Finally, our scheme provides security against
ms attacks and better efficiency in terms of the key germraitnd decryption algorithms compared to the existing
fdzzy IBE schemes.
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Introduction generation at the Private Key Generator (PKG). Since
biometric information is unique, unforgettable and

non-transferable, the user only needs to provide his
biometrics at the PKG to obtain his secret key instead
of presenting special documents and credentials to

are
the:

;ri Eurocrypt'04, Sahai and Waters proposed a new
j%entlty Based Encryption (IBE) system called fuzzy
iBE that uses biometric attributes as the identity
fristead of an arbitrary string like an email address. _ SR _ _
'"ﬂ'ius new system combines the advantages of IBE with convince the PKG about his identity. Also, biometrics
-Jslng biometrics as an identity, where IBE avoids the is attached to the user, hence the public key of the user
"tged for an online Public Key Infrastructure (PKI), is always with him to be used for encryption during an
/\Emch is the most inefficient and costly part of public ad hoc meeting. Finally, biometric data could be easily
v-(e;y encryption. The use of biometrics as the identity integrated with fuzzy IBE due to its error tolerance
§rﬁ the framework of IBE simplifies the process of key property, which is required for the noisy nature of

E
n.
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2

biometrics. The main feature of fuzzy IBE is the
construction of the secret key based on the biometric
data of the user which can decrypt a ciphertext
encrypted with a slightly different measurement of
the same biometrics. Specifically, fuzzy IBE allows
for error tolerance in the decryption stage, where
a ciphertext encrypted with the biometrias could

be decrypted by the receiver using the private key
corresponding to the biometrics’, provided that

w and w’ are within a certain distance of each
other. Besides, fuzzy IBE could be applied in the
context of Attribute-Based Encryptior2,[ 3], where

the sender encrypts data using a set of attributes
such as {university, faculty, department} and the
ciphertext could only be decrypted if the receiver has
the secret key associated to all of these attributes
or sufficient number of them. In current fuzzy IBE
schemes, the private key components are generate
by combining the values of a unique polynomial on

each attribute with the master secret key. Besides, the

biometrics is considered as public information, hence
the compromise of the biometrics does not affect the
security of the system.

1.1. Related Work

The first fuzzy IBE schemed] is described by Sahai
and Waters in 2005 and its security is reduced to the
MBDH problem in the standard model, where the
size of the public parameters is linear in the size of
the attribute spacé& or the number of attributes of
a usern. Piretti et al P] achieved a more efficient
fuzzy IBE scheme with short public parameter size by
employing the Random Oracle Model (ROM). Baek
et al [4] described two new fuzzy IBE schemes with
an efficient key generation algorithm and proved the
security in ROM based on the DBDH assumption.

N. D. SARIER

1.2. Our Contribution

In this paper, we present an efficient biometric IBE
scheme by modifying the BIO-IBE ofl] in order
to provide immunity against a new type of a DoS
attack. To prevent DoS attacks, our modifed scheme
integrates an efficient IBS scheme into BIO-IBE in
order to sign the public valu® AR of the receiver
during the key generation phase of BIO-IBE. Besides,
the encryption phase is also modified by requiring the
sender to verify the signature on tiifeA R before the
fuzzy extraction and the encryption of the message.
The IBS scheme that is used to sign thelR is
currently the most efficient pairing based IBS scheme
[8], which is based on the Sakai Kasahara Key
Construction, thus it is very well-suited to modified
BIO-IBE. Similar to BIO-IBE, the main difference

f our scheme from existing fuzzy IBE systems is
he structure of the key generation algorithm, where
a unigue biometric identity stringD obtained from
the biometric attributes is used instead of picking a
different polynomial for each user and computing the
private key components for each attribute using this
polynomial, the master key and the attributes. Thus,
our scheme is constructed using this novel approach.
Despite the additional computations for verifying
the signature onP AR, the modified BIO-IBE still
achieves better efficiency compared to the existing
fuzzy IBE schemes in terms of the key generation and
decryption algorithms. First, we have a structurally
simpler key generation algorithm compared 4]
since we use an ordinary one-way hash function
instead of a MaptoPoint hash function and we reduce
the number of exponentiations in the groGpfrom
3n as in ] (and from 2n as in H]) to n+ 2.
Also, the decryption algorithm require$ bilinear
pairing computations and exponentiations, whereas
the existing schemes require+ 1 bilinear pairing

The main disadvantage of these schemes is the useomputations andd exponentiations. The security

of the MapToPoint hash function, which is inefficient
compared to the ordinary hash functions. Besides,

of our new scheme reduces to the well exploited
BDHI computational problem in ROM. Moreover, we

Burnett et al p] described a biometric Identity Based  gescribe a stronger security model for fuzzy IBE and
Signature (IBS) scheme called BIO-IBS, where they prove the security of modified BIO-IBE based on this

used the biometric information as the identity and stronger model with a better reduction cost compared
construct the public key of the user using a fuzzy g gj0-IBE [1].

extractor p], which is then used in the modified
SOK-IBS scheme®]. Recently, Sarier]] described

a new biometric IBE scheme called as BIO-IBE,
which is more efficient compared to the existing In section 2, we will state the definitions of the

fuzzy IBE schemes due to the replacement of the primitives that are used in our scheme. In section 3,
MapToPoint hash function with an ordinary hash we review the BIO-IBE scheme and show that it is
function. However, BIO-IBE suffers from a new type vulnerable to a new DoS attack. Next, we describe the
of a DoS attack that we introduce in the next sections. modified BIO-IBE scheme and evaluate its security. In

1.3. Outline of the Paper

Copyright(©) 2008 John Wiley & Sons, Ltd.
Prepared usingecauth.cls
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A NEW BIOMETRIC IBE SCHEME SECURE AGAINST DOS ATTACKS 3

section 5, we define a new security model and prove 2.1. Fuzzy Identity Based Encryption

the security of our scheme in this stronger model.
Finally, we compare our results with existing fuzzy
IBE schemes and conclude our proposals.

2. Definitions and Building Blocks

In order to introduce the new biometric IBE scheme,
at first, we review the definitions and required
computational primitives. Given a sef, z < S
defines the assignment of a uniformly distributed
random element from the set to the variablex.

|S| denotes the bit-length of an elementSnand p;
denotes an attribute (or feature) in the univetrsef
biometric attributes.

Definition 2.1 Negligible Function: A function

e(k): N— R is defined as negligible if for any
constante, there existdg € N with & > kg such that
e < (1/k)“.

Definition 2.2 Bilinear Pairing: Let G and F be

multiplicative groups of prime ordey and letg be a

generator ofG. Z; denote<Z, \ {0} andG* denotes
G\ {lg}, where {0} and {1} are the identity
elements oZ, andG, respectively. A bilinear pairing
is denoted byé : G x G — F if the following two

conditions hold.

1. Va,b € Z,, we haveé(g?, ¢°) = é(g, g)%°
2. é(g,9) # 1p, namely the pairing is non-
degenerate.

Next, we define the Lagrange coefficiehy,, s for
Wi € Z, and a sefS of elements irZ,, as

[

1y €S, F i

T Hy
A ]

Aﬂi,s(:c>

The security of our scheme is reduced to the well-
exploited complexity assumptiok-BDHI) [ 9], which
is stated as follows.

Definition 2.3 k-Bilinear Diffie-Hellman Inverse
(k-BDHI): For an integer k, and: < Z¢, g € G*,
¢:G x G — F, given(g, g%, ¢, ..., g ), computing
é(g,9)"/* is hard.

Copyright(© 2008 John Wiley & Sons, Ltd.
Prepared usingecauth.cls

In [4], the generic fuzzy IBE scheme is defined as
follows.

e Setup(): Given a security parametgg, the
Private Key Generator (PKG) generates the
master secret key.s and the public parameters
of the system.

e Key Generation: Given a user’s identity ¢ U
and ms, the PKG returns the corresponding
private key.

e Encrypt: A probabilistic algorithm that takes as
input an identityw’ € U, public parameters and
a messagen € M and outputs the ciphertext
c € C. Here,M, C andU denote the message
space, the ciphertext space and the universe of
attributes.

e Decrypt: A deterministic algorithm that given
the private key and a ciphertext encrypted with
w’ such thatjw Nw’| > d, returns either the
underlying message or a reject message. Here
d denotes the error tolerance parameter of the
scheme.

In the modified BIO-IBE, the identity is obtained from
the biometric information of the user using a feature
extraction algorithm followed by a fuzzy extraction
process, where the result of the former procedure (i.e.
w) is combined with the output of the latter (i.eD)

in the key generation phase to compute the private
key of a user. The details of this extraction process is
presented in section 2.3.

2.2. Security Model

In [3], the Selective-ID model of security for fuzzy
IBE (IND-FSID-CPA) is defined using a game
between a challenger and an adversary as follows.

e Phase 1The adversaryl declares the challenge
identity w* = (uf, ..., plh).

e Phase 2 The challenger runs the Setup
algorithm and returns to the adversary the
system parameters.

e Phase 3 The adversaryA issues private key
queries for any identityy’ such that
[w' Nw*| < d.

e Phase 4 The adversaryA sends two equal
length messagesy;, and m;. The challenger
returns the ciphertext that is encrypted usiig
and the message, where3 & {0, 1}.

e Phase 5Phase 3 is repeated.

Security Comm. Networld0: 1-11 (2008)
DOI: 10.1002/sec



e Phase 6 A outputs a gues§’ for 3.

The advantage of the adversatys defined as

1

AdVi\ID_FSID-CPA — |P’I“[ﬁl — ﬁ] -3

For our biometric IBE scheme we give the security
proof based on the notion of IND-FSID-CPA
(Indistinguishability against Fuzzy Selective Identity,
Chosen Plaintext Attack), but our scheme can easily
be modified using the generic construction REACT
[10] to be secure against Chosen Ciphertext Attacks
(CCA).

2.3. Biometric Fuzzy Extraction

Any biometric identity based encryption or signature
scheme requires the biometric measurement of the
receiver or the signer, respectively. For this purpose,
the biometrics of the user is captured using a sensor
and the raw biometric data is further processed to
extract the feature vector and to obtain the biometric
templateb of the user. In a biometric encryption
scheme, feature extraction is applied on the raw
biometric data to obtain the feature vector (or the
attributes) and then, each attribute is associated with
a unique integep; € Z, to form the identity

w = (u1, ..., bn) [3, 4]. Here,n denotes the size of

the attributes of each user. Since some of the attributes

could be common in some users, a uniqgue polynomial
is selected for each user and included in the key
generation algorithm to bind the private key to the

user. This way, different users cannot collude in order
to decrypt a ciphertext that should be only decrypted
by the real receiver.

In a biometric IBS scheme such as BIO-IBY,[
the biometric templatéis computed using the feature
vector and the hash df is used as the identityD.
Here, the templaté is assumed to be a fixed length
binary string, so each feature forming the original
biometric template (namely the feature vector) are
guantized to generate multiple bits per feature that
are concatenated to obtain the binary template
Particularly, the framework for biometric template
generation consists of (1) extracting features; (2)
guantization and coding per feature and concatenating
the output codes; (3) applying error correction
coding (ECC) and hashind {]. During this process,
many quantizers produce and use side-information,
which could be published to be used later in the
reconstruction of the binary templaie

As different from existing fuzzy IBE systems, the
modified BIO-IBE requires the use of the biometric

Copyright(©) 2008 John Wiley & Sons, Ltd.
Prepared usingecauth.cls
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templateb obtained from the feature vector of the
user, where feature extraction is the most costly part
of the biometric template generation. Since feature
extraction is already performed in any fuzzy IBE
scheme, one can easily apply a fuzzy extractor on the
feature vector to bind the private key components to
the user’s identity and thus avoid collusion attacks.
Instead of choosing a unique polynomial for each user,
we use the fuzzy extractor to obtain a unique stiihy
via error correction codes from the biometric template
b of the user in such a way that an error tolerah¢e
allowed. In other words, we will obtain the same string
1D even if the fuzzy extractor is applied on a different
b" such thatdis(b,0’) < t. Here,dis() is the distance
metric used to measure the variation in the biometric
reading and is the error tolerance parameter of the
fuzzy extractor.

Formally, an(M, 1, t) fuzzy extractor is defined as
follows.

Definition 2.4 Let M = {0,1}" be a finite dimen-
sional metric space with a distance functiaiis :
M x M — Z*. Here,b € M and dis measures the
distance betweerb and b/, where b’ € M. An
(M, 1, t) fuzzy extractor consists of two functidBen
andRep.

e Gen: A probabilistic generation procedure that
takes as inpub € M and outputs an identity
string ID € {0,1}! and a public parameter
PAR, that is used by theRep function to
regenerate the same stridd fromd’ such that
dis(b,b’) < t.

Rep: A deterministic reproduction procedure
that takes as input’ and the publicly available
valuePAR, and outputd D if dis(b, b’) < t.

In [5], the authors describe a concrete fuzzy
extractor using dn, k, 2t + 1) BCH error correction
code, Hamming Distance metric and a one-way hash
function : {0,1}"™ — {0, 1}!. Specifically,

e TheGenfunction takes the biometriésas input
and returns/D = H(b) and public parameter
PAR =b® C.(ID), whereC. is a one-to-one
encoding function.

The Rep function takes a biometrié’ and
PAR as input and computesD’ = Cy(b' ¢
PAR) =Cy(b®V @ C.(ID)). ID =1ID' if
and only if dis(b,b’) <t. Here C,; is the
decoding function that corrects the errors upto
the threshold.

Security Comm. Networla0: 1-11 (2008)
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A NEW BIOMETRIC IBE SCHEME SECURE AGAINST DOS ATTACKS 5

3. A New Efficient Biometric IBE Scheme

In this section, we present the modified BIO-IBE that
is built upon the biometric IBE scheme af][except

for the key generation and encryption algorithms.
Our scheme uses Sakai-Kasahara’'s Key Construction
[9, 12 for the generation of the private keys, thus
it does not require a MapToPoint hash function as
opposed to the schemes i, [4]. As it is noted in

[8], it is difficult to find groups as the range of the
MapToPoint hash function and to define an efficient
isomorphism at the same time. Thus, our scheme
avoids this problem and achieves better performance
due to the use of an ordinary hash function instead of
MapToPoint hash function, which is called times

for the key generation and encryption algorithms
respectively. Besides, the fuzzy extraction process is
only performed by the sender to form the ciphertext
and can be efficiently implemented on the finite field
Fom, wheren = 2™ — 1 is the length of the code and
m = 10 for the [905, 160, 201] BCH error correction
code as described iB] In order to encrypt a message,
the sender obtains the biometric information of the
receiver and verifies the signaturef the PKG on the
public parameteP AR of the receiver and i is valid,
then he extracts the features (attributes) and computes
the biometric stringd D using the fuzzy extractor. As

in [1], we assume that ifw N w’| > d, then we have
dis(b,b') < tandthud D = ID’. First, we review the
details of BIO-IBE.

e Setup() Given a security parametét,, the
parameters of the scheme are generated as
follows.

1. Generate two cyclic groupg and F of
prime orderp > 2% and a bilinear pairing
é:G x G — . Pick a random generator
g €G.

2. Pick a randomz € Z; and compute
Pyuy = g* andé(g, g)

3. Pick two cryptographic hash functions
Hy : 7 x {0,1} — Z, Hy:F —
{0,1}*. In addition, the PKG picks
H :b— {0,1}*, an encoding functiofi',
and a decoding functio@’; together with
a specific feature extraction methadd
applied on the biometrit.

M = {0,1}** denotes the message space
and C=U xG" x {0,1}** denotes the

e Key Generation: First, a users biometric

attributesw € U are obtained from the raw
biometric information using a reader and the
feature extractorF., where each attribute
pi €w is an element ofZ; [3]. Besides,
the identity string/D = H(b) is calculated
from the biometric templaté using a fuzzy
extractor as in ). Given a user’s biometric
attributesw and 1D, the PKG returnsD/” =
gl/(w'i‘Hl(ltmID)) = gl/(w+th) for eachy; €

w.

Encrypt: The sender obtains a biometric
reading of the receiver together with the
associated public parametdPAR, extracts
the feature vectorw’ and computes/D’ =
Rep(t/, PAR). Here, if dis((b,0’) <t, then
ID = ID'. Given a plaintexin € M, ID’ and
w’, the following steps are performed.

1. Pick a random polynomial(-) of degree
d—1 over Z, such thatr(0) = and
compute the shares(y,) =r; € Z, for
i € w'.

2. Compute  L; = P,y - g IP) =
g”th/ and the
V' = Hy(é(g,9)").

3. Set the ciphertext te’ = (v',U;, W) =
(W', L{*,m & V) for eachi € [1,n].

Decrypt: Given ¢ = (w',U;, W)€ C and
D[P for p; €w and i€ [l,n], choose an
arbitrary setS C w N w' such thaiS| = d and
computen =W &V as

session  key

V= HQ( H (é(UZ,D‘IhD))Am,S(O))

ni€S

— Hy( [ (@g7s =™, gH/ i) 2o
pi€S

= Hy([] (e(g. )2+
ni€S

= Ha(e(9,9)")

Here, the polynomial(-) of degreed — 1 is interpo-
lated usingl points by polynomial interpolation in the
exponents using Shamir’s secret sharing metii&j [
Also, h!P" = hIP for eachy; € SandID = ID'.

Theorem 3.1 Suppose the hash functiofs, H, are

ciphertext space. The master public key is random oracles and there exists a polynomial time

(pv Gv Fv év klv 9, Ppubv é(ga g)a Hlv HQ; Ha Cea
Cq, F,) and the master secret keyriss = z.

Copyright(© 2008 John Wiley & Sons, Ltd.
Prepared usingecauth.cls

adversary A with advantagee that can break the
scheme BIO-IBE in the Fuzzy Selective ID model by
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makingq1, ¢ random oracle queries, ang, private In [15], a similar attack called as Denial-
key extraction queries. Then there exists a polynomial of-Decryption (DoD) Attack in the context of
time algorithmp that solves thé-BDHI problem with  certificateless encryption is defined, whose nature is
k = q1 + ¢er + 1 and advantage similar to the well known DoS Attack. In DoD, the
attacker can modify the public key of the receiver
since the authenticity of the public key is not provided.
2AVESIDIND-CPA 1) < (Z) - AdVFERH (B) The aut_h_ors provide_the solgtion_again;t this att_ack
by requiring the receiver to sign his public key using
Despite the security reduction that is presented the private key associated tq a certificateless signature
above, BIO-IBE is not secure against a new attack that Scheme and store the public value together with the
we present in the next section. By modifying the key Signature in a public storage. When the sender wants to
generation and encryption algorithms, BIO-IBE could €ncryptamessage, he first verifies the signature on the
be fixed against this DoS attack. The corrected schemepublic value and upon validation, he starts encryption.
is called as modified BIO-IBE, which has the same

X In order to prevent a DoS attack on our scheme, we
decryption phase as BIO-IBE.

follow a similar approach requiring the PKG to sign
] ) the public valueP? AR using an efficient pairing based
3.1. A New Denial of Service Attack IBS scheme&], and pUb'ISh both values.
BIO-IBE scheme of I] requires the public storage of

the valueP AR, which is the information needed for

error-tolerant reconstruction of the biometric identity
string I D and subsequent fuzzy extraction. Since the
encryption is performed by combining each biometric

A summary of this scheme is given as below,
where the public parameters di][are almost equal
to the parameters of BIO-IBE since both schemes are
based on the same Sakai-Kasahara Key Construction

feature ; with the biometric identity/D of the methgd. The only differepce in the public parameterg
receiver, the presence of an active adversary who Of [8]iS the use of an arbitrary string such as an e-mai
maliciously alters the public strin®®AR leads the address as the identity and two hash functions, which
Sender to use a Wrong pub“c key for the encryption haVe a dif‘fel’ent domain. Since the Signature iS applled
due to a different identity string computed by the fuzzy by the PKG, then the identity information is taken as
extractor. By the malicious modification of the public the identity of the PKG. It is shown that the scheme
value PAR, an adversary cannot gain any secret in [8] is UF-CMA (Existential Unforgeability under
information but the receiver of the ciphertext either Chosen Message Attack) secui®.[Consequently,
cannot decrypt it or he obtains a wrong plaintext upon the signature on the public valuBAR makes the
decryption. The fuzzy IBE schemes di,[2, 4] are modified BIO-IBE immune against a DoS attack.
immune against this attack since the biometric identity
of a user consists only of the feature veator

The first idea to solve this problem is using a robust

fuzzy extractor, which is resilient to modification of e Setup() The same as in BIO-IBE except for
the public valueP AR [14]. However, the robust fuzzy the hash functionst : {0,1}* — Zy, Hy:
sketches/fuzzy extractors described inf][assumes {0,1}* x F — Zy that are used instead @f,
the biometrics as secret data and replaces the value and H, of BIO-IBE.

PAR with PAR* = (PAR, H(b, PAR)) ,whereH e Key Generation: The signing key isD =
is a hash function4]. Since the adversary knows gt/ (= +Hs(ID)) ‘\whereID is the identity of the
the biometric dataé, he can easily modify the value PKG.

PAR* by computing a valid hash value, hence, the e Sign: In order to sign the public valuBAR,
sender cannot detect the modification of the public

value. Another solution could be that the user store
the public valuePAR in his smart card and present
this to the sender during the biometric measurement.
However, this defeats the purpose of biometric IBE in

1. Pick a random integer r € Z;
and compute é(g,9)" € F  and
h = Hy(PAR,é(g,9)") € Zy,

' . — +h
the first place, which enables an unprepared user to 2. ComputeS = D"
encrypt in an ad hoc meeting, where the users do not
have their smartcards with them. Hence, the signature dAAR iso = (h, 5).
Copyright(©) 2008 John Wiley & Sons, Ltd. Security Comm. Networl@0: 1-11 (2008)
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A NEW BIOMETRIC IBE SCHEME SECURE AGAINST DOS ATTACKS 7

e Verify: To verify a signatures = (h,S) on e Encrypt: The sender obtains a biometric
PAR, compute reading of the receiver together with the
signed public parameteP AR, verifies the
V =é(8, gMUP) . gy . ¢(g,9)7" signature on thePAR, extracts the feature
— §(DHh, gHaUD) g7y (g, g)h vector_w’ _and C(?mpute:iD’ = Rep(b’,/PA_R).
Here, ifdis((b,b') < t, thenID = ID’. Given
= (gl UDP) gHs (D)) (g, g) =" a plaintextm € M, ID’ andw’, the algorithm
=é(g,9)" " (g, 9)7" continues as in BIO-IBE.
—o(g,9)" e Decrypt: The same algorithm as in BIO-IBE.
and check whethelly(PAR, V) = h Lemma 3.1 The modified BIO-IBE is immune against

a DoS attack under the existential unforgeability of the

After verifying the signature on the public value |BS scheme off.
PAR, the sender can encrypt a message. The
only additional cost for the sender is caused 'heorem 3.2 Suppose the hash functiohs, H; are
by the verification of the signature, namely, one random oracles and there exists a polynomial time
exponentiation i and inF, one bilinear pairing and ~ adversary A with advantagee that can break the
one multiplication inF. Despite the additional bilinear ~ Modified BIO-IBE in the Fuzzy Selective ID model by
pairing computation for the sender, our scheme is Makingqi, ¢» random oracle queries, angl.. private
still more efficient compared to existing fuzzy IBE k_ey extrac_tion queries. Then there exists a polyr_10mia|
schemes due to the removal ofMapToPoint hash  time algorithmB that solves thé-BDHI problem with
computations from each phase. Moreover, the schemek = @1 + ¢es + 1 and
of [8] is currently the most efficient pairing-based
IBS scheme in the literature, which is suitable for the
modified BIO-IBE.

2AdVFSID-IND-CPA(A) < (Z) . Advk-BDHI (B)

2. Th ified BIO-IBE
3 e modified BIO The security proof will be very similar to the proof

Here, we summarize the algorithms of our new of BIO-IBE as in [1].
scheme, which is obtained by modifying the Key

Generation and Encrypt algorithms of BIO-IBE. _
4. A New Security Model

e Setup() The parameters of the scheme are
generated as in BIO-IBE. Two additional hash
functions Hy : {0,1}* — Z7, Hy:{0,1}* x
F — Z,, are required for the signature scheme
as described before.

e Key Generation: First, a user’s biometric
attributesw € U are obtained from the raw
biometric information using a reader and the
feature extractof, and each attribute; € w
is associated to a unique integer #j as in

In this section, we describe a stronger Selective-ID
model of security for fuzzy IBE (SFSID-IND-CPA)
using a game between a challenger and an adversary
as follows. The main difference of our new security
model is that the adversary is allowed to make private
key extraction queries on the challenge identity,
where A can obtaind — 1 private key components of

w* that A chooses. In this model, the adversamas
more power compared to the model defined3p].

[3]. Besides, the identity stringD = H(b) is e Phase 1The adversary declares the challenge

calculated from the biometric templateusing identity w* = (47, ..., 7).

a fuzzy extractor, which also outputs the public e Phase 2 The challenger runs the Setup

value PAR that is used in the reconstruction of algorithm and returns to the adversary the

thelD by the sender (or encryptor). NeX@AR system parameters.

is signed by the PKG. Given a user’s biometric e Phase 3 The adversary issues private key

attributesw and 1D, the PKG returnsD/P = queries for any identity’ such that

gV (@+H (i, ID) — g1/(=+h") for each p; € |w’ Nw*| < d. In addition, if the extraction

w. Finally, the PAR and the signature are query is on the challenge identity*, A is given

stored in a public file. d — 1 private key components thatchooses.
Copyright(© 2008 John Wiley & Sons, Ltd. Security Comm. Networld0: 1-11 (2008)
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Fig. 1. Modified BIO-IBE Flow diagram

e Phase 4 The adversaryA sends two equal problem. Suppose that is given thek-BDHI problem
length messagesy, and m;. The challenger (g, ¢, g%, ...,g%"), B will computeé(g, g)'/* using
returns the ciphertext that is encrypted using the A as follows.

identity w* and the message:3, where &
{0,1} and A already has thd — 1 private key
components ofv*.

e Phase 5Phase 3 is repeated. For the challenge
identity, A is not allowed to issue private key
queries for the remaining — d + 1 attributes.

e Phase 6 A outputs a gues§’ for 3.

Theorem 4.1 Suppose the hash functiofs, H, are
random oracles and there exists a polynomial time
adversary A with advantagee that can break the
modified BIO-IBE in the strong Fuzzy Selective ID
model by makingy;, ¢o random oracle queries, and
qex Private key extraction queries. Then there exists a
polynomial time algorithmB that solves thé-BDHI
problem withk = ¢; + ¢, + 1 and advantage

2AstFSID-IND-CPA(A) S (fL o d + 1) . Ad\}(-BDHI(B)

Proof 4.1 Assume that a polynomial time attacker
A breaks our scheme, then usiny we show that
one can construct an attackd? solving thek-BDHI

Copyright(©) 2008 John Wiley & Sons, Ltd.
Prepared usingecauth.cls

e Phase 1: A outputs the challenge identity

w* = (uf,...,ut) and B simulates the public
parameters for as follows:
First, B selects ho, ..., hx—1 € Z;, and sets

f(z) =TI;Z1 ( + hy), which could be written
as f(z) = Y.5~) ¢;z. The constant termy is
non-zero because; # 0 andc; are computable
from h;.

B computesQ = [[=5(¢*)% = ¢/™@ and

Q" = 1) = TS50 .
If @ =1, thenx = —h; for somej, then k-
BDHI problem could be solved directiyL .

Next, fi(z)=LE =50 "2d; .2/ for

1<j<k and QY (@thi) = ¢fiz) —
TTi=5(g*")% is computed16].

B sets T/ =[[_j(g" )% = g@-co)/z
and setly = é(T7,Q - g®°).

B returns A the public parameters
(¢,9.¢,G,F, Py, Hi, Hs,d, FE), where

d € Z*, Ppyy = Q*~ "0 andHy, H, are random

Security Comm. Networl@0: 1-11 (2008)
DOI: 10.1002/sec
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oracles controlled by3 as follows. Here I'E
denotes the fuzzy extraction algorithm.

Hy-queries For a query (u;, ID"), where
i € [1,n], if there exists(j,{,p;, ID™, h; +
h(),Ql/(x+hj)> in HList, return h,j+h().

Otherwise,

1. If i € w*, IDY = ID* and
l#d, return h;+hy and add
<jvlvuiaID*7hj+h()7Q1/(z+hj)> to
H,List. Incrementj andl by 1.

2.1f pew*, IDY=1D* and [ =d,
then return hy, add the tuple
(J,d, p*, ID* hg, L) to H,List.

Incrementj andi by 1.

3. Else, returnh; + hy and add the tuple
<jvlvuiaIDw7h'j+h()7Q1/(m+hj)> to
H,List. Incrementj by 1.

Here,j andl denotes the values of two counters,
wherel < j <g¢; andl <[ <n.
Hs-queries Upon receiving a quer,

1. Ifthere existg R, £) in HsList, returné.

2. Else, choosg & {0,1}* and return tod.

e Phase 3: B simulates the private key extraction

queries ofA as follows.
Extraction queries: Upon receiving a query

(w, ID™),

1. If |lwnw*| <d, (thus ID¥ # ID*),
for every u; €w, run the H;-
oracle simulator and obtain
(s 1, s, ID™  hj + ho, QY (#+ha))
from H,List. If IDY # ID*, return

DIP" = QY (= +hi) for eachy; € w.

2. Otherwise, return thel — 1 private key
componentsD{é_?* = QY/(=thi) that A
chooses except for the component associ-
ated to the attributg*.

e Phase 4. Upon receiving the messages
(mo,m1) with |mg| = |m1|, B generates the
challengeC™.

1. Pick r; & 7, for each p; € w* unless
i = 7 )

2. Compute U, = Qi@ +Hi(ui.ID™))  for
eachu,; € w* exceptforu;, = u*.

3. Pickr* & 7, and computd/,,- = Q"".

4. B chooses a randonp € {0,1} and
W & 0,1}k,
5. Set  the ciphertext to C* =

(w*, Uy, mg & W*) wherep, € w*.

Copyright(© 2008 John Wiley & Sons, Ltd.
Prepared usingecauth.cls

e Phase 5: B answersA’s random oracle and
private key extraction queries as before. The
only condition on the private key extraction
queries is that the attacker cannot query the
challenge private key for the remaining- d +
1 components.

e Phase 6: At some point,A responds with the
guess?’ for the underlying plaintext: 3, which
could only be computed from

Hi€S

The only way forA to have any advantage in
this game is whert/, List contains the value

R* — H é(Uu“DZLiD*)AM'S(O)
i €S
= é(Q; Ql/w)r*Au*,s(O) A
where
A= I e@Qidns©
Wi €S, i #p*

We setl’ = (R*/A)V/ (" 2u5(00) = ¢(Q, Q™).
The solution to thek-BDHI problem, é(g, g*/%), is
obtained by outputting?’/Ty)!/< = é(g, g'/%) as in
[16].

T/T, (g9,9)f @ 1@/ 15 g(f@)=co)/m o f(z)Fco)

I
>

(g, g)f(x)~f<w>/w—f(x)~f<w>/w+c%/x

2
(g,9)/"

>

Il
>

Let H be the event that algorithm A issues a query
for Ho(R*) at some point during the simulation. B
in the simulation above is equal to Fifin the real
attack [L7]. Also, in the real attack we have R[> ¢
due to the following facts.

If the H,List does not contain the valug*, then we
havePr[3' = g|-H] = 1.

By the definition ofA, | Pr[8’ = B8] — 3| > e.

Combining all the results and defining the evént
asE = Pr[p = (3], we obtain the following as inl[7]

E = Pr(3 = §'[H]Pr{H] + Pr(3 = '|-H]Pr[~H]
— Pr[f=p1> %(1 — PrH])
= Prig =] < 1(1+ PrlH).

Therefore,

Security Comm. Networld0: 1-11 (2008)
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Table |. Properties of Various Fuzzy IBE Schemes

€ < |Pr3 = §H] - 3| < 3 Pr{H] <= Pr[H] > %

Scheme Assumption FlTnistiTJn S’\(Aagggfy
Obviously, the valueA can be computed by3 SW-RO | Decisional BDH| MaptoPoint| ROM
and the adversary, since A already knows thel — EEIBE-I Decisional BDH | MaptoPoint| ROM
1 private key components ab*, hence, the sef EFIBE-II Decisional BDH | MaptoPoint| ROM
is composed of thel — 1 components and another | new Schemel COMPUtational Regular ROM
attributey; € w* that A decides. Then, the only way k-BDHI

for the adversaryA to have any advantage is to
query the H, oracle with the correct session key
constructed using private key components, where
already knowsl — 1 of them and the solution to the

Table Il. Abbreviations

BDHI problem,é(g, g'/*), is obtained by outputting El bit size of an element in the s&t
(T/TO)1/CS = é(g, g*/*) as previously. The adversary Z number cl)f features of a user
A will have onlyn — d + 1 different choices for the ___error tolerance parameter
n Te time for a single exponentiation i
set S, so, the factor is eliminated from the 17 time for a single exponentiation in
_ \d, _ Tu time for MaptoPoint hash function
reduction cost resulting in a non-exponential loss of T fime for a single multiplication i1
security as T, time for a single multiplication iff

T; | time for a single inverse operation ),
T; | time for a single inverse operationlih

2AdVTSIPINDCPA AY < (1 — d + 1) - AdVFEH(B) T, time for a single pairing operation
FE time for the fuzzy extraction process
The modified security model gives the adversary as k1 output size of the hash function

much power as possible by providing the adversary
with d — 1 private key components of the challenge
identity. Thus, the improved reduction cost is obtained

by requiring a stronger security model than the Fuzzy !BS scheme into the BIO-IBE scheme. Despite the
Selective-1D model of3, 4. additional bilinear pairing computation, we obtain a

more efficient scheme compared to the schemes in
) [2, 4] due to the structure of the decryption algorithm
5. Comparison and the removal of the MapToPoint hash function.

We summarize in the following tables the properties of Finally, an open problem is to prove the security of
the modified BIO-IBE and compare the computational [4] @nd our scheme in the standard model.

costs of each algorithm used in the schemes that
are provably secure in ROM. The abbreviations
that are used in Figure 2 are listed in Table II.
Obviously, the new scheme is more efficient in terms The author is grateful to her supervisor Prof. Dr.
of the key generation and decryption algorithms. joachim von zur Gathen for his valuable support,
Compared to BIO-IBE, the encryption algorithm  gncouragement and guidance.

requires additionally one bilinear pairing and 2

exponentiations due to the signature verification on the

PAR, which makes our scheme secure against DoS References

attacks. Besides, the computational cost of the fuzzy ] ) o )
extiaction & is small, since the operations HiE SeftND.snew bometi denty based cncypion mbe

algorithm are performed on the finite field &, TrustCom 2008IEEE Computer Society, 2008.

wherem =~ 10 according to ). 2. Pirretti M, Traynor P, McDaniel P, Waters B. Secure
attribute-based systemACM Conference on Computer and
Communications Securjt2006; 99-112.

. 3. Sahai A, Waters B. Fuzzy identity-based encryptidvances
6. Conclusion in Cryptology - EUROCRYPT 2005Lecture Notes in
. . . . Computer Sciencevol. 3494, Springer, 2005; 457-473.
In this paper, we propose an efficient biometric IBE 4 gaek 3, Susilo W, Zhou J. New constructions of fuzzy idgnti

scheme secure against DoS attacks by integrating an based encryptiolACM Symposium on Information, Computer

Acknowledgement

Copyright(©) 2008 John Wiley & Sons, Ltd. Security Comm. Networla0: 1-11 (2008)
Prepared usingecauth.cls DOI: 10.1002/sec



10.

11.

12.

13.

14.

15.

16.

17.

Based Signature Schemiaternational Journal of Network
Security2007;5(3):317-326.

. Dadis Y, Ostrovsky R, Reyzin L, Smith A. Fuzzy Extractors:

How to Generate Strong Keys from Biometrics and Other
Noisy Data.CoRR2006;abs/cs/060200.7

. Bellare M, Namprempre C, Neven G. Security Proofs
for Identity-Based Identification and Signature Schemes.

Advances in Cryptology - EUROCRYPT 200Ddcture Notes
in Computer Sciengevol. 3027, Springer, 2004; 268-286.

. Barreto PSLM, Libert B, McCullagh N, Quisquater JJ.

Efficient and provably-secure identity-based signatuned a
signcryption from bilinear mapsASIACRYPT 2005; 515—
532.

. Chen L, Cheng Z. Security Proof of Sakai-Kasahara'’s Ityent

Based Encryption Schem€&ryptography and Coding, IMA
Int. Conf, Lecture Notes in Computer Scienceol. 3796,
Springer, 2005; 442-459.

Okamoto T, Pointcheval D. REACT: Rapid Enhanced-
Security Asymmetric Cryptosystem Transforriopics in
Cryptology - CT-RSA 20Q1Lecture Notes in Computer
Sciencevol. 2020, Springer, 2001; 159-175.

Chen C, Veldhuis RNJ, Kevenaar TAM, Akkermans AHM.
Multi-bits biometric string generation based on the likelpd
ratio. IEEE conference on Biometrics: Theory, Applications
and SystemdJniversity of Notre Dame, 2007; 1-6.

Sakai R, Kasahara M. ID based Cryptosystems with Pairing
Elliptic Curve. Cryptology ePrint Archive, Report 2003/05
2003.

Shamir A. How to Share a Secré@ommun. ACM1979;
22(11):612-613.

Boyen X, Dodis Y, Katz J, Ostrovsky R, Smith A. Secure
remote authentication using biometric datadvances in
Cryptology - EUROCRYPT 200Becture Notes in Computer
Sciencevol. 3494, Berlin: Springer-Verlag, 2005; 147-163.
Liu JK, Au MH, Susilo W. Self-generated-certificate pabl
key cryptography and certificateless signature/encrgptio
scheme in the standard model: extended abstr8IACCS
'07: Proceedings of the 2nd ACM symposium on Information,
computer and communications securi2p07; 273-283.

Chen L, Cheng Z, Malone-Lee J, Smart N. Efficient ID-
KEM based on the Sakai-Kasahara key constructi&E
Proceedings Information Securig006;1531):19-26.

Boneh D, Franklin MK. Identity-Based Encryption froneth
Weil Pairing.SIAM J. Comput2003;32(3):586—-615.

Copyright(© 2008 John Wiley & Sons, Ltd.
Prepared usingecauth.cls

A NEW BIOMETRIC IBE SCHEME SECURE AGAINST DOS ATTACKS 11
Fig. 2. Computational Costs of Various Fuzzy IBE Schemes
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Cost of Key m+1D)(T.+Ty)
Generation n(TH + T + 3Te) n(TH + 2Te) n(TH + T, + 2Te) +FE+T. + Te/
Cost of n(Te + Tr) n(Te + T + Th) n(Te + Tr) n(2T. + Tm) + T+
Encrypt +2T. + T, + T}, +2T. + T, + T}, +2T. + T, +T), | 2T, + FE+T.+T.
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