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Ferguson (1994)

This system is based on the difficulty of RSA and a discretaritigm problem but it
also uses some hash functions at sensitive places to (Hiypéafarease the security.
Further, polynomial secret sharing is used in order to deser¢he coin size without
loss of security. The important part here is Martin's chagdje size, it must be large
enough to prevent repetitions. The challenge size in Chetuah (1989) wask/2
bits, so the size of the coin grows linearly with the wantedliemge size. Here
the challenge size depends only on the chosen group andsisyghically not much
larger than with, sayt = 4. But let us first explain the polynomial secret sharing
and the system.

1. Polynomial secret sharing

Suppose there is some secrdhat we want to give to a group of people. Yet, the
secret is very valuable and we do not trust a single persoerfaugh to give him
the secret. Think of the access code of the central safe ohla dxathe start code
of nuclear weapons. The solution is to distribute the se@a&th person only gets
part of the secret. Now, we know that to determine a polynbrhiaf degree less
thank over some fieldf we need to know: pairs(z, f(z)). By interpolation we
can then recovef, in particular, say,(0). If we give one poin{z, f(x)), z # 0,

to each person then at leagsbf them must come together to recover the sef(ej
and thus to be able to open the safe or to start the missilerd-ilgshows a picture
of a line overlFs,5;. Any two points determine the secret. But if we only know one
point then any secret could complete the picture. In Figuue 2ee a line overysg,

the elements df 55 have been numbered in some systematical way for that purpose
Again any two points determine the line, one point could ginany secret. Figure 3
shows cubic curves. Only if we know at least four of its nomezaoints then we can
recover the secret.

2. The system

Following the description of the author we also first desethe payment thus spec-
ifying the form of the coins. For the payment process we thareho find a way
of getting the appropriate blind signatures from the bartke basic setup contains
an RSA signature key pair of the bank with public kéy, v). Additionally to the
standard assumptions we require thas a sufficiently large prime and that V)
contains at least one large prime factor. Further some eltspe g-, g3 € Zy of
large order (minimal repetition length) are fixed. To be &blénd them the bank
should construct her primes ¢ such that she knows large prime factorspof 1
andg¢ — 1. Next we need a suitable printesuch thatV | ¢ — 1 and elements
ha, hy € F; of order N. Finally, the bank chooses hash functighs Zy — N_,,
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Figure 1: The linef: Fos; — Fos7, T +— 128T + 42 over the fieldFy5; carries
the secreff (0) = 42 and passes through zeroZat= 84. The elements of's5; are
represented as integers modiy (which is prime!).
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Figure 2: The linef: Fosg — Fosg, T +— (2" + 2+ 22+ 1) T + (2° + 23 + 2)
over the fieldF,;6 carries the secref(0) = ° + 2% +x = 2° + 2% + 2 = 42 and
passes through zero’&t= 84. The elements df,55 are represented as polynomials
in = of degree less thahoverF, = Z, moduloz® + z* + 23 + x + 1 and identified
with integers by ‘evaluating’ such a polynomial over theegptrs atr = 2.
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Figure 3: The cubic curvé: Foss — Fose, T +— (27 + 25 + 2° + 2t + 23 + 2 +
D3+ @ +2°+2+ DT+ (2 + 22+ 2+ 1) T + (25 + 2% + x) overFayss on
the left hand side andl: Fos; — Fos7, T+ 2073 + 42712 + (—60) T + 42 over
F,57 on the right hand side each carry the segi@) = 42. For our untrained eyes
the nice structure of this curve is not visible but still: dwr points determine the
entire polynomial and thus the secret.

fa, f3: F — N, andf,: N, x N, — Z}.. The bank publishes the data

(N7U7917927g37t7 h27 h37 f17 f27 f37 f4)

Further Alice’ identity is coded in a valué € N_,,.

PrRoTOCOL 1. Bank setup.

1.

The bank chooses an RSA key pair: Find primes such thalv = p - ¢ has,
say, 1024 bits. Compute = (p — 1)(¢ — 1) and choose a suitably large, say
128 bit, primev € N_;, coprime toL. Calculate(1/v) = v~! modL.

Find elementg, g2, g3 € Z}, of large order. This might be a problem since
the bank must know the factorization bfto determine the order of a randomly
chosen element. Bytandq can be constructed such that at least a large prime

factor P of p — 1 and@ of ¢ — 1 is known. Then: 7@ is an element of order
1, P, Q, or PQ for anyz € Z} and elements of ordeP() can be found by
repeating this some times.

Find a prime with t =5 1. (Since the size af needs only be of the same order
as N, she might simply choose the smallest prime of the fars+ 1.)

Find elementé,, h; € F;* of order N. Again this is easy by testing the order
of 2~ for randomly chosen € F;* which can be only, p, ¢, or N = pq.

Fix hash functiong’ : Z5, — N.,, fo, f5: F;* — N, andf,: N, x N, —
N_,.

Publish

(Na v, 91, 92, 93, h27 h’37 fla f27 f3a f4)
The only extra information the bank needs is its secret esptn /v).
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Note that we will do a lot of calculations in the RSA domé&ig but some calcula-
tions also will take place in the fiel8,.
The coin consists of randomly chosen values, ¢ € Zy from which anybody
b 3 c
can computed = ag{l(“), B = bgf(h”, C = cg§3(h3). Further a random parameter
k € N_, and signatures; = (AC*)(/*) andS, = (BCY)1/*) are part of the coin.

ProTOCOL2. Payment.

1. Alice hands ovefa, b, ¢) to Martin. (a,b,c)
2. Martin chooses a random challenge N_,,. T

3. Alice computes + v « kx + U with r € N, and a signature?
to ABCT by R « S75,C~" = (A*BC")(1/%), She send$r, R) to
Martin. (r,R)
4. Martin verifies that the signature is valid: all transetttdata are in the
required domains and

R' L A®BC".
Note that he can do that.

Depositing the coin is easy, too:

PrRoTOCOL3. Deposit.

1. Martin sends the entire transcript of the payment Prétbemthe bank. (a.b,c,z,r, R)
2. She then looks up the signature in her database.

o If she does not find it, Martin gets his money put on his account
and a receipt.

o Otherwise, the bank detects a double spending just as irtlibe o
systems:

— Ifthe challenges andz’ are also equal then Martin has tried
to redeposit a coin.

— Otherwise the bank tries to reveal Alice’ identity. For now
the bank knows =, kx + U andr’ =, k2’ + U modulov
which is just a linear system of equations foandUU. Now
she can take Alice to court for double spending.

There are several points to be taken into account for thedwathal process. Of
course the first requirement is that the bank cannot link titledrawal and the de-
posit of a coin (unless a double spending occurs). Furthanail be guaranteed that
the parameters, b, c andk are chosen randomly. Both parties, in particular the bank
in our case, have to be sure that these parameters are na padlo do so Alice
and the bank each choose a part, gagnda” of these parameters and at the end
they take the producat = a’a”. Only both must make their choice independently
whereas we have no way of guaranteeing a parallel transmissgithe respective
shares. (Actually, this seems very similar to ‘Coin flippimgphone’, Blum 1982.)
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To achieve this, Alice first choosesand then transmits some informatidrwhich
binds her to this value af’. Then the bank choose$ and sends it to Alice. Actu-
ally, in our case the product must only be known to Alice. Tkenaure that Alice
continues as desired, Alice sends something which regthegshe uses the bank’s
a” in order to give her the desired meaningful signature. Oibtdngk’s answer de-
pends on the informatioA that binds Alice. Then the answer is only useful to Alice
if she sticks to her previously chosen valide

3. Randomized blind signatures

First we consider how to getrandomized blind signature. Randomized means that
the bank will be sure that the used parameter was indeed rcladgsandom. Blind
means, as usual, that the bank cannot link the final signadutiee transcript of
the signature protocol. And of course Alice should not be=dbl generate such
a signature on her own (this makes it a signature). Thus thierse will be well
suited for our needs. Ferguson attributes it to Chaum (19%&)itionally we use a
one-way hash functiofi: Zy — N_,.

ProTocoL4. Randomized blind signature.

1. Alice randomly chooses’, o« € Zj, ando € N,. She computes

A «— a’d’¢° and sends that to the bank. A
2. The bank randomly choose$ € Zj, and sends it to Alice. a”
3. Alice computes: < a’a” € Z}, and an adjusting exponeat+ ev «

f(a) — o with e € N, and sends to the bank. N e
4. The bank computed «— A - a”¢° and sends Alice a signatute «

A of it, g

5. Alice unblinds the signature to obtal — §a—1g€. Now she has a
signature paifa, S) satisfying

(5) sv L agf@.

Before we discuss attacks let us have a short glance at thectoess. There
is one complication that we did not mention in advance. AbtuAlice must hand
overe € N_, instead ok + ev in order to keep her secrets protected. Unfortunately,
it is not allowed to calculate modulo(or any other number Alice knows of) in the
exponent ofy. She only knows thaj has large order but she has no idea which one.
Thus she will obtain a-th root ofag’(®~¢ instead of a-th root ofag’(®. Luckily
this is correctable since the deviation is-¢h power of a known value. Indeed, we
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have
SY — gvafvg&)
— Za—vgév
_ Z . a//gea—vggv
_ava/ga a’ o vgf(a) o
=ag @)
First, note the relations between the values in the trapisddlearly, Step 4 in
Protocol 3 implies

(6) S =A-d"g".

Everything else in the transcript is independent, as wesei! shortly. Indeed, even

if Alice follows the protocol any combination of, «” ande can occur: First choose
any value fora, then solves + ev = f(a) — o for o € N, ande, a = d’a” for a”,
and A = a’a’g? for a. (We do not care for efficiency here!) Thus (5) is the only
relation. Each protocol transcript even occurs with theesanobability. The only
choice is the choice of, all other solutions are unique. Thus in order to obtain a
valid signature from the protocol Alice can choa$@nde but must then go along
with «” and S as given by the bank. Though Alice can chogsas av-th power of
something she knows, her major problem is that she does ot &rev-th root of

a” and thus cannot correct this factor to her needs withoukbrgdRSA.

What if the bank tries to trace Alice? Can she get any infolonabn the pair
(a, S) that is Alice’ signature at the end? No, she cannot. Indeach such pair
occurs with the same probability from the view of the bank.e THank knowsA,

a”, e andS. Suppose Alice get&:, S). Then there is exactly one choice for Alice
that can have produced this outcomec N_, ande are uniquely determined by
et+ev = fla)—o,abys = Sa~1¢%, anda’ by a = d’a”. The equatiom = aa’¢°

is implied by (5): 4 = 5* - (d’ )_lg_ = a’Svg7 1@ /o = avagf @ g1 o =
a’d'g°.

Let us see what happens if Alice tries to cheat. Clearly, ahaat solve (4) after
fixing a unless she breaks the bank’s signature which is assumeditibsible. But
can she use the signature generation with a more or lesgipexse? As already
stated only (5) binds the values of the transcript. Suppbsensants to get along
with a prescribedi. What would she have to do in order to get a signature for
it? To satisfy (5) she must solvg)/(® = A a”g¢ for e. She can choosd in a
clever way, yet only before she knows. Writing e + ev = f(a) — o the equation
a = A a’g~°~° must be solved for. Actually no matter how she has chosen
A the task is to compute a discrete logarithm. But of course#rameters will be
adjusted such that computing a discrete logarithm with lgaisenot feasible. By
trying severab at random she might get control of some bits dut no more. Thus
there seems at least to be no obvious way for Alice to cheat.



Workshop e 7

If Alice tries to use some more of the structure she mightdnysde some multiple
of a power of (5) to obtain a valid signature on some expressjd®:

DgEU — DZE(a//)E . geE

First note thatD can only help if Alice knows a-th root but that does not lead her
far. To be helpful she might try to adjust this such that

(Ad")" = ag',
t+eE = f(a)

with somet € N_,. Alice can use the first equation only after she knaftiswhen
A is already fixed. So the obvious way to solve these equatttschoose” and

t and determine by the first equation. The control overshe can obtain this way
depends on her ability of computing discrete logarithm$watspect tq; or Aa”.
Finally, the second equation determinesHowever, that means that, £ andt
must be chosen befords transmitted. B

Note that computing a discrete logarithm with ba&€’ might be feasible! If
the order ofAa” is smooth and can be determined efficiently then we can camput
discrete logarithms efficiently and thus find a ‘godd’ So we choose, compute
E ande. The order of the groufdy however is unknown to Alice and infeasible
to find (unless she breaks RSA). The bank could adjtist little to avoid very low
order elements. Yet, this affects the distributiorutfand might not be desirable.
Probably, it is true anyway that most element&gfare difficult discrete logarithm
bases provideg(/V) contains large prime factors.

A way to stop Alice from even trying the just described maiagion is to change
the scheme a little. In the previous ‘attack’, it was esseiiiat Alice can compute
(a")F. If we replaces” by h*” then Alice cannot simply compute the corresponding
R(@)®) from he”. Since we compute = a’a” in Zy the order ofh must divide
N. But we are not bound to the domains already in use and sinlglgse a prime
t such thath € F; of order NV exists, that ig = p/N + 1 for somep € N. Oncet
is found any element € F; raised to the powef* gives an elemeni = ¥ of
orderl, p, ¢, or N. The bank can easily exclude the first three cases by checking
h # 1, h? # 1 andh? #£ 1. A drawback of this is that Alice cannot verify that. She
is only able to check” = 1 andh # 1. But this is not really severe because it is in
the bank’s interest to have an element of highest possildkerdhere. Of course we
now have to modify the definition of the hash function, we n¢ed,” — N_,. In
total we have the following

ProTocoL7. Randomized blind signature without exponential attack.
1. Alice randomly chooses’,a € Z} ando € N.,. She computes

A «— a%d'¢° and sends that to the bank. N A
2. The bank randomly choose$ € Z%,, computesh — h%" and sends it -
to Alice. h



8 Michael NUsken

3. Alice computes an adjusting exponent ev « f (ﬁ“/) —owithe €

N<, and sends it to the bank. _ e
4. The bank computed «— A - a”¢° and sends Alice a signature «—
AU of it along witha”. a’, S

5. Alice calculates: « a’a” and unblinds the signature to obtah—
Sa~1g°. Now she has a signature péir, S) satisfying

(8) sv L agf(ha).

OPEN QUESTION 9. Could Alice in either variant obtain more signatures thas th
number of times she executes the protocol?

4. Withdrawal

For the withdrawal process we will use the previous sigratwheme three times
in parallel. Actually, for signing: we use the simple version and for signingnd

¢ we use the one which is protected against the exponentadkattThe first will
be protected by an additional factor derived from the otlgr. tAs in the above
protocols, Alice and the bank will each choose a share oftireetvalues. Yety
will be furthermore linked to the other two. This procedureuld hand over three
signatures to Alice. As we already saw in Protocol 1 whichrafithe payment
from Alice to Martin, Alice needs signatures df3* and ACY. Since we are using
the RSA scheme to compute signatures these two are merelyicgations of the
three signatures td, B andC'.

The bank must be sure thdtis used as specified since this is the identity coded
into the coin. It will enable the bank to trace Alice in caseaaflouble spending.
This will be guaranteed since the bank puts together thenskesignature as one for
ACY,

Itis in Alice’ interest thatt is randomly chosen and only known to herself since
this parameter protects her identity! If it were known to @amg else then after only
one payment/ could be computed. But also the bank shall be sure that thés pa
meter is chosen at random because otherwise Alice coula thy this parameter
according to her needs. Thus the bank will only hand over masige toA'/*' C*"
without any knowledge of’ but with almighty power ovek”. Using A'/*" (implic-
itly) is made possible by choosingas ak’-th power. Alice can later raise the result
to thek’-th power and thus giving her a signature4f™*'*" as desired.

One problem arises again several times: Alice has to catineatxponents that
shall be dealt with only module. For example, this happens t&"”. The final
exponent to be used must be= (k’'k”) remv. Since the difference is a multiple of
v in some exponent Alice can correct that even indké root. As can be verified
in the protocol the corrections ande; are eithe0 or —1. But the corrections, é;,
andk use the entire rangs._,,.
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ProTocoL10. Withdrawal.
1. Alice chooses random shar@sl’, ¢ €r Z5., random blind-
ing basesa, 3,7 €r Z5, and random blinding exponents

0,7, €r Noy. She computes the blinded candidates—
avd g7, B — (3 - gQ,C — ~¥c - g¥ and sends them to the

bank. A, B,C
2. The bank chooses her random sharéd”, " €r Zy and
sendsa”, hy < hY', hy — h§' to Alice. a’, ha, b3

3. Alice computes

—y )
62—|—€/§U<—f2(h2 )—7‘ with es € Ny,

c/

63+€/332}<—f3(;b\;, )—(p with e3 € N,

and choosed’ €r NZ,. After computinga — (a’a” -
fales,e3))* andk~ € N_,, 1 € N such thate’k~ = 1 + 1v,
she computes

e1+év—k” fi(a)—o with e; € N_,,.

Then she sends the expone(ﬁg, es, e3) to the bank. €1, e2,e3
4. The bank computed — A(I”f4(€2,€3)gl , B — Bb”g

C — Cc”ged. Then the bank chooses her shiafec p N2, of

k. She then computes the signatufas— (AC" )(1/*) and

Sy — (BCY)(1/*) and sends them to Alice. b " K", 51, Ss
5. Alice puts everything together: she compuies- 00", ¢ «

dd"inZy, andk + kv — KK with k € N_,. Now she can

compute

fi(a) 2(h5)

A«—ag; ", B« bg , C<—cgf3(3)

and unblind the signatures Sy —
- K\ K S -
<S1 (a 19?) (’Y 19“) ) gr M@k and S, — 5,

(ﬁ 1 62 ('y’lg§3> . She now has a coifu, b, ¢, k, Sy, S)
with the property

(11) S = AC*, S%=BCY.

First we verify that this indeed fulfills the claimed equatsa(10). What the bank

obtains actually is
— k! —a a v
A . (<a91 ) 9{1( )1 ) :

A
B- (ﬁg‘”) :
C - (vg5%)".

B
C
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With this information we can exploit the definitions:

1= (5t (o)) i)
B Zkl ((a_19f1> g1 [ )U (C <7_19§3> )k/kn C—Ev

:Ack’k”f@v :Ackz

and similarly

Sy =

/\

S, (ﬁ ! ”) (719§3)U)v
C( a2) (@(7e))

I
oy U:J|

Thus the key equations (10) hold.

In order to prevent the bank from framing an innocent Alicedouble spending
at some time Alice must provide a signature for this identity If this is not the
case not only Alice will not trust the system but also the bailknot be able to
prosecute Alice for a potential double spending. No counildidwlame Alice if she
can be framed by the bank. Yet, we must somehow guarantee the withdrawal
process, see below. The first thought how to implement this imakeU a signed
version of Alice’ identity. But then the bank cannot dirgatbontrol thatU has the
correct form and thus Ferguson suggests a different apiproac

5. Summary

Ferguson (1994) uses polynomial secret sharing to allowyrpassible queries. To
embed a polynomiatz + U into the system we proceed like this: Three numbers
a, b, ¢ are chosen at random by the bank and Alice. For the mutualisedus
important that each partner is sure that these figures aeedthcindom. This is done
by something similar to ‘coin flipping by phone’. Alice ancetbank each choose a
part of each number and the actual number then is composhdss two parts. Yet
only Alice will know the outcome of the random number. Thiskasthe system
anonymous. From these numbers are derived three numbé?sC' with the help
of some one-way functions. This ensures that Alice has d@lmo#fluence on the
specific values of these three numbers. In the withdrawatgqa® the bank sends
Alice RSA signatures fordC* and BCY. Here alsok must be a random quantity
and again both must be sure of it.
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To answer a query by Martin Alice shows a signatur® to (AC*)*(BCY) =
A®BC**+U She can produce this new signature from the two she knovesarig|
she must also hand over= kz + U since Martin cannot compute this quantity.
If the bank gets two such answers the bank can solvé famd U and thus reveal
Alice’ identity coded inU.

That is a very brief sketch of the system. There are some coatijoins in the
way the numbers, b, c andk are chosen and some technical details that are used to
prevent certain kinds of attacks.
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/* Returns wether the given signature is valid */
ferguson::is_valid_signature := proc(a, b, ¢, x, r, R)

begin
// Get the bank’s public key
read( "X:\\io\\bank_public.mu" ):

// Check data types
if( a > N ) then

//print ( Unquoted, "Invalid value for a: ", a );
return( FALSE );
end_if;

if( b >>= N ) then
//print ( Unquoted, "Invalid value for b: ", b );
return( FALSE );

end_if;

if( ¢ > N ) then

//print ( Unquoted, "Invalid value for c: ", c );
return( FALSE );
end_if;

if( x >>= N ) then

//print ( Unquoted, "Invalid value for x: ", x );
return( FALSE );
end_if;

if( r > N ) then

//print ( Unquoted, "Invalid value for r: ", r );
return( FALSE );
end_if;

if( R >= N ) then

//print ( Unquoted, "Invalid value for R: ", R );
return( FALSE );
end_if;

// Compute A, B, C

A := (a * powermod( gl, fl(a), N )) mod N;

//print (A);

B := (b * powermod( g2, f2(powermod(h2, b, t)), N )) mod N;
//print (B);

C := (c * powermod( g3, f3(powermod(h3, c, t)), N )) mod N;

//print (C);

// Verify the signature
return( powermod( R, v, N ) = (powermod( A, x, N ) * B * powermod( C, r, N )) mod N ):
end_proc:
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// find prime p in the interval [a,b] s.t. P | p-1

bank: :randomprimePQ := proc(a, b, P)
local pil, pi2, rg;
begin
SEED:=rtime () :
rg := 1 + P*random( (a+P-1) div P..b div P);
cryptotools: :randomprimefrom(rg)
end_proc:

// find g s.t. it has order P*Q in Z_N*

bank::generate_g := proc( p,q,P,0Q0 )
local N, L, rnd_gen, x, modN;
begin
N := p*q;
L := (p-1)*(g-1);
modN := Dom::IntegerMod(N) :
rnd_gen := modN::random;
repeat
repeat
x := rnd_gen();
until igcd(expr (x),N)=1 end_repeat;
x = x"(L/(P*Q));

until (expr(x) <> 1) and (expr(x"P) <> 1) and
(expr (x7°Q) <> 1) end_repeat;
return( x );
end_proc:

// find h s.t. is has order N in F_t*

bank::generate_h := proc( p,q,t )
local N, rnd_gen, x, modt;
begin
N := p*q;
modt := Dom::IntegerMod (expr(t)):
rnd_gen := modt::random;
repeat
repeat
x := rnd_gen();
until igcd(expr(x),t)=1 end_repeat;
x 1= X" ((t-1)/N);

until (expr(x) <> 1) and (expr(x"expr(p)) <> 1) and
(expr (x"expr(q)) <> 1) end_repeat;
return( x );
end_proc:

// generate RSA keys, s.t. size of the public key is sizeOfv

bank: :generatekey := proc( p,q,sizeOfv )
local N, L, v, v_inv, rnd_gen;
begin
N := p*qg;
L := (p-1)*(g-1);
rnd_gen := random( (2" (sizeOfv-1))..(2"sizeOfv));
repeat
v := rnd_gen

r
until igcd(v,L)=1 end_repeat;

) ;
v_inv:=1/v mod L;

return( [[N,v], [N,v_inv]] );
end_proc:

// hash function(s), Z_N* -> N < v

fl := proc(i)
local ret;
begin
ret := SHA512 (numlib: q_adlc(l 27 64))
return( _plus(op(zip( ret, [27(64*(i-1))S$i=1..nops(ret)], _mult )
// return((ret[l] + ret[2]*(2764) + ret[ 1*(2 (2*64)) + ret[4]* (2"
// + ret[5]1* (2" (4*64)) + ret[6]*(2"(5*%64)) + t[7]1*(2"(6*%64))
// + ret[8]*(27(7*64))) mod V) ;
end_proc:
f2 = fl:
f3 = fl:
f4 := proc(i, 7J)
local ret;
begin
ret := SHA512(numlib::g_adic(i,2764).numlib::g_adic(j,2764));
return( _plus(op(zip( ret, [27(64*(i-1))S$i=1..nops(ret)], _mult )))

end_proc:
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//Calcul
bank: :se
begin

/**/

ation [tm]

tup := proc( x = 1024 )

sizeOfP := x div 8:

sizeOfQ := x div 8:

sizeOfp := x div 2:

sizeOfg := x div 2:

sizeOfv := x div 8:

sizeOft := sizeOfp + sizeOfqg + 32:

P := randomprime (2" (sizeOfP-1),2"sizeOfP);

Q := randomprime (2" (sizeOfQ-1),2"size0fQ);

print (Unquoted, NoNL, "Generating RSA Keys...");

p := bank::randomprimePQ (2" (sizeOfp-1),2"sizeOfp,P)
g := bank::randomprimePQ (2" (sizeOfg-1),2"size0fq,Q);
[public, secret] := bank::generatekey(p,q,sizeOfv);

print (Unquoted, "done");

v := public[2];

N := public[l];

v_inv := secret[2];

print (Unquoted, NoNL, "Generating g’s...");
gl := bank::generate_g(p,q,P,Q);

:= bank::generate_g(p,q,P,Q);

g3 := bank::generate_g(p,q,P,Q);

print (Unquoted, "done");

print (Unquoted, NoNL, "Generating t...");

t := bank::randomprimePQ (2" (sizeOft-1),2" (sizeOft), (p*q));
print (Unquoted, "done");

print (Unquoted, NoNL, "Generating h’s...");
h2 := bank::generate_h(p,q,t);

h3 := bank::generate_h(p,qg,t);

print (Unquoted, "done");

Q
[N
Il

print (Unquoted, NoNL, "Writing to files...");
io::open("X:\\io\\bank_private.mu") :
io::wipe () :

io::send (hold(N), hold(v_inv));

io::open("X:\\io\\bank_public.mu") :
io::wipe
io::send

(

(

( hold(v), hold(t),
hold (gl

2

1

) :

hold(N),

), hold(g2), hold(g3),
hold(h2), hold(h3),
hold(fl), hold(f2), hold(f3), hold(f4)

) :
print (Unquoted, "done");
io::open("X:\\io\\alice_id.mu"):
U:=random(100..999) () :
io::send (hold(U)):
print (Unquoted, "Bank-Setup complete!");

end_proc:
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// SHA512 acc.to FIPS180-2
// (c) 2006 MNiisken

TypeWordlist := ()->Type::ListOf( Type::Interval( [0,2764-1],Type::Integer

text2wordlist := proc(t)
local k,i;

begin
numlib::toAscii(t);

), args() ):

[ _plus( %[8*k+1]*256"(8-1) $ i=1..min(8,nops(%)-8*k) ) $ k=0..((nops(%)+7) div 8)-1

th(t)*8;
end_proc:
protect (text2wordlist) :

ROTL := proc(w,1l,x)
begin
if x = 2”"w-1 then return(x); end_if;
x := modp(x * 2”modp(l,w), 2"w-1);
end_proc:
protect (ROTL) :

ROTR := (w,1l,x)->ROTL(w,w-1,x):
protect (ROTR) :

SHR := (w,1l,x)-> x div 2"1:
protect (SHR) :

bitlist := (x,w)->numlib::g_adic(x+2"w,2) [1..w]:
protect (bitlist):

revbitlist := proc(x,w) local y, 1i; begin y:=bitlist(args()); [y[i]l$i=w..l step -1];

protect (revbitlist):

bitwise_xor := proc()
local n, x, i, 7J;
begin
n := max(
x 1= map([a
_plus( 2" (1
end_proc:
protect (bitwise_xor):

op(map( [args ()], x->1+floor(log(2,l+abs(x))) )) );
rgs()],bitlist,n);
— ) *

(
g
1 ( _plus(x[j][i] $ j=1..nops(x)) mod 2) $ i=1l..n );

cryptotools: :SHA512
:=proc( M: TypeWordlist(), 1 )

local Ch, H, K, L, Maj, SHAS512_compress, SigmaO, Sigmal, i, k, lw, revbitlist, sigmaO,

1, w;
save DIGITS;
begin
dprint2( "SHA512 on ",M, "..." );
w := 64;
Ch := proc(x,vy,z)
local i;
begin
[x,¥,2] := map([x,y,z],bitlist,w);
_plus( 27(i-1) * _if(x[i]=1,y[i]l,z[1]) $ i=1l..nops(x) );
end_proc;
Maj := proc(x,vy,z)
local i;
begin
[x,y,2] := map([x,y,z],bitlist,w);

_plus( 27(i-1) * ((x[1]*y[il+y[i]l*z[i]+z[i]*x[1i])mod 2) $ i=1..nops(x

end_proc;

Sigmal0 := x->bitwise_xor ( ROTR(w,28,x), ROTR(w,34,x), ROTR(w,39,x) );
Sigmal := x->bitwise_xor ( ROTR(w, 14 x), ROTR(w, l8 x), ROTR(w,41,x) );
sigmal0 := x->bitwise_xor ( ROTR(w, %), ROTR(w, x), SHR (w, 7,x) );
sigmal := x->bitwise_xor ( ROTR(w ,19 x), ROTR(w, 61 x), SHR (w, 6,x) );
DIGITS:=ceil (w/3):

K := [ floor(frac(ithprime (i)~ (1/3))*2”w) $ i=1..80 ];

userinfo( 20, "constant K hex = ",map( K, int2text, 16 ) );

// Padding (assuming M consists of entire words):

if args(0)<3 then 1 := nops(M)*w; else

if nops(M)>(l+w-1) div w or M[nops(M)] mod 2"modp(-1,w)<>0 then
error ("Message contains dirt after claimed length");

end_if;
end_if;
1w := 1 div w;
k := modp(-2*w-1-1,16*w);

L

numlib::g_adic( 2" (2*w+k)+1, 27w );

) )i

leng

end_proc:

sigma
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M :=M . [ L[i] $ i=nops(L)..1l step -1 1;
if nops (M) mod 16<>0 then M:=[ op(M,1..1lw), M[1lw+1]+M[1lw+2], op(M,1lw+3..nops(M)) ]1; end_if;
userinfo( 2, "Padded message words = ", map( M, int2text, 16 ) );
userinfo( 10, "Padded message bits = ", map( M, op@revbitlist, w ) );
SHAS512_compress := proc( H, W )
local t, T, T1, T2;
begin
W :=W . [0$64];
for t from 17 to 80 do
Wit] := modp( sigmal (W[t-2]) + W[t-7] + sigmaO(W[t-15]) + W[t-16], 2"w );
end_for;
T := H;
for t from 1 to 80 do
Tl := modp( T[8] + Sigmal(T[5]) + Ch(T[5]1,TI[61,T[7])
+ K[t] + W[t], 2%w );
T2 := modp( SigmaO(T[1]) + Maj(T[1],T[2],TI[3]), 2"w );
T := [ modp(T1+T2,2"w), T[1], TI[2], TI[31,
modp (T [4]+T1,2"w), TI[5], T[6], T[7]];
userinfo( 3, "t=".(t-1)." abcdefg = ",map( T, int2text, 16) );
end_for;
[ modp(T[i]+H[i],2%wW) $ i=1..8 ];
end_proc:
H := [ floor(frac(ithprime (i)~ (1/2))*2"w) $ i=1..8 1;
userinfo( 20, "initial H hex = ",map( H, int2text, 16 ) );
for i from 1 to nops(M) step 16 do
H := SHA512_compress( H, M[i..i+15] );
userinfo( 2, "after round ".i." H hex = ",map( H, int2text, 16 ) );
end_for;
dprint2( "SHA512 yields ", H );

H;
end_proc:
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// from Bank
N := 60437657139153073782634106064054444710352822949122744799276571266651030210783629176230164
3195007192702793694793636443997114659447287412738477371068090782730159000248062093179472947693
6213942653868526446943593698484719038826968783793737395000193588132899834801377832265375542582
0321492752672253726296558811013:
v := 258467192543354217231020638930256186123:
t 1= 65104822671942063742807219588256450731712569897628021340221359669197368253102142690865755
2863238096508493340647502335940070153350656015285910150567949341103409001803531144325087403495
0870143258137283468130314574549220689611529300579665905662976302551924249094576515940483010889
36469960654637619100573887968400063734911:
gl := 3010074410931292675498187393052958101751325584718134112185679307135919484687945000092758
0857591904903114680615569900517923610840091388341601840350842577666494486115802151802390570932
7523211450633095209374401549801454881680164006794825841334318911257838873183384170418532440655
1662121934142038782852921432808 mod 6043765713915307378263410606405444471035282294912274479927
6571266651030210783629176230164319500719270279369479363644399711465944728741273847737106809078
2730159000248062093179472947693621394265386852644694359369848471903882696878379373739500019358
81328998348013778322653755425820321492752672253726296558811013:
g2 := 5946207306609701364311804882015695095142888753180693974946482884717989164563630868749098
1508539599218387603430425678855338798149687210880164025825408966917136951302925207867052513680
96272531329109336614223903645470814354110496416775335704669960828712426376609649720840371776777
1227097529061654339185538061476 mod 6043765713915307378263410606405444471035282294912274479927
6571266651030210783629176230164319500719270279369479363644399711465944728741273847737106809078
2730159000248062093179472947693621394265386852644694359369848471903882696878379373739500019358
81328998348013778322653755425820321492752672253726296558811013:
g3 := 1656637477346231423219089506281257395366787610479753288125057040127874490159429604914092
7147151854214839370419055671982691944252436095278386585835329851477676817865957462681088172028
9662188405925532274919198131182683327013978270580785201122949465017285824600976619632521550789
93984056059806539638936342912287 mod 604376571391530737826341060640544447103528229491227447992
7657126665103021078362917623016431950071927027936947936364439971146594472874127384773710680907
8273015900024806209317947294769362139426538685264469435936984847190388269687837937373950001935
881328998348013778322653755425820321492752672253726296558811013:
h2 := 4749425678335803966023053867325622065253938269864060176376381060510910016373629488646458
5489290072210768703441060339829807782125884265438971993356697466777385099546187795502715440573
5891863882918615194856618120735024393897666037430289186405405522764792674054145335774907619254
604484838757285514766367393140644406821079 mod 65104822671942063742807219588256450731712569897
6280213402213596691973682531021426908657552863238096508493340647502335940070153350656015285910
1505679493411034090018035311443250874034950870143258137283468130314574549220689611529300579665
90566297630255192424909457651594048301088936469960654637619100573887968400063734911:
h3 := 9645182379957654110422660921492044343438585890913662147419578158476617037871205580832597
6392994009054372419983310820813072284355990695222073465159847996841057417705084144437669627991
8626836285415048755986742632079260669210475161555082470532255818674204879873637269451085444369
74992923315965661708541170482109176277399 mod 651048226719420637428072195882564507317125698976
2802134022135966919736825310214269086575528632380965084933406475023359400701533506560152859101
5056794934110340900180353114432508740349508701432581372834681303145745492206896115293005796659
0566297630255192424909457651594048301088936469960654637619100573887968400063734911:
fl := proc(i)

name f1;

local ret;
begin

ret := SHA512(numlib::qg_adic (i, 2764));

return(_plus(op(zip(ret, [2"(64*(1 - 1)) $ i = 1l..nops(ret)], _mult))) mod v)
end_proc:
f2 := proc(i)

name f1;

local ret;
begin

ret := SHA512(numlib::g_adic(i, 2764));

return(_plus (op(zip(ret, [27(64*(1i - 1)) $ i = 1..nops(ret)], _mult))) mod v)
end_proc:
£f3 := proc(i)

name f1;

local ret;
begin

ret := SHA512(numlib::g_adic(i, 2

return(_plus (op(zip(ret, [27(64%*(
end_proc:
f4 := proc(i, 3J)

name f4;

local ret;
begin

ret := SHA512(numlib::g_adic (i, 2764).numlib::g_adic(j, 2764));

return(_plus (op(zip(ret, [27(64*(1i - 1)) $ i = 1..nops(ret)], _mult))) mod v)
end_proc:

)i
1)) $ i = 1..nops(ret)], _mult))) mod v)
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// from Bank
N := 60437657139153073782634106064054444710352822949122744799276571266651030210783629176230164

3195007192702793694793636443997114659447287412738477371068090782730159000248062093179472947693
6213942653868526446943593698484719038826968783793737395000193588132899834801377832265375542582
0321492752672253726296558811013:

v_inv := 3669575336733330799390676354255549005865596601238597925212251096351799695097024419608
8358056672348183847636700328043583138575380040470079410703042221622539896213619431946251792672
8304620915334959720816406982296673276550661183930946703716799803150659452026122449479781361357
98526894706174374590706912774281367:




1/1
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// from Bank
U := 515:
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// requrires global setup: N,h2,h3,t
bank::withdraw:=proc/()
begin

SEED:=rtime () :

//creates a random invertible element, argument is a randomNumberGenerator
createRandomInvertible:=proc (randN)

local result;
begin

repeat

result:=randN() :

until igcd(result,N)=1 end_repeat:

return (result):
end_proc:

// Withdrawal step 2

print (Unquoted, NoNL, "Receiving Global Setup..."):
io::open("X:\\io\\bank_public.mu", FALSE):

delete N:

io::waitfor( N ):
io::open("X:\\io\\bank_private.mu", FALSE):
io::receive():

print (Unquoted, " Done!"):

print (Unquoted, NoNL, "Receiving Step 1 from Alice..."):
io::open("X:\\io\\withdraw.mu", FALSE):

o::whoami:="Bank":
a_pp:=FAIL:

io::waitforwipe (A_t,a_pp):
print (Unquoted, " Done!"):

print (Unquoted, NoNL, "Executing Step 2..."):

a_pp:=createRandomInvertible (random(1l..N)) :
b_pp:=createRandomInvertible (random(l..N)):
c_pp:=createRandomInvertible (random(1l..N

h2_t:=powermod (h2,b_pp, t);
h3_t:=powermod (h3, c_pp, t);

io::send(hold(a_pp),hold(h2_t),hold(h3_t)):
print (Unquoted, " Done!"):

//Withdrawal step 4

print (Unquoted, NoNL, "Receiving Step 3 from Alice..."):
io::waitfor(el):

print (Unquoted, " Done!"):

/*

print (Unquoted, NoNL, "Receiving private key from Bank..."):
io::open("X:\\io\\bank_private.mu", FALSE):

io::receive():

print (Unquoted, " Done!"):

*/

print (Unquoted, NoNL, "Verifying Signature (ie. Executing Step 4)..."):

A_b:=A_t * a_pp * f4(e2,e3)*powermod(gl,el,N) mod N:
B_b:= B_t * b_pp * powermod(g2,e2, N) mod N:
C_b:= C_t * c_pp * powermod(g3,e3, N) mod N:

k_pp:= createRandomInvertible (random(1l..v)):

// compute the signature

Sl_t:= rsa::encrypt([N,v_inv], A_b*powermod(C_b,k_pp,N) mod N ):
io::open("X:\\io\\alice_id.mu", FALSE):

io::receive():

// compute the signature

S2_t:= rsa::encrypt([N,v_inv], B_b*powermod(C_b,U,N) mod N ):
io::open("X:\\io\\withdraw.mu", FALSE):

io::whoami:="Bank":
io::send(hold(S1_t),hold(S2_t), hold(b_pp), hold(c_pp),hold(k_pp)):
print (Unquoted, " Done!"):

end_proc:
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customer: :withdraw:=proc()
begin
SEED:=rtime () :

io::open("X:\\io\\bank_public.mu", FALSE):
delete N:
io::waitfor (N);

io::open("X:\\io\\alice_id.mu", FALSE):
delete U:
io::waitfor (U):

io::open("X:\\io\\withdraw.mu", FALSE):
io::whoami:="Alice";
io::wipe() :

//proc for generating random which is invertible
createRandomInvertible:= proc (randN)

local res;
begin

repeat

res:=randN() :

until igcdex(res, N)[1]=1

end_repeat:

return(res) :
end_proc

//generate randoms
randN:=random(1l..N) :
a_p:=createRandomInvertible (randN) :
b_p:=createRandomInvertible (randN) :
c_p:=createRandomInvertible (randN) :
alpha:=createRandomInvertible (randN) :
unprotect (beta) :
beta:=createRandomInvertible (randN) :
unprotect (gamma) :

gamma :=createRandomInvertible (randN) :
randV:=random(1l..v):
sigma:=createRandomInvertible (randV) :
tau:=createRandomInvertible (randV) :
phi:=createRandomInvertible (randV) :

//compute

A_t:=powermod(alpha, v, N) * a_p * powermod(gl, sigma, N) mod N:
B_t:=powermod (beta, v, N) * b_p * powermod(g2, tau, N) mod N:
C_t:=powermod (gamma, v, N) * c_p * powermod(g3, phi, N) mod N:

//send them
io::send (hold(A_t), hold(B_t), hold(C_t));

//receive step 2
io::waitfor (a_pp);

//Step 3:

withdrawal3:=proc(a_pp, h_2t, h_3t)
local e_1, e_2, e_3, k_m;

begin
e_2:=f2(powermod (h_2t, b_p, t))-tau;
e2_h:=e_2 div v;

e_2:=e_2 mod v;

e_3:=f3(powermod (h_3t, c_p, t))-phi;
e3_h:=e_3 div v;

e 3 := e_3 mod v;

k_p := createRandomInvertible (random(l..v));
k_m := igcdex(k_p, v)I[2];

one_h:=k_p*k_m div v;
a:=powermod (a_p*a_pp*fd(e_2, e_3), k_p, N);
e_l:=k_m*fl(a) - sigma;
el _h:=e_1 div v;
e_l:=e_1 mod v;
return ([e_1l, e_2, e_31);
end_proc:

[el, e2,e3]:=withdrawal3(a_pp, h2_t, h3_t):
io::send(hold(el), hold(e2), hold(e3));
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//step 5:
io::waitfor (b_pp):

b:=b_pp*b_p mod N:
c:=c_pp*c_p mod N:
k:=k_p*k_pp:
k_h:=k div v:

k:=k mod v:

A:=a*powermod (
B:=b*powermod (
C:=c*powermod (
S1End:=powermo

gl, fl(a),N) mod N:

g2, f2(powermod(h2,b,t)),N) mod N:

g3, f3(powermod(h3,c,t)),N) mod N:
d(gl,-1*fl(a) *one_h,N) *powermod (C, -1*k_h,N) mod N:

Sl:=((powermod( S1_t
*((1/alpha mod N)*powermod(gl, el_h,N))
*powermod (igcdex (gamma, N) [2]*powermod (g3, e3_h, N), k_pp,N),
k_p,N)))*S1End mod N:
S2_mid:=igcdex (beta, N) [2]*powermod (g2, e2_h,N) mod N:
S2_end:=powermod ( (igcdex (gamma, N) [2]*powermod (g3, e3_h,N) mod N), U,N) mod N:
S2:=S2_t*S2_mid*S2_end mod N:

//check signatures
if powermod(S1l,v,N)=(A*powermod(C,k,N) mod N) and powermod(S2,v,N)=(B*powermod(C,U,N) mod N)
then
io::open("X:\\io\\coin.mu", FALSE):
io::wipe() :
io::send(hold(a),hold(b),hold(c),hold(k),hold(S1l),hold(S2)):
print ("Coin stored!"):
//return ([a,b,c,k,S1,S82]):
else
print ("Error");
end_if:
end_proc:
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// from Alice

A_t := 482412716378275206426700898279616078506522042606538925322193393071987166014048724618445
6481558270294853564948836466568227395616179063975107067773293128780907360154796537009402225858
1361819053682067055245556955701427047542729221564737169548586365084733134868512689536735400074
207799313979581149457517005421980:

B_t := 562677960811918916806528491286822610646974995449016007156259285821213473404141762075671
1042772028941425862722511416258731160305444945022934818764957038458282068115707850320757210655
5465974886687691808523293174331169216035916954074510534102365370775553218421660470915735377970
486266667144841293206365840429808:

C_t := 349044521169362681059004976271198006760685153007192324177988622383943210094638658250987
5445339712843567240176884502120830250892946326548709033903640596136670664871969387613943270577
1997320379596905948075817176722789707451070316892318044124825754018019125286353642270265996852
098548512939949327714328252741140:

// from Bank

a_pp := 55614131527750711471482819392784931667155976378931383636070158419812838181988417056447
5870166763939485271941783715379948613053180669310312671233411999249513161433374773472851364064
5888069297442692526467055793444879840224689395229057946199272361888586709914055322695966312606
4922706232368345877384338830586830:

h2_t := 13100184329317927234259586073927705511545352129469511949428637268116112880554898001403
0715867215134728748633356286052128139169590748120503205148731461410923886795068956657879804127
6388437688907919009179493747906576080688412016294550812075929073818804183682112022574193257918
95620503525754996463078299446220201780257124:

h3_t := 36892300600117999257079261650724371179145967508812401587454693513566006635173408493816
1243151592631555364006820307225979274163602370933967125956105976653705487302950424109383058889
6749895546291749534872768903414198532520354345238456274482285950486400336434903422365645435596
08413785176963251782733496827445124347268947:

// from Alice

el := 153623389446834055656834587072432574089:

e2 := 50535717683996291760072864483947135654:

e3 := 41403809454054333619753336047200267460:

// from Bank

S1_t := 17587416892859489446509723834877092138276358010745928095410461212896985723356086867155

7720311484007884514230189431558809804738417726680613095809238553999018222639729152436102553924
2752663881652272288858444482045518953590787522586378063504934924082238874558171819584637011804
5582706359670465949372300281974210:

S2_t := 11087564082714181075544199897805260818435944354629558753064375569729307668946570005129
5159503469573656173491142365049419458912628691944634660600487029759202991303917596098803442630
7479269631363837662972823851582536300724847759157273856853792450323314214293844523055371783735
6937971362466344601357352859165914:

b_pp := 49281738557972824310126056933882344048630929022487344876957702080149602739346488439333
3304837379458009532962550054794614029817234093957754820208195589998102995922863780080480880857
4875543640300085687897981545818492269367591359677311281793298883309091843463641810989701465879
4842897499330271254267293512614726:

c_pp := 15033837812431143537679699142199507069842786260857123287019325538115721898757110836404
1541268459549763452055976218898465026200844581028186440117177620363958990375395272401260528471
4686957304908856877836937661957495997170434120900669868661563983933794632243272867367980876322
9687592687512195723824467627322227:

k_pp := 87511358334039923421892284838550949679:
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customer: :payment := proc()

local handover, response2challange;

begin

io::open("X:\\io\\bank_public.mu", FALSE):

delete N:
io::waitfor( N ):

io::open("X:\\io\\alice_id.mu",
delete U:
io::waitfor( U ):

handover := proc()
save a,b,c;
begin

FALSE) :

io::open("X:\\io\\coin.mu", FALSE):

io::receive():
io::open("X:\\io\\payment.mu",
io::wipe () :

io::send(hold(a),hold(b),hold(c

end_proc:

response2challenge := proc()
save r, R;
local temp, r_h, C;

begin
io::waitfor( x );
temp:=k*x+U;
r:=temp mod v;
r_h:=temp div v;

C := (c * powermod( g3, f3(powermod(h3, c, t)),
R :=(powermod(Sl,x,N)*S2 * powermod( C, (-r_h),N)

io::send (hold(r),hold(R)):
end_proc:

handover (a, b, c);

//print (x) :

response2challenge () ;
end_proc:

FALSE) :

)) s

- =
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/* Generates the random challenge*/
merchant::challenge := proc ()
save x, V;
begin
//print (v) :
x:= random(0 .. v-=1)();
io::send(hold(x));
end_proc:

/* Verify that Signature from Alice is valid + check if all
transmitted data are in the required domains */

merchant::verifySig := proc ()
save v, R, r;
begin

io::receive();
return( bool (
ferguson::is_valid_signature(a, b, ¢, x, r, R) and
(r < v) and (R < N)
)) //end_of return
end_proc:

/*Procedure to start Martin in Payment protocol 2%/
merchant: :payment:= proc ()
begin
print (Unquoted, NoNL, "Receiving Bank public"):
io::open("X:\\io\\bank_public.mu", FALSE):
delete N:
io::waitfor (N):
print (Unquoted,"... Done"):
print (Unquoted, "Initialising"):
io::open("X:\\io\\payment.mu", FALSE):
print (Unquoted, "Waiting for variables!"):
x:=FAIL:
io::waitforwipe(c, x);
print (Unquoted, "Variables received! Start generating challenge."):
merchant::challenge();
print (Unquoted, "Challenge sent!"):
io::waitfor(r, R);
print (Unquoted, "verifying signature...");

if (merchant::verifySig()) then
print ("Coin verified !'!"™)
else
print ("Goto jail, Alice")
end_if;

end_proc:
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// from Alice

a := 58845901278554930641312538065507857913714654825308149381019957975069031556837337222638069
5758146934506889799291613772573419368310952044235836630132100382873168305022524271152186811104
08993061465564555247383599219762784011217070421396439857592510070724393795850366660785943475777
7787284022132898600612544864213:

b := 19528459919923323887790935199316675380438890861975906798868271047060693857091434185278936
1824219533938874968839234026743012545944278785924657018382987373178594336494607469476349265162
6899277544675185656720492159152797905494862688619676509210856367796797606400692836780129888355
5770983155344010496489917953313:

c := 13811548696764119782577406315965372856842452482617842350858430080099650455787259645738179
4101027341869531546895577684853273561126962911621101443506491246996974499033691446490503250734
8481448091089143510992139221201229365328124509147813183175511290120473897061794174928115998662
6647831234152831750080887479060:

// from Martin

x := 246173918657395679812888740849718982915:

// from Alice

r := 255780981169105824414814852286228235004:

R := 15096273079079492012532378765295517357229180018067428143273969670667944979182512807986593
9823692937700389529949865240962197891008639611813149942152515747211327566564219562805867868146
2553188536327840720200232560106901391501116709272148544998207934400940674106914935238039248880
3865491148729775738401357469235:
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/* Send entire transcript of Payment protocol 2 to the bank */
merchant: :deposit:= proc()
save a,b,c,x,r,R;
begin
print ("deposit...");
io::open("X:\\io\\deposit.mu", FALSE) :
io::wipe();
io::send(hold(a),hold(b),hold(c),hold(x),hold(r),hold(R));
print ("...done");
end_proc:
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database := []; /* global storage for registered coins */
[
/* Store a coin in the internal database */
register_coin := proc( a, b, ¢, x, r, R)
begin
database := database . [[a, b, ¢, x, r, R]]:
return( );
end_proc:
[
/* Returns TRUE/FALSE if the given coin is already present in the database */
check_no_double_spending := proc( a, b, ¢, x, r ) : DOM_BOOL
begin
// initially, no double spending is assumed
d := FALSE:

// See if x, r already exist in the database of deposited coins
i :=1:
while i <= nops(database) do

if database[i][1l] = a and database[i][2] = b and database[i][3] = c¢ then
print ( Unquoted, "*** DOUBLE SPENDING ALTERT ***" ):
d := TRUE:
if database[i][4] = x then
print ( Unquoted, "The merchant cheated!" ):
else

// Figure out the client’s identity
u:=(database[i] [5]*x - r*database[i][4])/ (x-database[i] [4]) mod v:

// u:=(database[i] [5]*x - r*database[i] [4])*igcdex((x-database[i] [4]) mod v,
print ( Unquoted, "The client " . u . " cheated!" ):
end_if;
break;
end_if;
i =1+ 1;

end_while;

return( d );
end_proc:

showimage := proc( success : DOM_BOOL )
begin
if success then
f := fopen( "X:\\CRYPTO\\1ib\\FERGUSON\\success.txt" ):
else
f := fopen( "X:\\CRYPTO\\1lib\\FERGUSON\\failure.txt" ):
end_if;

linecounter := 1:
image := "":

repeat
ftextinput( £, x ):
print ( Unquoted, x );

linecounter := linecounter + 1:
until linecounter = 36 end_repeat:
null();
end_proc:
[/
bank::deposit := proc()
begin

print (Unquoted, NoNL, "Receiving Global Setup..."):
io::open("X:\\io\\bank_public.mu", FALSE):

delete N:

io::waitfor( N ):
io::open("X:\\io\\bank_private.mu", FALSE):
io::receive():

print (Unquoted, " Done!"):

v) [2]

mod Vv:
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io::open("X:\\io\\deposit.mu") :

print ( Unquoted, "
print ( Unquoted, "Waiting for coin..." );

receipt:="missing":
io::waitforwipe(r,receipt);
receipt:="Thanks";

io::send (hold(receipt));

print ( Unquoted, "

print ( Unquoted, "a: " a );

print ( Unquoted, "b: " b );

print ( Unquoted, "c: " c )

print ( Unquoted, "x: " X );

print ( Unquoted, "r: " r );

print ( Unquoted, "R: " R );

print ( Unquoted, "

print ( Unquoted, NoNL, "Checking signature... " );

if not ferguson::is_valid_signature(a, b, ¢, x, r, R) then
print ( Unquoted, "Signature is invalid - aborting!" );
showimage ( FALSE ):
return();

else
print ( Unquoted, "ok" );

end_if;

if not check_no_double_spending( a, b, ¢, x, r ) then
print ( Unquoted, "Crediting the merchant a dollar..." );
print ( Unquoted, "Registering coin..." );

register_coin( a, b, ¢, x, r, R ):

showimage ( TRUE ) :

else
showimage ( FALSE ):
end_if;
print ( Unquoted, "Done." );
end_proc:
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// from Martin
a := 58845901278554930641312538065507857913714654825308149381019957975069031556837337222638069

5758146934506889799291613772573419368310952044235836630132100382873168305022524271152186811104
0899306146556455524738359921976278401121707042139643985759251007072439379585036666078594347577
7787284022132898600612544864213:

b := 19528459919923323887790935199316675380438890861975906798868271047060693857091434185278936
1824219533938874968839234026743012545944278785924657018382987373178594336494607469476349265162
6899277544675185656720492159152797905494862688619676509210856367796797606400692836780129888355
5770983155344010496489917953313:

c := 13811548696764119782577406315965372856842452482617842350858430080099650455787259645738179
4101027341869531546895577684853273561126962911621101443506491246996974499033691446490503250734
8481448091089143510992139221201229365328124509147813183175511290120473897061794174928115998662
6647831234152831750080887479060:

x 1= 246173918657395679812888740849718982915:
r := 255780981169105824414814852286228235004:
R := 15096273079079492012532378765295517357229180018067428143273969670667944979182512807986593

9823692937700389529949865240962197891008639611813149942152515747211327566564219562805867868146
2553188536327840720200232560106901391501116709272148544998207934400940674106914935238039248880
3865491148729775738401357469235:

// from Bank

receipt := "Thanks":
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