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The electronic health card 
& related issues:

The German ehc: Interface description of the card

Richard Tantius
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Introduction
• Today: Part 1, specification of the electronic interface of the card.

– Document: gematik_eGK_Spezifikation_Teil1_V2_2_0_3393

• Includes:
1. basic commands
2. basic required functions of the card operating system
3. basic security features
4. basic security algorithms

• The document describes how the card behaves at its interface
• and how the COS has to processes commands.

• It does not specify the structure of the Card Operating System (COS)

• Is supposed to be used as a basis for,
– the command structure
– Functions

of an eHC conformant operating system.
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Introduction
Target audience:

• addresses manufacturers of card operation 
systems (COS)

• application programmers who have to 
communicate with the card directly

• and students who want to know more details

09.07.2008 Sommersemester 2008, LPI-Kurs

Introduction
keywords of the document
gematik_eGK_Spezifikation_Teil1_V2_2_0_3393:

• The document explicitly uses the precisely defined keywords from
[RFC2119]:

– MUSS MUST
– DARF NICHT MUST NOT
– SOLL SHOULD
– SOLL NICHT SHOULD NOT
– KANN MAY

• The document has normative and informative chapters.
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Introduction
• The document is build bottom up.

– First details (artefacts) are explained, for example: 
• hash and crypto algorithms that are available on the card
• how does the card communicate

– Important details will be discussed

• Chapter 15 “Commands” shows the major context
– Can be used for a top / down approach
– Outer sight on the card
– Defines commands:

• ISO/IEC 7816 standard commands
• how they have to be processed

– In fact, only a very long list of commands provided by the card.
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Introduction
• Commands are speared into the following groups

(chapter 15 “Commands” subchapters)

1. Roll-Back / Roll-Forward
2. Management of the object system
3. Access to structured data
4. Access to data in transparent EF
5. Access to data objects
6. User verification
7. Component authentication
8. Kryptobox commands
9. Miscellaneous 
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Important artefacts

How does the card communicate 
with an external entity?
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Communication
normative chapter (no. 12)

Request – Response

– Communication with an external entity through a channel in 
half-duplex

– Card acts as a server
• Communicating entity sends messages (commands)
• Card answers

– Communicating entity can only send a new commands, if the 
previous Message was accepted.
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Communication
• Before communication can be started, the electrical 

interface has to be activated.

• The electrical interface can also be deactivated again

• Activation MUST and deactivation SHOULD to be done 
as described in ISO 7816-3
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• Like in the OSI-Reference model there are layers
– working on the processing of a command

• Commands are sent as command APDUs
– (Application Data Unit)

Communication
external

world
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• TPDU (Transport Protocol Data Unit)
– Separates APDU into one or more TPDUs
– Reassembling by the I / O unit.

• SecMes
– Unpacks message if Secure Messaging was used.
– Means that messages

can be encrypted.

• Response APDU is 
sent back

Communication

external
world
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Structure of the command ADPU:

• Class Byte (CLA): contains command class
• Instruction Byte (INS): code of the command
• CLA and INS precisely define the command that is supposed to be 

executed
• Parameters P1 and P2, are variables needed for the execution of a 

command
– MUST be encoded in octets

• Data field: Is optional, contains octet string, 
with variable length from 1 to 65535.

• Le field tells how many octets are given in the data field

Communication

CLA INS P1 P2 Data Le
BodyHeader
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Communication
Structure of the response APDU:
• Data field: Is optional, contains octet string, with 

variable length from 1 to < length of the data field 
of the original command APDU

• Trailer: contains two octets, with status massages 
of the executed command
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Important artefacts

The card is supposed to be 
secure, not everybody should be 
able to execute commands!
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Access control
normative chapter (no. 11)

Almost all command are protected by access control rules.

• Access types and Access conditions form 

• Access Rules

• Access evaluation: According to the Access rules the COS 
decides if a certain command is allow to be executed
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Important artefacts

Object System
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Objects and the Object System
normative chapter(s) (no. 9 and 10)

• The card is supposed to be a secured data storage
– The card can save data like a hard disk
– The access to files is controlled by access rules

• COS makes sure those rules are obeyed
• Often User verification is required
• and Component authentication
• Also a secure Data transfer is mostly enforced

– Files (Objects) are hierarchically structured
– The card provides an Object search
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• Different objects are available:
– The type of an object depends on the attributes it has

• For example a key material object, it says:

• 9.2.3.1 private RSA Key, G1 (normative)
Is required to save the private part of an asymmetric RSA key pair. 
The specification of applications have take the following into 
account:

– (N87) A privateRsaKey MUST have an attribute as describe in (N21)a
• (N21)a (from Chapter 7 “security algorithms”): The COS MUST provide RSA 

keys with a length n chosen form the set {2048}
– (N88) A privateRsaKey MUST have an attribute d, its value is an integer

from the interval [1, n-1].

Objects and the object system
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• 9.3.1 Folders
– Folders are needed to provide a hierarchical arrangement of Objects in 

an object system. In this document a folder is a super type of:
• Application (9.3.1.1)
• Dedicated Files (9.3.1.2)
• Application Dedicated Files (9.3.1.3)

– According to [7816-4] the following rules have to be applied 
when specifying an application:

• (N98) A Folder MUST have exactly one attribute of the type 
lifeCycleStatus (9.1.3 ↓ )

– [...] (N71) The value of lifeCycleStatus MUST be an Element 
form the following set {„Operational state (activated)“, 
„Operational state (deactivated)”} [...]

• (N99) A Folder MUST have exactly one attribute of the type 
accessRuleList (9.1.4)

Objects and the object system
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– (N100) A Folder MUST have a maybe empty list of children, with 
child objects

• a) The COS MUST, taking the maximum nesting  depth into 
account, support list elements of the  following object 
types ( not included in Applications ):

» Dedicated File (9.3.1.2)
» Application Dedicated File (9.3.1.3)
» File (9.3.2)
» Password (9.4)
» Symmetric Authentication object (9.5.1)
» Private Key Object (9.5.2)

• b) The COS MAY include other object types on the list
The COS MAY deny other object types on the list

Objects and the object system
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• Other important objects are provided
– For Example:

• (9.3.2.1) Transparent Elementary File
– Stores data in a body attribute

• (9.4) Password
– Stores the user Secret

Objects and the object system
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Commands: Overview
1. Roll-Back / Roll-Forward
2. Management of the Object System
3. Access to structured data
4. Access to data in transparent EF
5. Access to data objects
6. User verification
7. Component authentication
8. Kryptobox commands
9. Miscellaneous 
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The German electronic health 
card: Interface description of 

the card.

Part 2: Commands

Richard Tantius

ehc, SS 2008 2

Commands

Commands (with related internals):
• miscellaneous commands:

– Example from the command group “user verification”: verify

• Cryptoboxcommands:

– PSO Compute Digital Signature
– PSO Decipher
– PSO Encipher
– PSO Hash
– PSO Transcipher
– PSO Verify Certificate

ehc ??!!

ehc, SS 2008 3

Verify

Command description

ehc • Compares the attribute secret of 
a password object with data in 
the commandAPDU

• If successfully performed, then 
the security state of the card is 
changed

??
ehc, SS 2008 4

Verify

Input
What is passed to this command(?):

ehc

Contents Description
CLA 00 CLA Byte [7816-4] 
INS 20 Instruction Byte [7816-4]
P1 00 Data contains verification data

P2 XX passwordReference
Data XX..YY verification Data

ehc, SS 2008 5

Verify
Internal resources

• Internal functions used:
– searchPwd
– AccessRuleEvaluation
– clearPasswordStatus
– setPasswordStatus

• Used data on the card
– there is an: affectedObject

• Password Object
– affectedObject.secret
– affectedObject.retryCounter
– affectedObject.transportStatus

ehc

What internal resources does this command use(?):

ehc, SS 2008 6

Use Case: Compare user secret
• N819  passwordReference is the reference to the affected password 

and must be chosen as described in :
ehc

Verify

– N728 p.R. consists of two components:

1. location codes:
= 00 → it is a global Password Object
= 80 → Dedicated File (DF) specific Password

2. Identifier
- identifies the affected Password Object

(The PW-Obj. MUST be chosen according to N150) ‏
- MUST be encoded as: 

passwordReference = location + identifier
– N820  verficationData contains the user Secret
– N821  verficationData MUST be encoded as in N81
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Verify

• PW-Obj, has different attributes:
– pin (the actual password) 
– minimumLength ([4,12]) 
– retryCounter
– PUK (pin) 

• PIN Attribute in PW-Object and DF
– encrytion does not seem to be required
– digits [0, ..., 9]

according to the common security 
concept of counting wrong 
password attempts and denying 
access when the counter exceeds 
a certain limit.

hash function is not 
applicable because average 
password length to short?

Security features:

ehc, SS 2008 8

Crytoboxcommands

• PSO Compute Digital Signature
• PSO Decipher
• PSO Encipher
• PSO Hash
• PSO Transcipher
• PSO Verify Certificate

ehc, SS 2008 9

PSO Compute Digital Signature
Command description
ehc

?? • Signs data via a private key
• Private key and used algorithm are 

chosen with MSE-Command
• Data that is supposed to be signed 

is included in a parameter 

• MSE-Command?
– MANAGE SECURITY ENVIRONMENT
– Changes seIdentifier in current folder and in

channelContext Objects Elements of the keyReferenceList

available keys in current security level

ehc, SS 2008 10

PSO Compute Digital Signature

• P1 description of the data the answer contains, in this case: a digital signature
• P2 description of the command data, in this case: data that is supposed to be signed

What is passed to this command(?)

contents description

Input:

ehc, SS 2008 11

Internal resources

• Internal Functions used:
– SearchSecretKey
– AccessRuleEvaluation
– Internal signing functions:

• RSA_ISO9796_2_DS2_SIGN
• RSASSA_PCKS1_V1_5_SIGN
• RSASSA_PSS_SIGN
• ELC_SIG

ehc

What internal resources does this command use(?):

PSO Compute Digital Signature

ehc, SS 2008 12

Internal resources

• Used Data on the card
– affectedObject

• a Secret Key Object
– affectedObject.keyAvailable
– channelContext Object (needed to find Key) 

• channelContext.keyReferenceList.
signatureCreation.keyReference

• channelContext.keyReferenceList.
signatureCreation.algID

ehc

What internal resources does this command use(?):

PSO Compute Digital Signature

• What is a channelContext Object (chapter13!)?
– combines Channel [7816–4] specific attributes
– values depend on the „Security Environment“ (MSE) of a channel
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Use Case: Signing the data field

• N873 dataToBeSigned: contains the 
data that is supposed to be signed.

(it's length depends on algId) ‏

a) rsaClientAuthication
b) signPKCS1_V1_5
c) signPSS
d) sign

ehc

PSO Compute Digital Signature

When algId (depends on SE) equals:

Results in different 
ammounts of Octets 
for dataToBeSigned

• N874 length ← length of the expected answer data
(   MUST be chosen form a specific Interval ...) 

• N875 a certain APDU MUST be used ...

sign9796_2_DS2 alg. has separate Use Case ... ehc, SS 2008 14

• N882 COS MUST be support as described in the use case ...
• N883 when channelContext.keyReferenceList.signatureCreation
• is empty → MUST terminate with Trailer NoKeyReference
• is not empty  →

affectedObject = SearchSecretKey(currentFolder,
channelContext.key.ReferenceList.signatureCreation.keyReference
channelContext.keyReferenceList.signatureCreation.algID) 
• keyNotFound (MUST)→ trailer: KeyNotFound
• notSupported (MUST)→ trailer: UnsupportedFunction

• N884  AccessRuleEvaluation(affectedObject, CLA, INS, P1, P2) 
• N885 ...
• N886 The Signature is computed as shown 

... (on the next page) 

Internal command processing:
PSO Compute Digital Signature

ehc, SS 2008 15

• N886  The Signature is computed as shown below:

a) sing9796_2_DS2 ...
b) signPKCS1_V1_5

signature = RSASSA_PCKS1_V1_5_SIGN(
affectedObject.privateRsaKey,
dataToBeSigned

) ‏
c) rsaClientAuthentication or signPSS

signature = RSASSA_PSS_SIGN(
affectedObject.privateRsaKey,
dataToBeSigned

) ‏
d) signECDSA

signature = R || S, mit
( R, S ) = ELC_SIG(affectedObject.privateElcKey, dataToBeSigned) ‏

Internal command processing:

PSO Compute Digital Signature

15 ehc, SS 2008 16

PSO Compute Digital Signature

RSA, ISO9796–2, DS1, SIGN

Input: digestInfo arbitrarily chosen oktettstring used as „Digest Info“
PrK private RSA Key Object (9.2.3) 

Output: S Oktettstring, representing the Signatur
Errors: – DigestInfoTooLong

Notation: S = RSASSA_PCKS1_V1_5_SIGN( PrK, digestInfo ) 

ehc, SS 2008 17

PSO Compute Digital Signature

The COS MUST perform the following Aktions, including the definitions: 
n = PrK.n, d = PrK.d.

a. Step 0: If OctetLength( digestInfo ) > 0,4 OctetLength( n ), then 
stop with error: DigestInfoTooLong.

b. Step 1: Set EM ´00´ || digestInfo.
c. Step 2: Set EM ´FF´ || EM.
d. Step 3: If OctetLength( EM ) < OctetLength( n ) – 2, then goto Step 2
e. Step 4: Set EM ´01´ || EM.
f. Step 5: Set m OS2I( EM ).
g. Step 6: Set s md mod n.
h. Step 7: Set S I2OS( s, OctetLength( n ) ).

ehc, SS 2008 18

PSO Compute Digital Signature

ELC

Input: H arbitrarily chosen oktettstring representing a Hashvalue
PrK ein privater ELC Key (Object) 

Output: R Oktettstring, fist Part of the ECDSA Signatur
S Oktettstring, second Part of the ECDSA Signatur

Errors: – –

Notation: ( R, S ) = ELC_SIG(PrK, H) 
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PSO Compute Digital Signature

The COS MUST perform the following Aktions, including the definitions:
n = PrK.domainParameter.n, G = PrK.domainParameter.G,
dA = PrK.domainParameter.d, L = PrK.domainParameter.L

a. Step 1: k RNG({1,2, …, n – 1}).
b. Step 2: Q [k] G mit Q = ( xQ, yQ ).
c. Step 3: r OS2I( FE2OS(xQ) ) mod n.

If r equals null, then go to Setp 1.
d. Step 4: kinv k–1 mod n.
e. Step 5: s kinv ( r dA + OS2I( H ) ) mod n.

If s equals null, then goto Step 1.
f. Step 6: R I2OS( r, L ).

S I2OS( s, L ).

ehc, SS 2008 20

Input

What is passed to this command(?):

ehc
contents description

CLA 00 CLA Byte

INS 2A Instruction Byte

P1 9E Description of the answer data

P2 9A Description of the command data:
„data that has to signed“

Data XX...YY dataToBeSigned

Ne length amount of expected octets in the answer.

PSO Encipher

plain

enciphered text

here plaintext

86

80

ehc, SS 2008 21

Encipher during command processing

N917

• The commandMessage is split:

a) plain = algDO || plainDO
b) algDO = '80 01 algID'

ehc, SS 2008 22

Encipher during command processing

N918

• The cipher is computed as followed:
– If algID has the value: elcSharedSecretCalculation

i. plainDO = 'A0 - LA0- (oidDO || keyDO || mDO).
ii. oidDO = '06- L06 – oid'
iii. keyDO = '7F49 - L7F49 - ( 86 – L86 – POB)'
iv. mDO = '80 - L80 – M‘
v. ...

...

ehc, SS 2008 23

PSO Encipher
Finall output:

data contents description

XX..YY chipher chipher text

trailer contents description
90 00 NoError successful encipher operation
data contents description

XX..YY chipher chipher text

trailer contents description
90 00 NoError successful encipher operation



Introduction 
It is very important that private data like those on the electronic health card from a patient is 
secure also against attackers that have the opportunity to physically penetrate the 
Smartcard with special equipment to get the private data. 
The scope of this lecture is to give a brief introduction in the specification of a Smartcard 
according to ISO 7816 and summarize the possible attacks on it.  
 
What is a Smartcard? 
Briefly a Smartcard can be described as a “Computer‐on‐a‐Chip”. All components  from the 
von Neumann architecture can be found on a Smartcard more precisely on the Chip from a 
Smartcard (see fig. 1 and fig. 2). 
 

 
Figure 1: Components of a Smartcard. 

 

 
Figure 2: Contacts from the Chip. 

 
A Smartcard has  to be  interoperable. This means  that a  terminal  (technically called CAD – 
Card  Accepting  Device)  can  read  different  Smartcards with  different  applications.  This  is 
regulated  by  the  ISO  (International  Organization  for  Standardization).  The  standard  of 
interest  for  us  is  ISO  7816.  In  this  standard  three  Smartcard  sizes  are  defined.  The  eGK 
(electronic health card) has to be ID‐1 which is also the most common Smartcard size. 
Not only  is  the  shape of a  Smartcard, also  the  communication between  the CAD and  the 
Smartcard is defined in the standard.  
 
Possible security vulnerabilities and protection against these 
First  we  have  to  define  who  can  be  the  hacker.  In  our  eGK‐  World  we  have  several 
participants. Namely: 
 



1.) The Smartcard vendor (Hardware) 
2.) The Smartcard vendor (Software) 
3.) The Smartcard owner, namely the patient 
4.) A thief, which obtain a Smartcard. 
5.) The doctor 
6.) The CAD (Card‐Terminal) 

 
All  this  actors  open  up  security  vulnerabilities  or  are  possible  attackers.  Even  the  owner 
could have the  interest  in manipulating his data on his Smartcard. We assume that we are 
powerless  against  backdoors  or  other  none‐public  knowledge  from  the  Hardware  and 
Software vendors to read out private data from the Smartcard.  
 
After we defined who can attack we show briefly how to attack. Attacks differ whether they 
are done passively (non‐invasive) or active (invasive attacks).  
 
First let us discuss about invasive attacks: 
 

1.) Layout Reconstruction 
2.) Manual Microprobing 
3.) Memory read out 
4.) Particle Beam 

 
Now the non‐invasive attacks: 
 

1.) Power Break 
2.) Glitching 
3.) Random Seed 
4.) Timing 
5.) Differntial Fault Analysis 
6.) Single Power Analysis 

 
 
 
Conclusion 
We  learnt  several  vulnerabilities  in  the  Smartcard  technology. Beside  the possible attacks 
the hacker has to make a trade‐off between his gain from the private data and his costs to 
get this data. Only limited groups can afford the knowledge and the Hard‐ Software to hack a 
Smartcard.  The  conclusion  is,  if  the  tests  for  the Hard‐  and  Software made  properly  the 
security from an eGK is at a very high point. 
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