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Example-Email.txt 11
v:/teaching/2008ws/08ws-soti/ 05.11.2008

Return-Path: <08ws-soti-admin@bit.uni-bonn.de>

X-Original-To: nuesken@math.upb.de

Delivered-To: nuesken@math.upb.de

[...]

Received: by postfix.iai.uni-bonn.de (Postfix, from userid 13020)

id 94C365C834; Mon, 3 Nov 2008 21:10:04 40100 (MET)
X-Sieve: cmu-sieve 2.0
X-IAI-Env-From: <08ws-soti-admin@bit.uni-bonn.de> : [131.220.8.1]
Received: from uran.iai.uni-bonn.de (uran.iai.uni-bonn.de [131.220.8.17)

by postfix.iai.uni-bonn.de (Postfix) with ESMTP

id 97F4F5C829; Mon, 3 Nov 2008 21:10:03 40100 (MET)

(envelope-from 08ws—-soti-admin@bit.uni-bonn.de)

(envelope-to VARIOUS) (2)

(internal use: ta=0, tu=l, te=0, am=-, au=-)
Delivered-To: 08ws-soti@alias.informatik.uni-bonn.de
X-IAI-Env-From: <first.family@uni-bonn.de> : [80.136.68.129]
Received: from [192.168.178.46] (p50884481.dip.t-dialin.net [80.136.68.129])

by postfix.iai.uni-bonn.de (Postfix) with ESMTP

id A1CCC5C829; Mon, 3 Nov 2008 21:09:55 40100 (MET)

(envelope—-from first.family@uni-bonn.de)

(envelope-to VARIOUS) (2)

(internal use: ta=1, tu=1l, te=1l, am=P, au=first.family)
Message-ID: <490F5A8B.6000205@informatik.uni-bonn.de>
Date: Mon, 03 Nov 2008 21:09:47 +0100
From: First Family <first.family@uni-bonn.de>
Reply-To: first.family@uni-bonn.de
User-Agent: Thunderbird 2.0.0.17 (Windows/20080914)

MIME-Version: 1.0

To: 08ws-soti@bit.uni-bonn.de

Subject: [08ws—-soti] 1234567

X-Enigmail-Version: 0.95.7

Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 8bit

Sender: 08ws-soti-admin@bit.uni-bonn.de

Errors-To: 08ws-soti-admin@bit.uni-bonn.de

X-BeenThere: 08ws-soti@bit.uni-bonn.de

X-Mailman-Version: 2.0.4

Precedence: bulk

[...List-Stuff...]

X-Virus—-Scanned: by mailscan-system at math.uni-paderborn.de
X-Spam-Status: No, hits=0.2 tagged_above=-999.0 required=4.0 tests=AWL,

BAYES_00, DNS_FROM_SECURITYSAGE, SPF_PASS, SUBJ_HAS_UNIQ_ ID,

UNIQUE_WORDS
X-Spam-Level:

Charset: UTF-8
Version: GnuPG v1.4.9 (MingW32)
Comment: Using GnuPG with Mozilla - http://enigmail.mozdev.org

hQIOA8SRAzclIdlgEAf/VaQwMFWs1Y2rgDOAQ9BjJAYVWshp6TnEFutXOEloM4qg4z
CVtNAium302+6R3bToYgx7NIetmiQWsRm705QWmIeDKu6zu2ogvn275ik 71vBAKk
0/M+IfULl2WSjpmYDZm62R2iAJwlQy6BbLbPeGXJ/AICM65mgajUT/mum8PA8akob
EezCwYpbS3A0VOxHOpKWDWtc91iUBaIsGRIkLozvcVyXXWMCJISV/BAHewoTFD8US57
vnMUOoSp/j8ViI+kp6koY86MIoNplcUUYGSj+IHnudIpfplbxs2c5cNwYLKFuvZrV
RpnjoDg/61ATmssidZEwSmF4/ut0G913ftKoCAdXpGAf9Fzul4wPGUFOZzCcATLXAES
Q0+I+x60keFCA4K+mIwefsZHdhbT/XtilkeoFCtaHtvwWagqTuaSfxRnlaJdshQzwHxL
[...]
aHvgZs9s5+264Q0yUgB817AVg6d64JL81glh3vKECDAFFULS1gEY jsQ0zFI4UKO1
H+xRNHEYaC8UN1EYbulOlx1MZxz3VQ8bneX7cWmuYggkYDMOXUWEX60OP3CKoCWoU
0mZbZWGzH+I12nzeRO9/TOtHfF5enDO2yuEF3Fr6£f1FDjlsZIFDg4jdrZy6ucMuO
02AR6QWuWJIQO37KIiJglngcfA+SO+Mbdg803wuMH30RVMNcle jo5DYRI xw==
=suKP

08ws—-SotI mailing list
08ws—-SotI@bit.uni-bonn.de
https://mailbox.iai.uni-bonn.de/mailman/listinfo.cgi/08ws—-soti
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One of Giovanni Battista Porta's eipfier disks
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Zur Beachtung 1 §

Beachte die Gebrauchsanleitung fiir die Chiffrier

1. Zur Séuberung der Walzenkontaks

2. Zur Sauberung der Tastenko
herunter dricken und hoch sd
3. Bei Einstellung der in den Fen
4. Die unverwechselboren doppelp
Die vordere Holzkloppe ist donach zu sc
5. Leudhtel bei Tastendruck kein
am Umschalter und der Umschaller v pro

Lompe oul

6. Leuchten bei Tastendrudk eine oder e g
die Konlakle unter ihnen, die Kobel d hheBhch hier
, uBbl die Wal " v Tasten und
die Ruhekoniakle unter den mil ihnen borrespondierenden Tosten zu  prih und bei etwo vor

wnd Oxyd v siubern. (Siehe auch Zdfer 2)

Von Masdhine Nr. A 4388 ob dient zor Lampenprifung die Offnung aut der rechten Lampenfoldscite
Von Maschine Ne. A 4388 ob dienen ke und redwe Budwe der
mittleren Reihe am Steckerbrett und ¢ rubon » inken Lampeateldsede

7. Walzenadwe und Wolzenbudhien sind souber 2u holten wnd wie olle ubngen Lagerstellen hin und
wieder mit horz- und sburefrmiem Ol lewch amzfetion  Die festen Komakle der Walren sind alle
6~8 Wodhen mit Polierpapier iber zu schleden und mi emem wenig getrankion Ollappen ohrureibea
Die T . die L und die KurzshluBbloche und vor Ol ru schistzen

. Schisselangaben erfolgen entweder durch Zohien oder Budhstaben

Zum Umsetion dec Zahlen in B oder dhoc ma de Tatel
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Advanced
Encryption
Standard

Designed as Rijndael by JOAN DAEMEN and VINCENT RIJMEN

computer
)SEe

security

universitatbonn

Rheinische Bonn-Aachen
Friedrich-Wilhelms-  International Center for
Universitat Bonn  Information Technology

The field F.

IF28 > a=a)+ a1T + a2x2 + agaz?’ + a4:z;4 + a551;5 + a651;6 + a7:z;7
where a; € Fo = {0, 1}.

)

Representation: 8 bits for an element = 1 byte.
Addition: XOR, (a + b); = a; + b;.

Multiplication: as for polynomials modulo B+ttt o+ 1

Example 57 - 83 = C1:

(42 + 22+ D) - @ e+ D =aB+ 2 27+ 28+ 2"+
S s s 10 to 14
r+r+ar+x+x+
R rounds
—aB a2 ¥t 3+ 1
=2 +2°4+1 moda®+2*+23 +2+1.

Field: You can divide by every non-zero element.

S OO0 000 OOOC
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The Shift Rows operation

—
\

The rows are shitted cyclically by zero, one, two, or three bytes.
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Polynomials over the field FQS

L/
e
Ay
vy,
/
el
- -
O,
O,

R =TFoyslz]/(z* +1) 2 ag + a1z + agz? + azz?,
where a; € ]F28. Key

Addition: coefficient-wise (a + b); = a; + b;, XOR.

Multiplication: as for polynomials modulo z*+1. Another way to express
d = a - b is by the following matrix equation:

dy ag az az a;| by
di| _ |a1 ap a3z a by
do| — a9 ay ag ag| | b
d3|  |az ag ay ap| |b3]

Not a field: (z +1)* = 0.

The MixColumns operation

I

Fach column is considered as a polynomial and multiplied by ¢ = 02 +
01z + 0122 + 0322,

The

SubBytes

The S-box
F28—> FQS —>F287
Fag T S100011117 [a] [
aj 11000111 ai 1
: T ] ]
Yy Yy = | ay 11111000 a; | T |0
as 01111100 as 1
ag 00111110 ag 1
L a7 000111114 Lar_ ()

Highly nonlinear:
y = 054> 409> +F9- 9> + 259"+ F4. 9> +01y*** + B5 -y +-8F - y'*7 +-63.

Simple implementation using a 256 byte lookup table.

The SubBytes operation

ShiftRows

Apply the S-box to every byte.

Nonlinear part of the key schedule

Columns

Due to the use of the S5-box this map is non-linear.

a4 ="ﬁﬁ’@'ﬁﬁ |
EHE — -
n me B E NS

The round keys are generated from the 128 to 256 bit key:.

AddRoundKey operation

B BN

Inverse: Multiply with d = OE + 09z + 0Dz? + 0Bz, Simple XOR with the round key.

(©)2005 Michael Niisken, cosec, b-it, Bonn



The field IF28

7

)

Fos 3 a=ap+ajx + a2x2 + CL3333 + a4334 + a5:135 + a6:136 + a7x
where a; € Fy = {0,1}.

Representation: 8 bits for an element = 1 byte.
Addition: XOR, (a +b); = a; + b;.

Multiplication: as for polynomials modulo Sttt 41

Example 57 - 83 = C1:

O+t 22+ 1) - " +a+ 1) =B+l 2% 2% 2"+
x7—|—x5—i—x3+af;2+af;—|—
LR L |
=Bt a2+ P+t P+
— 2"+ 241 mod2®+ratr .

Field: You can divide by every non-zero element.



The S-box

Fos ——  Fys  —— Fu,

- a7 -100011117 rag- -1

a 11000111 al 1

S .| @ 11100011 | a2 )
y +=—— Yy =lai| V 11111000 ay | T |0

as 01111100 as 1

ag 00111110 ag 1

L a7 | L00011111d La7_ ()

Highly nonlinear:
y +— 05-y»*+09-y*° +F9-y*' +25- 4"+ F4. 9> +01y** +B5-y'"' +-8F - y'*7+-63.

Simple implementation using a 256 byte lookup table.



The SubBytes operation

Apply the S-box to every byte.



The Shift Rows operation

The rows are shitted cyclically by zero, one, two, or three bytes.



Polynomials over the field Fos

R =TFoslz]/(zt + 1) 2 ag + a1z + agz? + azz?,
where a; € IF28.

Addition: coefficient-wise (a + b); = a; + b;, XOR.

Multiplication: as for polynomials modulo z*+1. Another way to express
d = a - b is by the following matrix equation:

dy ag a3 as aq bo
di| _|a1 ap a3z as by
do| — |ao aj ap as| | b9
d3|  |a3 a2 ay ap| |b3]

Not a field: (z 4+ 1)* = 0.



\

The MixColumns operation

Fach column is considered as a polynomial and multiplied by ¢ = 02 +
01z + 0122 + 0322,

Inverse: Multiply with d = OE + 09z + 0Dz2 + 0Bz>.



N 4
The AddRoundKey operation

Simple XOR with the round key.
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Figure 1-22. Protocols and networks in the TCP/IP model initially.
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IPSEC & IKE

MICHAEL NUSKEN
25 June 2007

Before all: we are talking about a collection of protocols. Each partner of
the exchange has to keep some information on the connection. This is in our
context called the security association (SA). It contains specification about the
algorithms that should be used for encryption and authentication, it contains
keys for these, it may contain traffic selectors (filtering rules), and more. Each
SA manages a simplex connection for one type of service. In each direction there
will be an SA for the key exchange (IKE SA) and one for the encapsulating
security payload or for the authentication header. So each partner has to
maintain at least four SAs. Such an SA is selected by an identifier, the so-
called security parameter index (SPI). It is chosen randomly but so that it is
unique.

1. IPsec

The secure internet protocol modifies the internet protocol slightly. We have
the choice between transport and tunnel mode. In tunnel mode, an IP packet

IP header IP payload

is wrapped in with a new IP header and an IPsec header to

new IP

IPsec header IP header IP payload
header

In transport mode, only the IPsec header is added:

IP header IPsec header IP payload

There are two types of IPsec headers: the encapsulating security payload (ESP)
and the authentication header (AH).
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1.1. IPsec encapsulating security payload. The ESP specifies that and
how its payload is encrypted and (optionally) authenticated. Actually, this
‘header’ is split into a part before and one after the data:

©C = a4 M F w[O N~ W O O = A4 MN|F 1D © - 0 DO
o~ N ;M 0 coll\ Oolm HHHHHHHHHH NNNNNINININININIMI

—
2]
N N A | N I I N | I Y N |

Security Parameter Index (SPI)

Sequence number

IV (optional)

Payload data [variable]

TFC padding [optional, variable]

Padding (0-255 octets)

Padding length Next header

Integrity Check Value (ICV) [variable]

The security parameter index identifies the SA and thus all necessary algo-
rithms and key material. To create the secured packet from the original one,
it is first padded. Padding is used to enlarge the data length to a multiple of a
block size that might be associated with the encryption. Traffic flow confiden-
tiality (TFC) padding can be used to disguise the real size of the packet. Then
the data is encrypted; in tunnel mode including the old IP header. To be pre-
cise, all the information from Payload data to Next header is encrypted. Next,
a message authenticion code is calculated for this encrypted text and secu-
rity parameter index, sequence number, initialization vector (IV) and possibly
further padding; actually the message authentication code covers the entire
packet but the header and the integrity check value plus the extended sequence
number and integrity check padding if any.

1.2. IPsec authentication header. The AH authenticates its payload and
also parts of the IP header. (Yes, this does violate the hierarchy.)
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2. Internet key exchange (version 2)

Any message in the internet key exchange starts with a header of the form

clv—«lwlmlv‘lmlw

II\|OOIC>

o = a4 o < 0
. o = =
L1 1 111

N~ W OO = A
- = = a4 O N

|<o
—
L

el
[

0 © N~ W D O
INININININIMI

—
2]

IKE SA initiator’s SPI

IKE SA responder’s SPI

Next payload Maj.or Min.or Exchange type X |I|VIR| X
Version | version
Message 1D
Length
Clearly, the version is 2.0 with the present  gychange type Value
drafts (major version: 2, minor version: 0). ~Reserved 0-33
The flags X are reserved, the I(nitiator) bit  IKE_SA_INIT 34
is set whenever the message comes from the ICI;%RI}F%T%HILD SA gg
?nltlator of the SA, the V(ersion) .blt is set  NFORMATIONAL a7
if the transmitter can support a higher ma-  Rugerved to IANA 38-239
jor version, the R(esponse) bit is set if this  Reserved for private use 240-255

message is a response to a message with this
Message ID. The header is usually followed by some payloads like

Cl—(lc\llmlﬂ‘lhﬁlwll\

0

=]

o = a4 o ¥
IHIHIHIHIHI

0
—

© N~ W OO = QO
- = 4 = & O

0 © I~ w0 O
[2 I~ B B B ]

el o
[ (2]
I I I R |

—
2]

Next payload

C

Reserved(0)

Payload length

Payload

The C(ritical) bit indicates that the payload
is critical. In case the recipient does not sup-
port a critical payload it must reject the en-
tire message. A non-critical payload can be
simply skipped. All the payloads defined in
RFC4306 are to be handled as critical ones
whatever the C bit says.
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Next payload Notation Value
None 0
RESERVED 1-32
Security Association SA 33
Key Exchange KE 34
Identification - Initiator IDi 35
Identification - Responder IDr 36
Certificate CERT 37
Certificate Request CERTREQ 38
Authentication AUTH 39
Nonce Ni, Nr 40
Notify N 41
Delete D 42
Vendor 1D A% 43
Traffic Selector - Initiator TSi 44
Traffic Selector - Responder TSr 45
Encrypted E 46
Configuration CP 47
Extensible Authentication EAP 48
Reserved to TANA 49-127
Private use 128-255

2.1. Initial exchange.

Initiator

Hdr, SAi1, KEi, Ni

Hdr, SAr1, KEr, Nr, [CERTREQ)]

Hdr, SK {

IDi, [CERT, ][CERTREQ, ][IDr, ]
AUTH, SAi 2, TSi, TSr

}

Hdr, SK {

IDr, [CERT, |
AUTH, SAr 2, TSi, TSr

Responder

ProrocoLr 2.1. IKE SA INIT.

1. Prepare SAil, the four lists of supported crypto-
graphic algorithms for Diffie-Hellman key exchange
(groups), for the pseudo random function used to
derive keys, for encryption, and for authentication.
Guess the group for Diffie-Hellman and compute

KEi = ¢°.

Choose a nonce Ni.
2. Choose SArl from SAil unless no variant is sup-

ported.

Hdr, SAi1, KEi, Ni
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Compute KEr = ¢° if the group was guessed cor-
rectly. (Otherwise send:

Hdr, N(INVALID KE PAYLOAD, group)

)
Choose a nonce Nr.

. Both parties now derive the session keys. We as-
sume that prf is the selected pseudo random func-
tion which gets a key and a bit string as input.

SKEYSEED = prf(Ni|Nr, g%),
SK d|SK ai|SK ar|SK ei|SK er|SK pi|SK pr
= prf+(SKEYSEED, Ni | Nr | SPIi | SPIr)

where prf+(K,S) = Ti|T3|T5]..., and Ty =
pri(K, S|0201), T; = prf(K,T;_1]S|i) for i > 1.
SK d is used for the derivation of keys in a child
SA. SK_ai and SK_ei are used for authenticat-
ing and encrypting messages sent by the initiator,
SK ar and SK _er for messages sent by the respon-
der.

. The initiator send its identity IDi, optionally one
or more certificates CERT, a certificate request
CERTREQ (possibly including a list of trusted
CAs), and optionally the responders identity IDr (it
may be that the responder serves multiple identities
‘behind’ it).

Further she computes an authentication AUTH (us-
ing the key from the first CERT payload) for the
entire first message concatenated with the respon-
der’s nonce Nr and the value prf(SK _pi, IDi). The
authentication method can be RSA digital signa-
ture (1), shard key message integrity code (2), or
DSS digital signature (3).

Reserved(0)

Next payload |C

Auth method Reserved

Authentication data

The initiator starts to negotiate a child SA in SAi2
with proposed traffic selectors TSi, TSr.

Hdr, SAr 1, KEr, Nr,
[CERTREQ)]

Hdr, SK

IDi, [CERT, ]
[CERTREQ, ]
[IDr, ]

AUTH, SAi 2,

TSi, TSr
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5. The responder sends its identity IDr, certificate(s).
He computes an authentication AUTH for the en-
tire second message concatenated with the initia-
tor’s nonce Ni and the value prf(SK_pr, IDr).

. v . IDr, [CERT, |
Further he supplies the answer SAr2 to the child
SA creation and sends the accepted traffic selectors Hdr,SK | AUTH, SAr2,
TSi, TSr. TSi, TSr

If this initial exchange is completed successfully the IKE SA and a CHILD _SA

are ready for use. Keying material for the childs is generated similar to the
IKE SA keys:

KEYMAT = prf+(SK_d, Ni|Nr)

2.2. Creating additional child SAs. Further childs can be created under
this IKE SA using a CREATE CHILD SA exhange:

[N,]SAi2, Ni, [KEi, ]
Hdr, SK .
[T'Si, TSr]

Initiator
Responder

SAr2,Nr, [KEr, ]]
Hdr, SK .
[TSi, TSr]

In case a CHILD SA shall be rekeyed the notification payload N of type
REKEY SA specifies which SA is rekeyed. This can be used to established
additional SAs as well as to rekey ages ones. Create new ones and afterwards
delete the old ones. Also the IKE SA can be rekeyed similarly.

In a CREATE CHILD SA exchange including an optional Diffie-Hellman
exchange new keying material uses also the new Diffie-Hellman key ¢, it is
concatenated left to the nonces. (Though the Diffie-Hellman key exchange is
optional, it is recommended to either used it or at least to limit the number of
uses of the original key.)

2.3. Denial of Service. If the server has a lot of half open connections
(ie. the first message arrived, the second was sent but the third message is
pending) it may choose to send a cookie first. (In order to defeat a denial of
service attack.) It is suggested to use a stateless cookie consisting of a version
identifier and a hash value of the initiator’s nonce Ni, her IP IPi, her security
parameter index SPIi and some secret:

Cookie = verlID | hash(Ni, IPi, SPIi, secretyenp )
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This way the secret can be exchanged periodically, say every second, and the
server only needs to store the last few (randomly) generated secrets.

The authentication AUTH then refers to the second version of the cor-
responding message, so the one including the cookie or responding to that,
respectively. So the protocol becomes:

Hdr, SAil, KEi, Ni
Hdr, N(Cookie)
Hdr, N(Cookie), SAi1, KEi, Ni

5 Hdr, SAr 1, KEr, Nr, [CERTREQ] %:
= IDi, [CERT, |[CERTREQ, |[IDr, 2
§= Hdr, SK . . )
= AUTH, SAi2,TSi, TSr Cqé
IDr, [CERT, |
Hdr, SK .
AUTH, SAr 2, TSi, TSr

2.4. Extended authentication protocols. The initiator may leave out
AUTH and thereby tell the responder that she wants to perform an exten-
sible authentication which is then carried out immediately.

2.5. IP compression. The parties can negotiate IP compression.

2.6. ID payload. The ID payload

OHNMF OO~ NN[FIDON0DO
O, N 0 O I=[00 B —H H | = == QNN AN QNN QB o
Next payload |C| Reserved(0) Payload length
ID type Reserved

Identification data

can be an IP address (ID type 1), a fully-qualified domain name string (2), a
fully-qualified RFC822 email address string (3), an IPv6 address (5), an ASN.1
X.500 Distinguished Name [X.501] (9), an ASN.1 X.500 general name [X.509]
(10), a vendor specific information (11).

2.7. CERT payload. The CERT payload

O MM H OO P=[00 D~~~ — [ Ka Rt
||||||||||||||||||||||||||||

Reserved(0) Payload length

Next payload |C

Cert encoding Certificate data

Certificate data




8 Michael Niisken

can be encoded in various widely used formats. Note that it can also carry
revocation lists.

3. IKE version 1

The version 1 of the internet key exchange distinguishes between a main mode
and an aggressive mode. Further it allows four variants in each mode depending
on the desired type of authentication. Authentication can be based on

o public signature keys,

o public encryption keys, originial protocol,
o public encryption keys, revised protocol, or
o a pre-shared secret.

We only give the bare protocol summaries here, using notation similar to
the one used for version 1. (They are not based on RFC240x but on the book

7))

3.1. Main mode, public signature keys.

SAi
SAr
KEi, Ni
KEr, Nr
SK = f(g*, Ni,Nr)
SK {IDi, AUTH, [CERT]}
SK {IDr, AUTH, [CERT]}

Alice
Bob

3.2. Aggressive mode, public signature keys.

SAi, KEi, Ni, IDi
SAr, KEr, Nr, IDr, AUTH, [CERT]
SK {AUTH, [CERT]}

Alice
Bob
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3.3. Main mode, public encryption keys, original protocol.

SAi
SAr

KEl’ {Ni}Bolﬂ {IDi}Bob
KEI‘, {Nr}Alice7 {IDr}Alice

SK = f(¢°",Ni,Nr)
SK {AUTH, [CERT]}

SK {AUTH, [CERT]}

Alice
Bob

3.4. Aggressive mode, public encryption keys, original protocol.

SAi, KEi, {Ni}g,,, {IDi}g,,
SAr, KEr, {Nr} ;e {ID1} 5} AUTH
AUTH

Bob

Alice

3.5. Main mode, public encryption keys, revised protocol.

SAi
SAr

K 4 = hash(Ni, cookiei)
{Ni}g,,,» Ka {KEi}, K4 {IDi}, K, {CERT}

Kp = hash(Nr, cookier)
{1\IIi}Alice7 KB {KEF}’ KB {IDI}

Alice
Bob

SK = f(g, Ni, Nr, cookiei, cookier)
SK {AUTH}

SK {AUTH}
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3.6. Aggressive mode, public encryption keys, original protocol.

K 4 = hash(Ni, cookiei)
SAi, {Ni}g,,, Ka {KEi}, K4 {IDi}, K4 {CERT}

Kp = hash(Nr, cookier)
SAr, {Nr},}i.., K5 {KEr}, Kp{IDr}, AUTH

Alice
Bob

SK = f(g, Ni, Nr, cookiei, cookier)
SK {AUTH}

3.7. Main mode, pre-shared secret.

SAi
SAr
KEi, Ni
KEr, Nr

Alice
Bob

SK = f(secret, g?, Ni, Nr, cookiei, cookier)
SK {IDi, AUTH}

SK {IDr, AUTH}

3.8. Aggressive mode, pre-shared secret.

SAi, KEi, Ni, IDi
SAr, KEr, Nr, IDr, AUTH
AUTH

Alice
Bob

SK = f(secret, g%, Ni, Nr, cookiei, cookier)

MICHAEL NUSKEN
b-it, Bonn, Germany
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| want to talk, ciphers | support, Rajice m.\:j' '/
»
[sessiow~ t‘C/r} .
certificate, cipher | choose, Rggp weg 2
choose secret S, <& J

compute
K =f(S.R ajice-RBob)

Q| {S)gep {keyed hash of handshake msgs} | o
o Bob: !
» - @ gy §
compute
{keyed hash of handshake msgs} K =fS.Rpjice-Rpob) e 4’
/= | J

't da(protected with keys derived from K
t -« - — — — - — — — — — >

Protocol 19-1. (simplified) SSLv3/TLS
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?cgg ;é/e_ C(\//uu Swilés

CipherSuite Key Exchange Cipher Hash
TLS_NULL_WITH_NULL_NULL NULL NULL NULL
TLS_RSA_WITH_NULL_MDS RSA NULL MD5
TLS_RSA. WITH_NULL_SHA RSA NULL SHA
TLS_RSA_WITH_RC4_128_MD5S RSA RC4_128 MD5S
TLS_RSA_WITH_RC4_128_SHA RSA RC4_128 SHA
TLS_RSA_WITH_IDEA_CBC_SHA RSA IDEA_CBC SHA
TLS_RSA_WITH_DES_CBC_SHA RSA DES_CBC SHA
LS_RSA_WITH_3DES_EDE_CBC_SHA RSA 3DES_EDE_CBC SHA
- _DES_CBC_SHA DH_DSS DES_CBC SHA
TLS DH DSS_WITH_3DES_EDE_CBC_SHA DH_DSS 3DES_EDE_CBC SHA
TLS_DH_RSA_WITH_DES_CBC_SHA DH_RSA DES_CBC SHA
TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA DH_RSA 3DES_EDE_CBC SHA
TLS_DHE_DSS_WITH_DES_CBC_SHA DHE_DSS DES_CBC SHA
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA DHE_DSS 3DES_EDE_CBC SHA
TLS_DHE_RSA_WITH_DES_CBC_SHA DHE_RSA DES_CBC SHA
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA DHE_RSA 3DES_EDE_CBC SHA
TLS_DH_anon_WITH_RC4_128_MD5 DH_anon RC4_128 MDS
TLS_DH_anon_WITH_DES_CBC_SHA DH_anon DES_CBC SHA
TLS_DH_anon_WITH_3DES_EDE_CBC_SHA DH_anon 3DES_EDE_CBC SHA
Key
Exchange
Algorithm Description Key size limit
DHE_DSS Ephemeral DH with DSS signatures None
DHE_RSA Ephemeral DH with RSA signatures None
DH_anon Anonymous DH, no signatures None
DH_DSS DH with DSS-based certificates None
DH_RSA DH with RSA-based certificates None
RSA = none
NULL No key exchange N/A
RSA RSA key exchange None
Key Expanded v Block
Cipher Type Material Key Material Size Size
NULL Stream 0 0 0 N/A
IDEA_CBC Block 16 16 8 8
RC2_CBC_40 Block 5 16 8 8
RC4_40 Stream S 16 0 N/A
RC4_128 Stream 16 16 0 N/A
RES4Q CBC Block 5 8 8 8
DES_CBC Block 8 8 8 8
3DES_EDE_CBC Block 24 24 8 8
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Figure 19-4. Cryptographically protected record format
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Alice wants Bob

invents key K g

KDC

Kalicefuse Kag for Bob}

Bob

Kgon{use Kap for Alice}

Protocol 11-16. KDC operation (in principle)
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Alice wants Bob -
invents key Kap
Kaiice{use Kap for Bob} 2
3 ticket to Bob = Kggp{use Kap for Alice} ~ 2
= i
“I'm Alice”, ticket = Kgop{use Kap for Alice} >

Protocol 11-17. KDC operation (in practice}
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T

Nj, Alice wants Bob >
! invents key Kap
Kjice{ N, "BOb", Kag, ticket to Bob} Q
where ticket to Bob = Kgop{Kag, “Alice”} *
2 -
S ticket, Kag{No} — |8
icket,
;| 2 it . &
KAB&Z"LNS}
4 -l —
Kap{Na—1
5 AB{N;—1} >
Protocol 11-18. Needham-Schroeder
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I want to 1alk to you

i >
5 : Kgobi{Ne}
; Ny, Alice wants Bob, Kgoy{Ng} > [ [
invents key Kap Shov
Kaiice{ Ny, “Bob”, Kag, ticket to Bobj 8 extracts Ny l,
3 where ticket to Bob = Kgo,{Kag, “Alice”, N} x g #\«.C ovF
4 =z \< m

ticket, KAB{NZ}

Kag{No—1, N3}

Kag{Na—1}

Protocol 11-19. Expanded Needham-Schroeder
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Ne, “Alice”. “Bob”. KpycetNa, Ne.“Alice”, “Bob”)

K oo N N, “Alice”, “Bob,
‘ Keog{Ne, N, “Alice”, “Bob}
? l Q invents key Kap
3 X extracts NB Nc, KA"CQ{NA’KAB}! KBOb{NBrKAB} _§
31 g
Kaiicel Na: Kag!
R biwe o
Kaglanything recognizable) - 0

Protocol 11-20. Otway-Rees



The Kerberos authentication service (see Chapter 13 Kerberos V4) is roughly based on the
Needham-Schroeder protocol. It looks a iot simpler than these protocols because it assumes a uni-
versal idea of time, and includes expiration dates in messages. The basic Kerberos protocol is:

Nj, Alice wants Bob
1 - -
invents key Kap
Knjice{N1. ‘Bob”, Kap, ticket to Bob} o
where ticket to Bob = E
Kgob{Kag, “Alice”, expiration time}
2| 8 5
< i)
ticket, K where T is current time
3 Al T} -
Kap{T+1}
4 | AB

Protocol 11-21. Kerberos
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u_id-=u key
= id-== key

25 3 g,
Anbwort: Anfrage Antwort
Service S
TGT *th_]-IEY KEY >Jf<t,gs_snassin:\:l:l_]-:naj,r
- TGl'I: tgs Session_key TGT *tgs key 5 session_key
nfrage : ;
. M4 FCEY *urer t0s._Seesion ker 1 CST *e_pey
tgs_Session_key =

s_session_lkey
tgs_id u_id

Client: User u

- u key
—> u id
i
ST #=z pew KEY *s session key
5_session_key rESpOnse
u_id
- KEY *5_5 ez=zion key
timestamp
u_id
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ALGORrITHM. SHA-1.
Input: A message z € {0,1}".
Output: A hash value H € {0,1}'6°.

Constants and round functions:
1. h «— (67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1FO).

([ 5A827999, 0 < j < 20, (32 bits of V2)
6ED9EBA1, 20 < j < 40, (32 bits of v/3)
8F1BBCDC, 40 < j < 60, (32 bits of vV}

| CA62C1D6, 60 < j < 80. (32 bits ofA/7)

K «— <

(BAC)V (BAD), #<j<?20,

B C o D, 20 < 5 < 40,
fj(B,C,D o b C D S
(BANC)V (CAD (D A B),
B C o D, 60 < 5 < 80.
Precalculations:

2. Padding: # « z|1|0*N]z|) o/ mit 0 < d < 512 so, that
|Z| is a multiple of 512 346 - 32.
3. Cut z in 32-bit words: TOL1L2 ... L16m —1-
4. Initialize: (Hy, Ho, H, Hy, N5) <— h.
Main calculation:
5. For: =0..m — 1 do 6-13

6. For j =0.. do Wj — L16i+j-

7. For j = J/6..79 do

8. WA «— (W'_g bW._g @Wj_14 D Wj—lG)@l .
9. (A, #,C,D,E) « (Hy, Ho, Hs, Hu,

10. Fof 7 = 0..79 do 11-12

11. t— AQ5+ fj(B,C,D)+ E + W; NK;.

12. (A,B,C,D,E) — (t,A, BQ 30,C, D).

13. (Hi, Ho, Hy, Ha, Hs) —

(Hl +A7H2 +B7H3 +CaH4+D7H5 +E)
4. Return H1|H2|H3|H4|H5.

Michael Nisken Electronic passports and biometrics, December 7, 2006
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