Lecture Notes
electronic passports & biometrics

Michael Nusken
b-it

(Bonn-Aachen International Center

for Information Technology)

summer 2009

©2009 Michael Niisken



FassporT

aaﬁéw#ccmé'au L ‘ ic‘?v\ f‘i.gcql/m

Vnizfue “d-vvmber
“SSU\\S : On'-// fo/al mw‘uc[ Peges

: KMM.f
WU con. 1> ¥ ;
pe:!a:z.i C/&//e 0[\/6!?{;‘%4
\ ! 4 !

C/CS :

?Looéﬂjmf)lp . P'COL)'MG SCahm

. IS SCan

n.a#»’ow;ﬂu[
Coum('\"j:

c((x[( (7,( L);'r-/d
P/C‘(C O.f éir‘l‘

g & " ﬂfﬂl (c(c/,f;(

‘-(;uo < :a Ll

- mellu's wawme




Table HIA-1.

Summary of security recommendations

Threats

Basic features

Additional features

Counterfeiting

Paper substrates (5.1.1)

Label substrates (5.1.2)

Plastic/synthetic substrates
(5.1.4)

Security printing (5.2)

Numbering (5.2.3)

Inks (5.2.2):

controlied UV response
two-tone watermark
chemical sensitizers
appropriate absorbency and
surface characteristics

controlled UV response
chemical sensitizers

invisible UV fibres/planchettes
visible UV fibres/planchettes
non-peelable adhesive

as per paper or substitute
security features providing an
equivalent level of security in
plastic

two-colour guilloche background
rainbow printing

anti-scan pattern

microprinting

unique biodata page design

unique document number

UV inks on all pages
reactive inks

registered watermark
invisible UV fibres/
planchettes

visible UV fibres/planchettes
embedded or window thread

embedded or window thread

optically variable
feature(OVF)

intaglio printing

latent image

duplex pattern

3-D design feature
front-to-back register feature
deliberate error in microprint
unique design on every page
tactile feature

perforated document number
special typefonts

optically variable properties
metallic inks

penetrating numbering ink
metameric inks

infrared dropout ink
thermochromic ink
photochromic ink

infrared fluorescent ink
phosphorescent ink

tagged ink



Table [IIA-1.

Summary of security recommendations

Threats

Basic features

Additional features

Photo-substitution (5.4.4)

Alteration of the biodata
(5.4.4)

Page substitution (5.5.3/4)

Deletion/removal of stamps
and labels (5.5.5)

Document theft (5.7.1);

integrated biodata page
guilloche overlapping portrait
secure laminate or equivalent

reactive inks
secure laminate or equivalent

lock stitch or equivalent
unigue biodata page design

reactive inks

chemical sensitizers
high-tack adhesives {labels)
permanent inks (stamps)

good physical security
arrangements

control of all security components

serial numbers on blank
documents

secure transport of blank
documents

internal fraud protection system
international exchange on lost and

stolen documents

|

OVF over the portrait

digital signature in document
embedded image

secondary portrait image
storage and retfrieval system
for digital portrait images
biometric feature

chemical sensitizers in
substrate

secondary biodata image
OVF over the biodata

programmable sewing
pattern

fluorescent sewing thread
serial number on every page
page folio numbers in
guilloche

index marks on every page
biodata on inside page

over-lamination
high absorbency substrates
frangible substrate (labels)

CCTV in production areas
centralized production
digital signature
embedded image
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Source-Bundesdruckerei GmbH

Inlay with integrated
contactless chip

SPECIMEN

_ECTRONI

laminated
protective layer

Data page with
data and photograph

Inlay with

contactless chip

laminated
protective layer

Passport cover

Integrated Circuit

Antenna

Contactless module

P The contactless chip can be integrated into either the cover page or the data page.



Vew Hoeet  clue o K
Caw/ac([':fr oévo'fr Q)
' v-‘s:‘l/t Naéﬁé'uﬁ' ?ro cesec

uo\[ v:‘;:llg /

mcé'o waves Ore

0 UQfCR/?W{QAMV/

3)4*/ Aw{ !‘\9/(4.(3
{'72{- fou bafic acc esC cau/éo/
Hono 7 Do benls -

- ouSe€ 'aﬁ[/"’nc/ LO—M‘C'S l;’ access<
'\6 .ceuratlfve G[R.L / é‘é e.[, Qud,u ?V\‘u/S_

v USE&



Z(/&/‘s &« CI;( wa—'[‘* ?
b 4(#'@.,)4“ a/ a Darte-

(UM‘,“", et iy Feﬂ&u Zas a J;[/L\heo/ﬂwe )

vee bilowe Fns .,

* ““LJC“‘ZS 24 a/d’cwuu—wt’[
( COW\Icho‘/ C(:"—t c r/au/meuj/)

JO C v St

wL‘cZ CMQ/L‘ ggrem/{cf.
o “"40“4‘[/’ 0( /Z‘ ‘{’CW/

o leged

)M q‘ﬂ‘)/
b\ A
\Nl g"d"“l"‘ — «'oé«élf

L




”FL
Ef(mm/ ?fof Cc\'ta QLUC.S) é;:v/?é‘y 22.4.6¢

@

b bg _ ﬂ m

/- >
Veh\"\ccuA'Ou ef,‘('é '/pb‘

/
4

Wéa/ s u«,effa'o?v 'é &)VC MIA SR e SLC -

weco/ a m[é/éméou (Ou )% ?o-fé'/:ém(

) ¢
« b 4
i uceo( Xt e/cpom/'a/éaq A CR—p?
A

/

£ JA@"W,?[.' / eveoy /le we S lé be Q..‘ [/g /
ou | /
Us& [ QC‘K ‘ é gre v@ e

Excyrsion b fe f""f"‘
. COW\'N/LI !cc‘ewl‘x/ﬁf Jﬁ’u.é',ur

@:‘(‘r | :/KL«TJ“QZ;I &« ﬁ‘w:4 fc! &



g d (orlo‘mﬁy) Q. &[GM’Z G
22.¢.6%
1 € 6

@
@Ssoa‘aléﬂ’f for g “'é' < € G

a°
o 2« €6
os equu for ¥ ‘..
. a-'f _ 4 = a
OPL‘ouQ//.' L c ( sl /“C
@OM"A 'V‘e {'w ‘“‘l ™
ab = L. a
E‘Ka«féf !
| (Z ‘l') c/emm/‘ ore “Vé& es
M ,“L(,_,- @, 1, 2 -y V-7
a_.‘/ M (fuzlfm& (74 ”éf""/é/
a4 b __Qélfl:) mod V é%ﬂ
r“*c“lm{l' (Y .,z(:) Mo V72N Z i



= (aéb *M/V)l -
- v“‘.’_ . .
(43¢ 8%




( b
(Zg\“?’ ) u.a‘[ a (Tmaf {%3

)

'Zlﬁc lcwe L olCc[ a@/ ;0[ kt‘fc‘.‘wié/‘,
(A__ -»[< Caverse C o 4,[5‘9 t(uMHl(.‘L,






X
(& — Czé) )
o —> A
H —> (3
X ey
a —> 5 o=
::4&&

s T .

B 7S o(Ananv },0) = (B0
’?x =<'( 4' ;} ' ) = (Qré\
~ (2 t)

Z; =((’”’\g' 917‘{, ‘

z;‘ =
(23 x7,, f,)



XW »[a ca““‘fc/é c--/ A-f oéu‘ﬂé fuvag P (—?L
es . 2?2.1.6%
©

-/—ar‘: &\W a EZA/.
Bl b e Zy "a&[%/

© bevr (= %A/),
ars T”w& Move & no 5"54 £
e ] © 3 el £
ped: Lo b -
3 «q b ! 2’ !



A15€ 2, fuvarse {

EXM&/ Euc bileac Alts Hoenr pb
22v68
£7 L@

r q s/% 5. 83+ 4 NS = T
&\ & &7 <@ 1S @D
> A5 5 o 1 o -£F IS =S
@’5'@’ 12 A 4 -9 4 &7 45w =12
1@ 2| &« |14 6 |coert€1$=3
o | g 29 g7+ (-29) 15 = O .




Eurocrypt 2009

Conference Program 26. - 30. April 2009

Aptil 26, 2009 Sunday

10:00 — 17:00
17:00 — 21:00

Board Meeting (only IACR Board members)

Welcome Reception and Registration

April 27, 2009 Monday

08:30 Registration Desk open
09:00 — 09:15 Welcome / Opening Remarks
Session 1 .
09:15 — 10:55 Security, Proofs and Models I
Possibility and Impossibility Results for Encryption and Commitment
09:15-09:40  Secure under Selective Opening.
Mibir Bellare, Dennis Hofheinz, Scott Yilek
09:40 — 10:05 Br.eaklng RSA Geneqcally is Equivalent to Factoring
Divesh Aggarwal, Ueli Maurer
) . Resettably Secure Computation
10:05 =10:30 Vipul Goyal, Amit Sabai
10:30 — 10:55 On. the Security Loss in Cryptographic Reductions
Chi-Jen Lu
10:55-11:25  Coffee Break
Invited Talk Practlce.:-Onented P1:ovable-Secur1ty and
11:25 — 12:25 the Social Construction of Cryptography
: : Phillip Rogaway
12:45-13:45 Lunch
Session 2 .
13:45 — 15:25 Hash Cryptanalysis
On Randomizing Hash Functions to Strengthen the Security of
13:45-14:10  Digital Signatures
Praveen Gauravaram, Lars R. Knudsen
Cryptanalysis of MDC-2
14:10 — 14:35  Lars R. Knudsen, Florian Mendel, Christian Rechberger,

Soeren S. Thomsen



14:35 — 15:00
15:00 — 15:25
15:25 — 16:25
Session 3
16:25 — 17:40
16:25 — 16:50
16:50 — 17:15
17:15 — 17:40

April 28, 2009 Tuesday

08:30
Session 4
09:00 — 10:15
09:00 — 09:25
09:25 — 09:50
09:50 — 10:15
10:15 - 11:10
Session 5
11:10 — 12:25
11:10 — 11:35
11:35 — 12:00
12:00 — 12:25

12:25 - 13:30

Cryptanalysis on HMAC/NMAC-MD5 and MD5-MAC
Xiaoyun Wang, Hongbo Yu, Wei Wang, Haina Zhang, Tao Zhan

Finding Preimages in Full MD5 Faster than Exhaustive Search
Yu Sasaki, Kazumaro Aoki

Coffee Break + Poster Session Slot

Group and Broadcast Encryption

Asymmetric Group Key Agreement

Qianhong Wu, Yi Mu, Willy Susilo, Bo Qin, Josep Domingo-Ferrer

Adaptive Security in Broadcast Encryption Systems (with Short
Ciphertexts)
Craig Gentry, Brent Waters

Traitors Collaborating in Public: Pirates 2.0
Olivier Billet, Duong-Hieu Phan

Registration Desk open
Cryptosystems I
Key Agreement from Close Secrets over Unsecured Channels

Bhavana Kanukurthi, Leonid Reyzin

Order-Preserving Symmetric Encryption
Alexandra Boldyreva, Nathan Chenette, Younho Lee, Adam O'Neill

A Double-Piped Mode of Operation for MACs, PRFs and PROs:
Security beyond the Birthday Barrier
Kan Yasuda

Coffee Break + Poster Session Slot
Cryptanalysis

On the Security of Cryptosystems with Quadratic Decryption: The
Nicest Cryptanalysis
Guilbem Castagnos, Fabien Laguillaumie

Cube Attacks on Tweakable Black Box Polynomials
Itai Dinur, Adi Shamir

Smashing SQUASH-0
Kbaled Ouafi, Serge Vaudenay

Lunch
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14:00 — 18:00

18:00 — 23:00

Social Program - Meeting Point 13:40 in the foyer!

e City Walking Tour (2,5 h)

e City Bike Tour (3h)

e Chocolate Museum (1h)

e  Wallraf-Richartz Museum (1h)
e Boat Cruise (1h)

Rump Session

April 29, 2009 Wednesday

09:00 — 9:15
Session 6
09:15 — 10:30
09:15 — 09:40
09:40 — 10:05
10:05 — 10:30
10:30 — 11:25
Invited Talk
11:25 — 12:25
12:25 — 13:45
Session 7
13:45 — 15:25
13:45 — 14:10
14:10 — 14:35
14:35 — 15:00
15:00 — 15:25

15:25 — 15:45

Best Paper Award Ceremony
Cryptosystems II

Practical Chosen Ciphertext Secure Encryption from Factoring

Dennis Hofbeinz, Eike Kiltz

Realizing Hash-and-Sign Signatures under Standard Assumptions
Susan Hobenberger, Brent Waters

A Public Key Encryption Scheme Secure against Key Dependent
Chosen Plaintext and Adaptive Chosen Ciphertext Attacks
Jan Camenisch, Nishanth Chandran, Victor Shoup

Coffee Break + Poster Session Slot

Cryptography without (Hardly any) Secrets ?
Shafi Goldwasser

Lunch
Security, Proofs and Models II

Salvaging Merkle-Damgard for Practical Applications
Yeuvgeniy Dodis, Thomas Ristenpart, Thomas Shrimpton

On the Security of Padding-Based Encryption Schemes (Or: Why we

cannot prove OAEP secure in the Standard Model)
Eike Kiltz, Krzysztof Pietrzak

Simulation without the Artifical Abort: Simplified Proof and Improved
Concrete Security for Waters' IBE Scheme
Mibir Bellare, Thomas Ristenpart

On the Portability of Generalized Schnorr Proofs
Jan Camenisch, Aggelos Kiayias, Moti Yung

Coffee Break



April 29, 2009 Wednesday

Session 8
15:45 — 16:35
15:45 — 16:10
16:10 — 16:35
16:45 — 18:00
19:00 — 23:00

April 30, 2009 Thursday

Session 9
09:00 — 10:40

09:00 — 09:25
09:25 — 09:50
09:50 — 10:15
10:15 — 10:40
10:40 — 11:10
Session 10
11:10 — 12:25
11:10 — 11:35
11:35 — 12:00
12:00 — 12:25
12:25 — 12:40

Side Channels

A Unified Framework for the Analysis of Side-Channel Key Recovery
Attacks
Francoix-Xavier Standaert, Tal Malkin, Moti Yung

A Leakage-Resilient Mode of Operation
Krzysztof Pietrzak

IACR Membership Meeting

Conference Dinner - Boat Cruise
(2h, the boat leaves the pier of K&D at 20:00)

Curves

ECM on Graphics Cards
Daniel Bernstein, Tien-Ren Chen, Chen-Mou Cheng, Tanja Lange, Bo-Yin
Yang

Double-Base Number System for Multi-Scalar Multiplications
Christophe Doche, David Kobel, Francesco Sica

Endomorphisms for Faster Elliptic Curve Cryptography on a Large
Class of Curves

Steven Galbraith, Xibin Lin, Michael Scott

Generating Genus Two Hyperelliptic Curves over Large Characteristic
Finite Fields
Takakazu Satoh

Coffee Break + Poster Session Slot
Randomness

Optimal Randomness Extraction from a Diffie-Hellman Element
Pierre-Alain Fouque, Sebastien Zimmer, David Pointcheval, Celine
Chevalier

Verifiable Random Functions from Identity-based Key Encapsulation

Michel Abdalla, Dario Catalano, Dario Fiore

A New Randomness Extraction Paradigm for Hybrid Encryption
Eike Kiltz, Krzysziof Pietrzak, Martijn Stam, Moti Yung

Closing Remarks
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(t,‘) @»u/é "
ALcorITHMUS. SHA-1. fc '&vV/
Eingabe: Eine Nachricht z € {0,1}".

S Cee
Ausgabe: Ein Hackwert H € {0,1}%°9. “)
() brobe .
Konstanten und Rundenfunktionen:
1. h «— (67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1FO).

([ 5A827999, 0 < j <20, (32 Bits von V2)
6EDOEBA1, 20 S 4 < 40, (32 Bits von v/3)
8F1BBCDC, 40 < j < 60, (32 Bits von v/5)
CA62C1D6, 60 < j < 80. (32 Bits von V7)

Kj<—<

4

(BAC)VBAD), 0<j<20,

Be®CoD, 20 < j < 40,
f;(B,c,Dy=¢ OO =7

(BAC)V (CAD)V (DA B),

| BeCcaoD, 60 < j < 80.

Vorberechnungen:
2. Auffiillen: & « z|1]0%| (|z|)4, mit 0 < d < 512 so, daR
|Z| ein Vielfaches von 512 = 16 - 32 ist,

3. Zerlege ¢ in 32-Bitworte: £ = zgx122 ... T16m—1-
4. Initialisiere: (Hy, Ho, H3, Hy, Hg) «— h.
Hauptberechnung:

5. For : = 0..m — 1 do 6-13

6. For j = 0..15 do W, < Z16i+;.

7. For j = 16..79 do

8. Wi — (Wi_3@W,_s®W;_14aBdW;_16) Q1.
9. (A,B,C,D,E) — (Hl,Hg,Hg,H4,H5).

10. For j = 0..79 do 11-12

11. t— ARQS5+ f;(B,C,D)+ E+ W; + K;.
12. (A,B,C,D,E) «— (t,A,B& 30,C, D).
13. (Hy,H2,Hs,Hy, Hs) «—

(Hy + A, Hs + B, Hs + C,Hy + D, Hs + E).
14. Antworte H1|H2|H3|H4|H5.

Michael Niisken Krvotographie. 8 Februar 2001
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ECDSA Setup:

o Implement an elliptic curve E (so we can add
and subtract points, multiply points with an
integer) and choose a point P of prime order gq.
(In fact, we work in the g-element group (P)
generated by P.) We assume that ¢ is a, say,
160-bit prime.

o Fix a cryptographic hash function HASH. The
DSS chooses SHA-1 which produces a 160-bit

value.

o Alice chooses a secret key a €r Z, and
publishes her public key A =a - P € E.

ALGORITHM. ECDSA sign.

Input: Global parameters: the base point P, Alice’
public key A, her secret key a and a
message m € {0,1}".

Output: A signature (b*,c) € Z,.

1. Calculate e = HASH(m) € Z,.

2. Repeat 3-5

3. Choose 8 €r Z,; at random.

4 Calculate 8- P = (x1,y1) in the elliptic

curve E and let b* = x1 rem gq.
5. Solve Bc = e+ ab™ in Z, for c € Z,.
6. Until b* #0 and ¢ # 0
7. Return (b*,c).

Michael Nisken electronic passport and biometry, 14 November 2006



ALGORITHM. ECDSA verify.

Input: Global parameters: the base point P, Alice’
public key A, the message m € {0,1}" and
the signature (b*,c) € Zgq X Zq.

Output: A boolean value stating whether the

signature is valid.

Verify that b*, c € Z,. Else Return FALSE.
Calculate e = HASH(m) € Z,.

Calculate (z1,y1) =c 'e-P+c 'b*- A€ E.
If £1remq # b" then Return FALSE

Else Return TRUE

A e

If both parties are honest then
cle- P+c b - A=c'(e+ba)-P
—c¢'Bc-P=3-P

and so the x-coordinate of this point is the same
that was used to define b* and the signature is

valid.

Michael Nisken electronic passport and biometry, 14 November 2006
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Technical Report

PKI for Machine Readable Travel Documents offering ICC read-only access
Release : 1.1
Date : October 01, 2004

Annex E  Basic Access Control and Secure Messaging

E.1 Key Derivation Mechanism

The computation of 2 key 3DES keys from a key seed (K;eeq) is used in both the establishment of the
Document Basic Access Keys (Kene and Kuac) and the establishment of the Session keys for Secure
Messaging.

A 32 bit counter c is used to allow for deriving multiple keys from a single seed. Depending on
whether a key is used for encryption or MAC computation the following values MUST be used:

c=1(i.e. ‘0x 00 00 00 01°) for encryption,
¢ =2 (i.e. ’0x 00 00 00 02*) for MAC computation.

The following steps are performed to derive 2 key 3DES keys from the seed K4 and c:

1. Let D be the concatenation of K..q and ¢ (D = K4 || €©).
2. Calculate H=SHA-1(D) the SHA-1 hash of D.
3. Bytes 1..8 of H form key K, and bytes 9..16 of H form key K.
4. Adjust the parity bits of keys K, and K,, to form correct DES keys.
=1 (ENC
Kseed ;2 gM AC;

R |
=

Bytes 1..16 of 20 bytes (160) bits,
interpreted as big-endian byte output
from the hash function

1 2 3| 4 5 6 718 9 (10|11 |12 |13 |14 | 15| 16 17 | 18 | 19| 20

Ka Kb not used

Figure 1: Compute keys from key seed scheme

E.2 Authentication and Key Establishment

Authentication and Key Establishment is provided by a three pass challenge-response protocol
according to ISO 11770-2 Key Establishment Mechanism 6 using 3DES as block cipher. A
cryptographic checksum according to ISO/IEC 9797-1 MAC Algorithm 3 is calculated over and
appended to the ciphertexts. The modes of operation described in Annex E.4 MUST be used.
Exchanged nonces MUST be of size 8 bytes, exchanged keying material MUST be of size 16 bytes.
Distinguishing identifiers MUST NOT be used.

In more detail, IFD and ICC perform the following steps:
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E.4 3DES Modes of Operation

E.4.1 Encryption

Two key 3DES in CBC mode with zero IV (i.e. 0x00 00 00 00 00 00 00 00) according to ISO 11568-2
is used (see diagrams below). No padding for the input data is used when performing the MUTUAL
AUTHENTICATE command. During the computation of SM APDUs, padding accordmg to ISO
9797-1 padding method 2 is used.

TDES Encryption
Key Ka ' Key Kb Key Ka
E[K](Data)
—> DES > DES! DES —
TDES Decryption
Key Ka Key Kb Key Ka
E[K](Data) Data
—> DES! - DES DES! I
xn-1 Xn
|V= BE R ) T ° °
Ka Ka Ka '
— TDES . — TDES —p TDES
Kb Kb Kb
Y0 Y1 Yn—1 Yn
Final result
v = zero initialization vector
Kl X = plain text (message to encrypt) where each block X, is 64-bit long
Yl Y = resulting cryptogram (encrypted message) where each block Y, is 64-bit long

Figure 4: 3DES Encryption/Decryption in CBC Mode
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Technical Report

PKI for Machine Readable Travel Documents offering ICC read-only access
Release 1 1 R
Date : October 01, 2004

E.4.2 Message Authentication
Cryptographic checksums are calculated using ISO/IEC 9797-1 MAC algorithm 3 with block cipher
DES, zero IV (8 bytes), and ISO9797-1 padding method 2. The MAC length MUST be 8 bytes.

After a successful authentication the datagram to be MACed MUST be prepended by the Send
Sequence Counter. The Send Sequence Counter is computed by concatenating the four least
significant bytes of RND.ICC and RND.IFD respectively:

SSC=RND.ICC (4 least significant bytes) || RND.IFD ( 4 least significant bytes).

The Send Sequence Counter is increased every time before a MAC is calculated, i.c. if the starting
value is x, in the next command the value of SSC is x+1. The value of the first response is then x+2.

X1 xn-1 Xn
sSC ° ? ° °
Ka ! Ka |
i Encrypt - Encrypt i —» ° Encrypt EaJ Encrypt
YO Y1 Yn-1 Yn
.
' Kb
cCcC = Cryptographic Checksum —»> Decrypt
SSC = Send Sequence Counter
X = Text Block
Y, = Check Block '
i
. Encrypt

Figure 5: Retail MAC calculation
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Machine Readable Travel Documehls

. FUTURE VERSION OF LDSprp

ISSUING STATE or ORGANIZATION
RECORDED DATA

Document Type

Issuing State or organization

Name (of Holder)

Document Number

ADDITIONAL PERSONAL DETAIL(S)

Additional Personal Detail(s)

ADDITIONAL DOCUMENT DETAIL(S)

Additional Document Detail(s)

——
Check Digit - Doc Number
Deltail(s) [
Recorded Nationality
n Date of Birlh
MRZ —
Check Digit - DOB ™
Sex
Data of Expiry or Valid Until Date
. Check Digit DOENVUD -~

Optional Data

Check Digit - Optional Data Field

OPTIONAL DETAIL(S)

Optional Detail(s)

' Composite Check Digit
Encoded obal trhange Encoded Face
|de?§¥{"}?§&°}" Additional [s[c8  Encoded Finger(s)

. Feature(s) Dl B Encoded Eye(s)
Digplayed NG Displayed Portrait
Ic:fergittliﬁg:iso)n D36 Reserved for Future Use
' Displayed Signature or Usual Mark
‘Encoded DGE Data Feature(s)
Security DGY Structure Feature(s)
Feature(s)
DG10 Substance Feature(s)
U Additional Personal Detail(s)
' Additional Document Detzil(s}
D Optional Detail(s)
DG14 Reserved for Future Use
DG Active Authentication Public Key Info

DG16 Person(s) 1o Notify

RECEIVING STATE and APPROVED
RECEIVING ORGANIZATION RECORDED
DATA

_PERSON(S) TO NOTIFY

Person(s) to notiiy

AUTOMATED BORDER CLEARANCE

Automated Border Clearance Detail(s)

ELECTRONIC VISA RECORD(S)

Electronic Visa Detail(s)

TRAVEL RECORD(S)

Figure NI-2.

Travel Record Detail(s)

T E

Data group reference numbers assigned to LDS
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ICAO MRTD REPORT 1

Why ICAO Selected

the Face as

Primary Biometric Identifier

specified to ePassports

by ICAQO Secretariat

t has long been recognized that names and
I honour are not sufficient to guarantee that

the holder of an identity document (such as a
Machine Readable Passport - MRP) assigned to
that person by the issuing State is guaranteed to
be the person purporting, at a receiving State, to
be the same person to whom that document was

issued.

The only method of relating a person irrevocably
to his travel document is to have a physiological
characteristic of that person associated with the
travel document in a tamper-proof manner. This
physiological characteristic is a biometric.

After a five-year investigation into the opera-
tional needs for a biometric identifier which
combines suitability for use in the MRP issuance
procedure and in the various processes in cross-
border travel consistent with the privacy laws of

various States, ICAO has specified that facial
recognition shall become the globally interoper-
able biometric technology. A State may also
optionally elect to use fingerprint and/or iris
recognition in support of facial recognition.

In reaching this conclusion, ICAQO observed that
for the majority of States the following advan-
tages applied to facial images:

+ Facial photographs do not disclose informa- .
tion that the person does not routinely dis-
ﬁ‘ .
close to the general public.

+ The photograph (facial image) is aiready
socially and culturally accepted international-
ly.

+ The facial image is already collected and veri-
. R . .
fied routinely as part of the MRP application
e
form process in order to produce a passport to
Doc 9303 standards.

+ The public is already aware of the capture of a
facial image and its use for identity verification
purposes.

+ The capture of a facial image is non-intrusive.
The end user does not have to touch or inter-
act with any physical device for a substantial
timeframe to be enrolled.

+ Facial image capture does not require new
and costly enrollment procedures to be intro-
duced.




-

Capture of a facial image can be deployed rel-
atively_immediately, and the opportunity to
capture facial image; retrospectively is also
available.

Many States have a legacy dPtaEaie of facial
images captured as part of the digitized pro-
duction of passport photographs which can
be encoded into facial templates and verified
for identity comparison purposes.

In appropriate circumstances, as decided by
the issuing State, a facial image can be cap-
tured from an endorsed photograph, not
requiring the person to be physically present.

For watch lists, a photograph of the face is
generally the only biometric available for
comparison.

Human verification of the biometric against
the photograph/person is relatively simple
and a_familiar process for border control
authorities. ‘

I ICAO MRTD REPORT @ 17

Optional additional biometrics

States can optionally provide additional data
input to their (and other States) identity verifica-
tion processes by including multiple biometrics
in travel documents, i.e. a combination of face
and/or fingerprint and/or iris. This is especially
relevant where States may have existing finger-
print or iris databases in place against which they
can verify the biometrics proffered to them; for
example, as part of an ID card system.

Storage of an optional fingerprint biometric

There are three classes of fingerprint biometric
technology: finger image-based systems, finger
minutiae-based systems, and finger pattern-
based systems. Whilst standards have been
developed within these classes to make most
systems interoperable amongst their class, they
are not interoperable between classes. Three
standards for fingerprint interoperability are
therefore emerging: storage of the image data,
storage of the minutiae data and storage of the
pattern data. Where an issuing State elects to
provide fingerprint data in its ePassport, the stor-
age of the fingerprint image is mandatory to per-
mit global interoperability between the classes.
The storage of an associated template is option-
al at the discretion of the issuing State.

Storage of an optional iris biometric

Iris biometrics are complicated by the dearth of
proven vendors. A de facto standard for iris bio-
metrics has therefore emerged based on the
methodology of the one recognized vendor.
Other vendors may in future provide iris technol-
ogy, butitis likely they will need the image of the
iris as their starting point, rather than the tem-
plate created by the current vendor. Where an
issuing State elects to provide iris data in its
ePassport, the storage of the iris image is manda-
tory to permit global interoperability. The stor-
age of an associated template is optional at the
discretion of the issuing State.

For more on this issue, please see ICAO Doc 9303
Part 1,Volume 2 sixth edition. ¢
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Optional Data
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Composite Check Digit
Encoded 'rmtu" e Encoded Face|
Identification Adiiona! Emcoded Finger(s)
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Ericasched Data Feature(s)
Security Structure Feature(s)
Feature{s)
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Mame of Holder
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FPersonal Number
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Addrass
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Title

Fermonal Summary
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Date of Issus
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Reserved for Future Use
Active Authentication Public Key Info
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Automated Border Clearance
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Automated Berder Clearance Detailiz)

Electronic Visals)

Travel Record{s)
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Source-Bundesdruckerei GmbH

Inlay with integrated
contactless chip

SPECIMEN

_ECTRONI

laminated
protective layer

Data page with
data and photograph

Inlay with

contactless chip

laminated
protective layer

Passport cover

Integrated Circuit

Antenna

Contactless module

P The contactless chip can be integrated into either the cover page or the data page.
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Technical Report
PKI for Machine Readable Travel Documents offering ICC read-only access

Release 0 1.1
Date : October 01, 2004
Mandatory if data Mandatory, only gg?g;fog dl/for
Response APDU is returned, Not used absent if SM error oy -
. D099’ is
otherwise absent. occurs.
present.

Table 1: Usage of SM Data Objects

Figure 2 shows the transformation of an unprotected command APDU to a protected command APDU
in the case Data and Le are available. If no Data is available, leave building DO *87’ out. If Le is not
available, leave building DO ‘97’ out.

Unprotected command APDU

Cmd Hdr Le Data Data Data Le
4 Bytes 8 Bytes 8 Bytes 6 Bytes
Pad data
\ Y
Cmd Hdr Data Data Data oAt 1A
4 Bytes 8 Bytes 8 Bytes 6 Bytes 80"00 Le
Encrypt
Y
TDES Le
‘ Build DO '87' ‘
87" L ‘01" X1 X2 Xi Xn Le
Add and pad command header Build DO '97"
Cmd Hdr oA AT A 1A [ . Padding
4 Bytes 80" '00' '00' '00! 87'L '01' <encdata> 97 L Ne | a000.7
Compute
Cryptographic
Checksum CC
Protected APDU
04'“; Har | ¢ '§7' L '01' <encdata> 97 | L | Ne ge | 08 cc 00"
ytes

Figure 2: Computation of a SM command APDU
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(@)
Figure 2.3 (a) Aninked fingerprint image; (b) the results of the local area contrast enhancement
algorithm on (a).
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Figure 2.5 Graphical representation (lateral view and top view) of the Gabor filter defined by the
parameters @ = 135°,f=1/5,0,= oy=3 [21].
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Figure 2.7 The orientation field is superimposed on the fingerprintimage in (a).In (}
of the Gabor filters-based contextual filtering of the fingerprintimage in Figure 2.3(c
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Figure2.6 Thevariation of the function hintheinterval[xq,x;]is the sumof amplitudesay,a;y, ...
ag [24].If the function is periodic or the function amplitude does not change significantly within
the interval of interest, the average amplitude ap, can be used to approximate the individual .
Then the variation may be expressed as 2c,, multiplied by the number of periods of the function

over the interval [21].
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are 2.8 (a) shows the result of binarization (through the ridge location algorithm of |
enhanced fingerprintimage in Figure 2.7(b). (b) shows the results of thinning the imag
single pixel width.
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Figure 2.9 Center pixel (P1) is determined to be on a ridge during thlnnléq
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gure 2.10 Center pixel (P1) is determined to be at the end of a ridge during thinning.
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Pe,cli.j)=360° Pe,c(i,j)=180°

re 2.13 Example of computation of the Poincaré index in the 8-neighborhood of pe
1ging (from the left to the right) to a whorl,loop and delta singularity, respectively. Note
e loop and delta examples (center and right), the direction of dg is first chosen upwar
ute the angle between dy and d1) and then successively downward (when computing
' between d; and dg) [21].
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jure 2.3(a) for display.
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