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Introduction
This work is based on the research with the same title:  “Secure biometric authentication for weak computational devices” conducted by M.J. Atallah, K.B. Frikken, M.T. Goodrich and R. Tamassia. The research shows the solution of the problem of implementing secure biometrical authentication methods with limited computational resources.  The solution uses hash functions as the main cryptographic method and avoids using the computationally expensive methods. 
This report gives the short overview of the research “ Secure biometric authentication for weak computational devices” (part 2). Also it provides some overall information of biometrics and mathematical and cryptographic basics used in the research (part 1). 
1 Relevant  theoretical information on biometry and security

This part of the report contains the overall information on today’s biometrics and its implementation in security and cryptography.  

The authors of the research propose hash functions as lightweight computational primitives that can be used for weak devices. So this chapter provides some information on the hash function and their use in cryptography. 
1.1 Biometrics

According to the dictionary, Biometrics refers to methods for uniquely recognizing humans based upon one or more intrinsic physical or behavioral traits. In information technology, in particular, biometrics is used as a form of identity access management and access control. [1]
Another definition: 
Biometrics is the science and technology of measuring and analyzing biological data. In information technology, biometrics refers to technologies that measure and analyze human body characteristics, such as fingerprints, eye retinas and irises, voice patterns, facial patterns and hand measurements, for authentication purposes. [5] 
Biometric characteristics are divided into two main classes:

· Physiological are related to the shape of the body. For example: fingerprint, face recognition, DNA, hand and palm geometry, iris recognition (which mostly replaced retina), and odor/scent. 

· Behavioral are related to the behavior of a person. For example: typing rhythm, gait, and voice.
There are several types of biometric identification schemes [1]: 

· face: the analysis of facial characteristics 

· fingerprint: the analysis of an individual’s unique fingerprints 

· hand geometry: the analysis of the shape of the hand and the length of the fingers 

· retina: the analysis of the capillary vessels located at the back of the eye 

· iris: the analysis of the colored ring that surrounds the eye’s pupil 

· signature: the analysis of the way a person signs his name. 

· vein: the analysis of pattern of veins in the back of the hand and the wrist 

· voice: the analysis of the tone, pitch, cadence and frequency of a person’s voice. 

Biometric-based identification includes those steps: 
· Physical measurement of user characteristics to get the user biometric data (taking the fingerprints)

· Extraction of feature from the measurement

· Result comparison with previously-stored biometric information
1.2 Biometric-based identification - advantages and disadvantages
Nowadays many systems require reliable personal recognition mechanisms to either confirm or determine the identity of an individual requesting their services. The purpose of such mechanisms is to ensure that the services are accessed only by a legitimate user and no one else. For example: secure access to buildings, computer systems, laptops, cellular phones, and ATMs. Without reliable personal recognition schemes, these systems are vulnerable to the wiles of an adversary. Biometric recognition refers to the automatic recognition of individuals based on their physiological and/or behavioral characteristics. [2]
With biometric technology, a more robust level of se​curity and protection can be achieved in the identifica​tion component of access control, ID, and verification programs. 

Three basic means or levels of identification are often referred to in identity management functions: 

· First and the lowest level is defined as “what you have” in your possession, for example a driving license or a credit card.

· The second level is “what you know,” for example a password or an answer for “secret question”.
· The highest level is “who you are,” which includes the measurement of biometrical characteristics or traits and their recognition.
In recent years biometrics had some impediments that postponed its development and wide-usage. The main disadvantage of nowadays biometrics is its lack of general standardization. During its development many competing, vendor-proprietary devices appeared. It is one of the reasons why biometric is not that widespread in the private sector. They are barely complied with existing standards which provides additional problems with privacy, security, usability and profitability. However, the cost of biometric devices and software have decreased fast over the last few years and the technology is now being of​fered as a standard component of security applications like laptop login or a device ac​cess control. In the future we should expect further grow of usage of biometric authentication and the researches on faster and more secure biometric algorithms will support it. 
1.3 Mathematical basis of the research
In the research conducted by M.J. Atallah and the others the authors implement several mathematical methods. I would like to give a short overview of them in the separate chapter. 

This mathematical basis includes:

· Hamming distance

· One-way hash functions

· Cryptographic “hardness”
1.3.1 Hamming Distance
Hamming distance between two strings of equal length is the number of positions at which the corresponding symbols are different. Put another way, it measures the minimum number of substitutions required to change one string into the other, or the number of errors that transformed one string into the other. For binary strings a and b the Hamming distance is equal to the number of ones in a XOR b. [1]

1.3.2 Cryptographic Hash
Hash functions are widely used in cryptography. A cryptographic hash function is a deterministic procedure that takes an arbitrary block of data and returns a fixed-size bit string, the (cryptographic) hash value, such that an accidental or intentional change to the data will change the hash value. The data to be encoded can be called the "message", and the hash value is sometimes referred to as the message digest or simply digest. [1]
The ideal cryptographic hash function has four main properties:

· it is easy to compute the hash value for any given message, 

· it is infeasible to find a message that has a given hash, 

· it is infeasible to modify a message without changing its hash, 

· it is infeasible to find two different messages with the same hash. 

Most cryptographic hash functions are designed to take a string of any length as input and produce a fixed-length hash value.

A cryptographic hash function must be able to withstand all known types of cryptanalytic attack. As a minimum, it must have the following properties:

· Preimage resistance: given a hash h it should be hard to find any message m such that h = hash(m). This concept is related to that of one way function. Functions that lack this property are vulnerable to preimage attacks. 

· Second preimage resistance: given an input m1, it should be hard to find another input, m2 (not equal to m1) such that hash(m1) = hash(m2). This property is sometimes referred to as weak collision resistance. Functions that lack this property are vulnerable to second preimage attacks. 

· Collision resistance: it should be hard to find two different messages m1 and m2 such that hash(m1) = hash(m2). Such a pair is called a (cryptographic) hash collision, and this property is sometimes referred to as strong collision resistance. 
These properties imply that a malicious adversary can not replace or modify the input data without changing its digest. Thus, if two strings have the same digest, one can be very confident that they are identical.

A function meeting these criteria may still have undesirable properties. Currently popular cryptographic hash functions are vulnerable to length-extension attacks: given h(m) and len(m) but not m, by choosing a suitable m' an attacker can calculate h (m || m'), where || denotes concatenation. This property can be used to break naive authentication schemes based on hash functions. The HMAC construction works around these problems. [7]
Ideally, one may wish for even stronger conditions. It should be impossible for an adversary to find two messages with substantially similar digests; or to infer any useful information about the data, given only its digest. Therefore, a cryptographic hash function should behave as much as possible like a random function while still being deterministic and efficiently computable.

1.3.3 Cryptographic “hardness”

In cryptographic practice, "hard" generally means "almost certainly beyond the reach of any adversary who must be prevented from breaking the system for as long as the security of the system is deemed important." The meaning of the term is therefore somewhat dependent on the application, since the effort that a malicious agent may put into the task is usually proportional to his expected gain. However, since the needed effort usually grows very quickly with the digest length, even a thousand-fold advantage in processing power can be neutralized by adding a few dozen bits to the latter.

In some theoretical analyses "hard" has a specific mathematical meaning, such as not solvable in asymptotic polynomial time. However, those theoretical senses of "hard" have little or no connection to the practical sense above.

2 Secure protocol for weak computational devices

In this chapter we would discuss the solution itself. 
2.1 Purpose of the research

Advantages of biometrical-based identification make it the rapidly developing branch of cryptography nowadays. Being one the idea from science-fiction movies, biometrical data now is used to identify people in different circumstances. For example many people already have biometrical passports that can help to properly identify its owner.
The growth of biometrical technology also multiplies the number of weak computational devices that are used for authentication. This brings a challenge to the developers of security schemas – how to use the limited memory and computational capabilities of such devices to provide the safe transfer and storage of biometrical data? This kind of data requires the most serious security measures because of it being highly personal. 

The authors of the article “Secure biometric authentication for weak computational devices” provide their own solution to overcome the mentioned difficulties. They study the usual case of client-server architecture of data transfer.
The authors specifically aim their efforts on devices with limited memory and embedded microprocessors as they are frequently used in everyday life in cars, machinery, manufacturing plants and different kinds of battery-operated devices. Authors assume that weak clients and servers can compute cryptographic hashes but not the more expensive cryptographic primitives and protocols. At the same time the scientists solve the problem of cryptographic hashes implemented for the variable biometrical data. The biometrical information, even from the same individual may vary from one measurement to the next. This provides additional difficulties because hashes of even slightly different vectors would be completely different. It complicates the comparison of the recently-read biometrical data to the reference vector in storage. 
Another basic parameter of this approach is to avoid relying on physical tamper-resistance of the client device.  The authors refer to relying on tamper-resistance as “putting too many eggs in one basket”[6]. The same would be relying completely one the security of a remote online server. They propose the balanced solution that requires an adversary to compromise both server and client to get the information. 
2.2 Terminology

In the article there are some specific terms used. The authors explain their solution making the reference to the real world situation – a user with a smartcard reader is contacting a bank.[6]
Terms:

User (client) – there owner of biometrical information

Reader (smartcard) – the device that makes the biometric measurement and feature extraction. It is assumed that the client has physical possession of the reader and the biometric itself (e.g. the finger to make a fingerprint)

Server (bank) – part of the system that stores data and provides authentication of the client

Comparison unit – part of the server that carries out the the alignment and comparison of the data (reference vectors)
Communication channel – media between reader and comparison unit

This structure and terminology is also represented on the picture 1:
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Picture 1: Basic structure of the solution

2.3 Security Model
The developed security protocol fulfills several security requirements that are necessary for protection of biometrical data against an adversary.
The authors have such basic requirements for their creation:

· Scheme should be resilient against insider’s attack

· Adversary should not be able to impersonate the user

· Adversary should not be able to get the cleartext biometric information of the user

Those general security principles are detailed as possible attacks that can be organized by an adversary and scheme of how the proposed solution resists to these attacks. 
Attacks and types of adversary can be defined by the resources they were able to obtain:

Adversary is defined by the resources that he has:

· Client device – when an adversary is able to get the client device from the user (“smartcard”) and is/is not able to get all the information from it.
· Uncracked (SCU)
· Cracked (SCC) 
· Fingerprint (FP) – the biometrical information from the user, for example the fingerprint copy or some more extreme cases
· Eavesdrop – an adversary can get information from different parts of the system
· Server Database (ESD): all user info on server
· Communication Channel (ECC): all info sent 
· Comparison Unit (ECU): ESD + ECC + comparison result 
· Malicious (MCC): ECC + change values. When an adversary was able not only to eavesdrop the communication channel but also could change values. The authors consider adversaries that are able to change server database or comparison unit outside of the scope of their project and attack model. [6]
This model is represented on the picture 2:
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Picture 2: the attack model 
The security principles can be also defined in the terms of confidentiality, integrity and availability:

Confidentiality - Adversary should not be able to learn information about user’s biometry (cleartext biometric information). This includes both the one that is stored in the database and the one that is measured now by user’s client device. 

Integrity - Adversary should not be able to impersonate the client without having to invert the one-way function or guessing a fingerprint. 
Availability - Adversary should not be able to make the client unable to use the service. 

The security properties of the system can be summarized in the table. The words “Strong”, “Weak” and “No” show the three categories of security provided by the system against the specific types of adversary. 

	Resources 
	Confidentiality
	Integrity
	Availability 

	Fingerprint 
	NO 
	STRONG 
	STRONG 

	Smartcard Cracked + Database 
	NO 
	NO 
	NO 

	Smartcard Uncracked + Fingerprint 
	NO 
	NO 
	NO 

	Malicious + Database 
	STRONG 
	NO 
	NO 

	Smartcard Uncracked  + Malicious + Database 
	NO 
	NO 
	NO 

	Malicious 
	STRONG 
	STRONG 
	NO 

	Smartcard Uncracked 
	STRONG 
	STRONG 
	NO 

	Smartcard Uncracked  + Comparison Unit 
	WEAK 
	WEAK 
	NO 


Table 1 Summary of security properties

2.4 Security protocol
The problem that the scientists are trying to solve is a difficult one. In the article they first give some preliminary solutions – false starts that contain some common mistakes that are usually made in the operations with biometrical data. For the simplicity those solutions are explained using binary reference vectors (from biometric data) and Hamming distance as the comparison mechanism. Then the final solution is extended for arbitrary vectors and different distance functions. 

The basic idea of the method is this: 

· F0 - stored reference vector (server)
· F1 – recently measured biometric vector (client)
· Dist(F0 ,F1) – Hamming distance between F0 and F1 
· Identification: Dist(F0 ,F1) < Threshold
The server stores a reference vector (got from user biometric data some time ago). User sends the reference vector that is acquired from his biometric data now. The server (more specifically – the comparison unit) checks the Hamming distance between the two vectors. If it is lower than some threshold – the vectors are considered equal and the user is allowed to login. 
The authors implement two parameters to measure the “quality” of proposed solutions:

· Correctness – the server correctly computes Dist(F0 ,F1)
· Privacy – the protocol reveals nothing about F0 and F1 other than Hamming distance

2.4.1 False-starts

Here are some preliminary solutions that show the idea of the final protocol and some constraints of biometric data in general and this approach in particularly. [6]
a) The data can be sent as clear text:
F1 – sent to the server in clear text (encrypted)
F0 - stored on the server in clear text (encrypted)

This is highly vulnerable to the possible attacks. It satisfies the correctness criteria, but does not satisfy the privacy requirement.
b) Server: stores h(F0||r) – hash of F0  and r – random vector
      Client: computes and sends h(F1||r) 

This solution has an obvious problem: cryptographic hashing does not preserve the distance between objects. (Privacy – OK, Correctness – Failed).
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Server: stores                vector sum, R – vector known only to the client  
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This solution has an information leakage – after a number of operations the server learns the positions where there is a difference between vectors. This leakage could reveal identifying characteristics of the client’s biometric information. (Privacy constraint – Failed, Correctness – OK).
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Server: stores                     , П – fixed random permutation known only to the client  
Client: computes and sends                      .
This solution also has an information leakage because the same permutation is used every time and over time it allows the server to determine identifying information in the biometrics. Though, for the single round of authentication the server learns only the Hamming distance between the vectors. (Privacy – almost, Correctness – OK).

This solution is the most promising and the final solution is based on this one 
2.4.2 Secure biometric authentication – Boolean case
As was mentioned above, the final scheme is based on the same idea as the final and the most promising of preliminary solutions. First the case of Boolean vectors is studied. The same mathematical routines are used in it and the input data is as follows:

· Server and Client:
· small collection of values, recomputed each round
· Q – number of copies of this info on server and client
· Q – also a number of fingerprint mismatches before re-registration
· Client:
· Fi+1 – boolean vector from biometrics on client
· Пi , Пi+1 – random permutations 
· Ri, Ri+1, Si, Si+1, Si+2 – random boolean vectors
· [image: image6.emf])
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Server: 
·                          , H(Si), H(Si, H(Si+1)) 
A round of authentication should:

· Convince the server that the client has biometric data (represented by vector Fi+1) that is close in the Hamming distance sense to Fi
· Refresh the input information for security reasons.

Here we will show the single round of communication step-by-step:
Step1: The user uses his client device to read a new biometric data: Fi+1. The client also generates Ri+1, Si+1, Пi+1
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Step2: The client connects to the server and sends the following values:                         , Si, T – transaction information that contains mixed data, including some hidden information related to particular access request (e.g. date and time)

Step3: The server on this step: 

· Computes: H(Si), compares it with stored H(Si) (yes: proceeds, no: aborts)

· [image: image8.emf])
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Computes: Dist (                    ,                          ) (yes: proceeds, no: aborts, info set – away)
Step4: If the outcome of the previous stage is a match, the server sends H(T) to the client. If not, then the server not only aborts the connection but also drops this set of information to prevent the replay attacks. When the server runs out of authentication parts it locks the user account and requires user to re-register
Step5: The client checks H(T) (Yes: proceed, No: error message to the server) Then the client sends the following information to the server:

· [image: image12.emf])
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And the client deletes the information from its memory: Fi+1, Ri, Si 

Still in its memory: Пi+1, Ri+1, Si+1, Si+2.
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Step6: The server verifies:                                 that it matches the previous value in storage. If it matches, that proves the client and server has the same random Si and Si+1. Then the server updates its storage and writes the following values there:                                         ,            
So after at each round server updates its database and stores the new values for user biometrical information. 

2.4.3 Secure biometric authentication – Arbitrary case
In this case the biometric vectors Fi and Fi+1 are arbitrary. The Boolean case is modified as follows:
· Fi , Fi+1 – arbitrary (non-binary) vectors

· Distance function depends on | Fi - Fi+1 |

· Si, Si+1, Si+2 – random Boolean vectors

· Ri, Ri+1 – random arbitrary vectors
· [image: image17.emf]))
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The arbitrary case requires: O((log∑)n), where ∑ - size of alphabet, n – number of items. So it makes a little information leakage as the server knows not only the distance, but also the component-wise difference. But since the values are permuted the leakage can be considered minimal. 

The leakage can be avoided completely by using the unary encoding for each value and Hamming distance computation. But that would require O(∑n) [6]
2.4.4 Security of the protocol
The developed protocol reaches the high level of security in the terms of confidentiality, availability and integrity. [6]
Confidentiality:
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F


i


Å




X Fi



[image: image20.emf]))


'


(


(


R


F


Å


P




)) ' ( ( R F 

Lemma 1: The pair of values                       and                       reveals nothing other than the distance between each pair of vectors.

· Theorem 1: The only cases where an adversary learns the fingerprint are those cases from the Table 1 and the list of adversary types: 

· Fingerprint
· Smartcard cracked + Database
· Smartcard uncracked + Database + Malicious
· Any superset of this values 

and:

· Smartcard uncracked + Comparison unit – weakly learns fingerprint (can probe different fingerprints)

Integrity:
Theorem 2 – Part 1: The only cases where an adversary can impersonate a client: 

· Smartcard uncracked +Fingerprint
· Smartcard cracked + Database
· Malicious + Database
· Any superset of this values
· Smartcard uncracked + Comparison unit – weakly impersonate the client

Availability:

Theorem 2 – Part 2: The only cases where an adversary can attack the availability of the attack are in: 

· Smartcard uncracked/ Smartcard cracked – without the device user will not be able to get the service
· Malicious
· Any superset of this values
2.4.5 Storage-computation tradeoff
The developed protocol with minor changes allows decreasing the storage space by increasing difficulty (and time) for authentication operation. This kind of flexibility can be very useful for weak computational devices, because memory there is usually limited and so for each particular device the protocol can be adjusted respectively. [6]
We would very briefly describe the main values of this version:

q-fingerprint mismatches may occur before the re-registration of the user is required.

Server requires:

O(1) – Storage
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O(q) – hashes to authenticate
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After  t  fingerprint mismatches the server has:

3 Conclusions
This report is based on the article  “Secure biometric authentication for weak computational devices” conducted by M.J. Atallah, K.B. Frikken, M.T. Goodrich and R. Tamassia. The article introduces the lightweight scheme for biometric authentication that can be used by weak computational devices.[6] 
The developed protocol:

Advantages: 

· Does not require complex cryptographic calculations

· Suitable for weak computational devices:

· Embedded processor
· Low memory capacity
· Battery-powered devices
· Highest level of security
· Cryptographic hashes
Additional requirements:
· Client’s fingerprint is protected
· For each successful identification the database must update its entry to the new value. 

Because of the last point the authors of the research present the following as an open problem: Is it possible to have a static database on server for a secure biometric authentication with cryptographic hashes?  
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