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5. Exercise sheet
Hand in solutions until Sunday, 13 May 2012, 23:59
Exercise 5.1 (IKEv2 parameter).

(10 points)

(i) Read RFC 5996.
(ii) If a Security Association (SA) expires, how can a new (valid) SA be negotiated?

2

(iii) After rekeying, may the new SA have cryptographic schemes being different from the old one?

1

(iv) What is a “Nonce”? How is it used in IKEv2? How long must a nonce
be? May it be chosen deterministically?

3

(v) Which block cipher algorithms can be used in IPsec/IKEv2? Give an up
to date list.

1

(vi) Describe the groups for the Diffie-Hellman key exchange that can be used
in IKEv2. In particular, are elliptic curves among them?

3

Exercise 5.2 (IPsec and IKEv1 criticism).

(8 points)

(i) At http://www.schneier.com/paper-ipsec.html you find the
IPsec and IKEv1 criticism of Niels Ferguson and Bruce Schneier. Read
and summarize it. (What are their recommendations? What are their
major reasons? Do they say whether IPsec/IKE is secure or how to make
it secure?)

4

(ii) Reconsider their arguments in the presence of IKE version 2 (that we
discussed in the course).

4
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Exercise 5.3 (Signed key exchange).

(6 points)

We have considered the Diffie-Hellman key exchange: Given a group G (additively written) generated by P of order d such that the discrete log problem
is difficult. To fix a shared secret key, Alice sends aP and Bob sends bP . Then
both can compute the shared key abP . This procedure is vulnerable to manin-the-middle attacks. So we modify the Diffie-Hellman key exchange and
assume that there is an infrastructure such that Alice and Bob can sign their
messages in a secure way. Thereby [m]Alice should denote the pair consisting
of the message m and a valid signature of m produced by Alice. To be polite
we should start with a "Hello".
Protocol 1. Signed and polite Diffie-Hellman key exchange.
1.
2.
3.
4.
5.
6.

Alice wants to talk.
Bob agrees.
Alice chooses a ∈ N<d , computes aP .
Bob chooses b ∈ N<d , computes bP .
Alice computes (a(bP ) = abP .
Bob computes (b(aP ) = abP .

[’Hello, I am Alice.’]Alice
−−−−−−−−−−−−−−−−−−−−−−−→
[’Hello, I am Bob.’]Bob
←−−−−−−−−−−−−−−−−−−−−−−−
aP
−−−−−−−−−−−−−−−−−−−−−−−→
bP
←−−−−−−−−−−−−−−−−−−−−−−−

Here is a further variant.
Protocol 2. Signed Diffie-Hellman key exchange.
1.
2.
3.
4.

Alice chooses a ∈ N<d , computes aP .
Bob chooses b ∈ N<d , computes bP .
Alice computes (a(bP ) = abP .
Bob computes (b(aP ) = abP .

I want to talk, [aP ]Alice
−−−−−−−−−−−−−−−−−−−−−−−→
Ok, [bP ]Bob
←−−−−−−−−−−−−−−−−−−−−−−−

Answer the following questions and prove your claims.
4

(i) Which of the two protocols are vulnerable against man-in-the-middle attacks, and which are not?

2

(ii) How could the vulnerable protocol(s) be modified by adding further
communication (not changing the present steps) to prevent man-in-themiddle attacks?

