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Before all: we are talking about a collection of protocols. Each partner of
the exchange has to keep some information on the connection. This is in our
context called the security association (SA). It contains specification about the
algorithms that should be used for encryption and authentication, it contains
keys for these, it may contain traffic selectors (filtering rules), and more. Each
SA manages a simplex connection for one type of service. In each direction there
will be an SA for the key exchange (IKE_SA) and one for the encapsulating
security payload or for the authentication header. So each partner has to
maintain at least four SAs. Such an SA is selected by an identifier, the socalled security parameter index (SPI). It is chosen randomly but so that it is
unique.

1. IPsec
The secure internet protocol modifies the internet protocol slightly. We have
the choice between transport and tunnel mode. In tunnel mode, an IP packet
IP payload

IP header

is wrapped in with a new IP header and an IPsec header to
new IP
header

IPsec header

IP payload

IP header

In transport mode, only the IPsec header is added:
IP header

IPsec header

IP payload

There are two types of IPsec headers: the encapsulating security payload (ESP)
and the authentication header (AH).
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1.1. IPsec encapsulating security payload. The ESP specifies that and
how its payload is encrypted and (optionally) authenticated. Actually, this
‘header’ is split into a part before and one after the data:

Security Parameter Index (SPI)
Sequence number
IV (optional)
Payload data [variable]
TFC padding [optional, variable]
Padding (0-255 octets)
Padding length

Next header

Integrity Check Value (ICV) [variable]

The security parameter index identifies the SA and thus all necessary algorithms and key material. To create the secured packet from the original one,
it is first padded. Padding is used to enlarge the data length to a multiple of a
block size that might be associated with the encryption. Traffic flow confidentiality (TFC) padding can be used to disguise the real size of the packet. Then
the data is encrypted; in tunnel mode including the old IP header. To be precise, all the information from Payload data to Next header is encrypted. Next,
a message authenticion code is calculated for this encrypted text and security parameter index, sequence number, initialization vector (IV) and possibly
further padding; actually the message authentication code covers the entire
packet but the header and the integrity check value plus the extended sequence
number and integrity check padding if any.
1.2. IPsec authentication header. The AH authenticates its payload and
also parts of the IP header. (Yes, this does violate the hierarchy.)
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2. Internet key exchange (version 2)
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Any message in the internet key exchange starts with a header of the form

IKE_SA initiator’s SPI
IKE_SA responder’s SPI
Major Minor
version version

Next payload

Exchange type

X

I VR X

Message ID
Length

Next payload

C

Reserved(0)
Payload

The C(ritical) bit indicates that the payload
is critical. In case the recipient does not support a critical payload it must reject the entire message. A non-critical payload can be
simply skipped. All the payloads defined in
RFC4306 are to be handled as critical ones
whatever the C bit says.

Exchange type
Reserved
IKE_SA_INIT
IKE_AUTH
CREATE_CHILD_SA
INFORMATIONAL
Reserved to IANA
Reserved for private use

Value
0-33
34
35
36
37
38-239
240-255

Payload length
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Clearly, the version is 2.0 with the present
drafts (major version: 2, minor version: 0).
The flags X are reserved, the I(nitiator) bit
is set whenever the message comes from the
initiator of the SA, the V(ersion) bit is set
if the transmitter can support a higher major version, the R(esponse) bit is set if this
message is a response to a message with this
Message ID. The header is usually followed by

4

Michael Nüsken

Next payload
None
RESERVED
Security Association
Key Exchange
Identification - Initiator
Identification - Responder
Certificate
Certificate Request
Authentication
Nonce
Notify
Delete
Vendor ID
Traffic Selector - Initiator
Traffic Selector - Responder
Encrypted
Configuration
Extensible Authentication
Reserved to IANA
Private use

Notation

SA
KE
IDi
IDr
CERT
CERTREQ
AUTH
Ni, Nr
N
D
V
TSi
TSr
E
CP
EAP

Value
0
1-32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49-127
128-255

2.1. Initial exchange.

Hdr, SK

IDi, [CERT, ][CERTREQ, ][IDr, ]
AUTH, SAi 2, TSi, TSr

−−−−−−−−−−−−(
−−−−−−−−−−−−−−−−−
)−−−−−→
Hdr, SK

IDr, [CERT, ]

Responder

Initiator

Hdr, SAi 1, KEi, Ni

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
Hdr, SAr 1, KEr, Nr, [CERTREQ]
←−−−−−−−−
−−−−
(−−−−−−−−−−−−−−−−−−−−−−)
AUTH, SAr 2, TSi, TSr

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Protocol 2.1. IKE_SA_INIT.
1. Prepare SAi1, the four lists of supported cryptographic algorithms for Diffie-Hellman key exchange
(groups), for the pseudo random function used to
derive keys, for encryption, and for authentication.
Guess the group for Diffie-Hellman and compute
KEi = g a .
Choose a nonce Ni.
2. Choose SAr1 from SAi1 unless no variant is supported.

Hdr, SAi 1, KEi, Ni
−−−−−−−−−−−−−−−−−−−−−→

IPsec & IKE
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Compute KEr = gb if the group was guessed correctly. (Otherwise send:
Hdr, N(INVALID_KE_PAYLOAD, group)
.)
Choose a nonce Nr.
3. Both parties now derive the session keys. We assume that prf is the selected pseudo random function which gets a key and a bit string as input.

Hdr, SAr 1, KEr, Nr,
[CERTREQ]
←−−−−−−−−−−−−−−−−−−−−−

SKEYSEED = prf(N i|N r, gab ),
SK_d|SK_ai|SK_ar|SK_ei|SK_er|SK_pi|SK_pr
= prf+(SKEYSEED, Ni | Nr | SPIi | SPIr)

0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

where prf+(K, S) = T1 |T2 |T3 | . . . , and T1 =
prf(K, S|0x01), Ti = prf(K, Ti−1 |S|i) for i > 1.
SK_d is used for the derivation of keys in a child
SA. SK_ai and SK_ei are used for authenticating and encrypting messages sent by the initiator,
SK_ar and SK_er for messages sent by the responder.
4. The initiator send its identity IDi, optionally one
or more certificates CERT, a certificate request
CERTREQ (possibly including a list of trusted
CAs), and optionally the responders identity IDr (it
may be that the responder serves multiple identities
‘behind’ it).
Further she computes an authentication AUTH (using the key from the first CERT payload) for the
entire first message concatenated with the responder’s nonce Nr and the value prf(SK_pi, IDi). The
authentication method can be RSA digital signature (1), shard key message integrity code (2), or
DSS digital signature (3).
Next payload C Reserved(0)
Auth method

Payload length
Reserved

Authentication data

The initiator starts to negotiate a child SA in SAi 2
with proposed traffic selectors TSi, TSr.



IDi, [CERT, ] 









[CERTREQ,
]




Hdr, SK [IDr, ]








 AUTH, SAi 2,




TSi, TSr
−−−−−−−−−−−−−−−−−−−−−→
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5. The responder sends its identity IDr, certificate(s).
He computes an authentication AUTH for the entire second message concatenated with the initiator’s nonce Ni and the value prf(SK_pr, IDr).
Further he supplies the answer SAr 2 to the child
SA creation and sends the accepted traffic selectors
TSi, TSr.





 IDr, [CERT, ] 
Hdr, SK AUTH, SAr 2,




TSi, TSr
←−−−−−−−−−−−−−−−−−−−−−

If this initial exchange is completed successfully the IKE_SA and a CHILD_SA
are ready for use. Keying material for the childs is generated similar to the
IKE_SA keys:
KEYMAT = prf+(SK_d, Ni | Nr)

Initiator

Hdr, SK

(

[N, ] SAi 2, Ni, [KEi, ]
[TSi, TSr]

)

−−−−−−−−−−−−−−(−−−−−−−−−−−−−)−−−−−−−→
Hdr, SK

SAr 2, Nr, [KEr, ]]

[TSi, TSr]

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Responder

2.2. Creating additional child SAs. Further childs can be created under
this IKE_SA using a CREATE_CHILD_SA exhange:

In case a CHILD_SA shall be rekeyed the notification payload N of type
REKEY_SA specifies which SA is rekeyed. This can be used to established
additional SAs as well as to rekey ages ones. Create new ones and afterwards
delete the old ones. Also the IKE_SA can be rekeyed similarly.
In a CREATE_CHILD_SA exchange including an optional Diffie-Hellman
exchange new keying material uses also the new Diffie-Hellman key g ir , it is
concatenated left to the nonces. (Though the Diffie-Hellman key exchange is
optional, it is recommended to either used it or at least to limit the number of
uses of the original key.)
2.3. Denial of Service. If the server has a lot of half open connections
(ie. the first message arrived, the second was sent but the third message is
pending) it may choose to send a cookie first. (In order to defeat a denial of
service attack.) It is suggested to use a stateless cookie consisting of a version
identifier and a hash value of the initiator’s nonce Ni, her IP IPi, her security
parameter index SPIi and some secret:
Cookie = verID | hash(Ni, IPi, SPIi, secretverID )

IPsec & IKE
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This way the secret can be exchanged periodically, say every second, and the
server only needs to store the last few (randomly) generated secrets.
The authentication AUTH then refers to the second version of the corresponding message, so the one including the cookie or responding to that,
respectively. So the protocol becomes:

Hdr, SK

IDi, [CERT, ][CERTREQ, ][IDr, ]
AUTH, SAi 2, TSi, TSr

−−−−−−−−−−−−(
−−−−−−−−−−−−−−−−−
)−−−−−→
Hdr, SK

Responder

Initiator

Hdr, SAi 1, KEi, Ni

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
Hdr, N(Cookie)
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
Hdr, N(Cookie), SAi 1, KEi, Ni
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
Hdr, SAr 1, KEr, Nr, [CERTREQ]
←−−−−−−−−
−−−−
(−−−−−−−−−−−−−−−−−−−−−−)
IDr, [CERT, ]

AUTH, SAr 2, TSi, TSr

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

2.4. Extended authentication protocols. The initiator may leave out
AUTH and thereby tell the responder that she wants to perform an extensible authentication which is then carried out immediately.
2.5. IP compression. The parties can negotiate IP compression.
The ID payload
0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

2.6. ID payload.

Next payload C Reserved(0)
ID type

Payload length
Reserved

Identification data

can be an IP address (ID type 1), a fully-qualified domain name string (2), a
fully-qualified RFC822 email address string (3), an IPv6 address (5), an ASN.1
X.500 Distinguished Name [X.501] (9), an ASN.1 X.500 general name [X.509]
(10), a vendor specific information (11).
The CERT payload

0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

2.7. CERT payload.

Next payload C Reserved(0)
Cert encoding

Payload length
Certificate data

Certificate data
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can be encoded in various widely used formats. Note that it can also carry
revocation lists.

3. IKE version 1
The version 1 of the internet key exchange distinguishes between a main mode
and an aggressive mode. Further it allows four variants in each mode depending
on the desired type of authentication. Authentication can be based on
◦ public signature keys,
◦ public encryption keys, originial protocol,
◦ public encryption keys, revised protocol, or
◦ a pre-shared secret.
We only give the bare protocol summaries here, using notation similar to
the one used for version 1. (They are not based on RFC240x but on the book
Kaufmann et al. 2002.)
3.1. Main mode, public signature keys.

Bob

Alice

SAi

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SAr
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
KEi, Ni
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
KEr, Nr
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
SK = f (g ab , Ni, Nr)
SK {IDi, AUTH, [CERT]}

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SK {IDr, AUTH, [CERT]}
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

3.2. Aggressive mode, public signature keys.

Bob

Alice

SAi, KEi, Ni, IDi

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SAr, KEr, Nr, IDr, AUTH, [CERT]
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
SK {AUTH, [CERT]}
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

IPsec & IKE

3.3. Main mode, public encryption keys, original protocol.
SAi

KEi, {Ni}

, {IDi}

KEr, {Nr}

, {IDr}

Bob
−−−−−−−−−−−−−−−−−Bob
−−−−−−−
−−−−−−−−−−→
Alice
Alice
←−−−−−−−−−−−−−−−−
−−−−−−−
−−−−−−−−−−−
ab
SK = f (g , Ni, Nr)

Bob

Alice

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SAr
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SK {AUTH, [CERT]}

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SK {AUTH, [CERT]}
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

3.4. Aggressive mode, public encryption keys, original protocol.
, {IDi}

SAr, KEr, {Nr}

, {IDr}

, AUTH

Alice
Alice
←−−−−−−−−−−−−−−−
−−−−−−−
−−−−−−−−−−−−
AUTH
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Bob

Alice

SAi, KEi, {Ni}

Bob
−−−−−−−−−−−−−−−−−−−
−−−−−−Bob
−−−−−−−−−→

3.5. Main mode, public encryption keys, revised protocol.
SAi

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SAr
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
KA = hash(Ni, cookiei)
, KA {KEi}, KA {IDi}, KA {CERT}

{Nr}

, KB {KEr}, KB {IDr}

Alice
←−−−−−−−−−−
−−−−−−−−−−−−−−−−−−−−−−−−
SK = f (g ab, Ni, Nr, cookiei, cookier)

SK {AUTH}

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SK {AUTH}
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Bob

Alice

{Ni}

Bob
−−−−−−−
−−−−−−−−−−−−−−−−−−−−−−−−−−−→
KB = hash(Nr, cookier)

9
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3.6. Aggressive mode, public encryption keys, original protocol.
KA = hash(Ni, cookiei)
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
KB = hash(Nr, cookier)
SAr, {Nr}

, KB {KEr}, KB {IDr}, AUTH

Alice
←−−−−−−−−−
−−−−−−−−−−−−−−−−−−−−−−−−−
SK = f (g ab, Ni, Nr, cookiei, cookier)

Bob

Alice

SAi, {Ni}Bob , KA {KEi}, KA {IDi}, KA {CERT}

SK {AUTH}

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
3.7. Main mode, pre-shared secret.

Bob

Alice

SAi

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SAr
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
KEi, Ni
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
KEr, Nr
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
SK = f (secret, g ab, Ni, Nr, cookiei, cookier)
SK {IDi, AUTH}

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SK {IDr, AUTH}
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
3.8. Aggressive mode, pre-shared secret.

Bob

Alice

SAi, KEi, Ni, IDi

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SAr, KEr, Nr, IDr, AUTH
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
AUTH
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
SK = f (secret, g ab, Ni, Nr, cookiei, cookier)
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5. Solutions for electronic money
Chaum. Brands. Further systems for additional properties like divisibility or smart card ‘agencies’.
5.1. Chaum’s system.

See Schneier (1996), section 6.4, pages 139ff.

P ROTOCOL 5.1. Chaum’s electronic cash.
1. Alice prepares 100 anonymous money orders for 1 000 e each with a uniqueness string (that is,
a serial number). On each order she adds a list of 73 pairs of identity bit strings, so that xoring
a pair gives Alice’ identity information, her name and account number, say. Alice commits to
each of these 146 bit strings. Alice blinds each order and hands them to the bank.
2. The bank asks Alice to open all but one including all the identity string pairs and checks whether
all data are as required. If so it signs the remaining order blindly.
3. Now Alice has a valid coin.
4. For spending it to the merchant Martin, she hands him the coin.
5. Martin verifies the bank’s signature. If it is wrong he refuses to accept and calls the Police.
6. Then he chooses 73 random bits and asks Alice to open the left or right half of the identity pairs
accordingly.
7. Alice does so.
8. Martin takes the money to the bank.
9. The bank verifies all constraints:
◦ its signature,

◦ the uniqueness string,
◦ the identity strings.

If the signature is wrong the bank refuses and calls the Police.
If the uniqueness string is registered and the identity strings are opened as in the earlier coin,
Martin tries to cheat.
If the uniqueness string is registered and the identity strings are differently opened, the bank
reconstructs Alice’ identity information and calls the Police.
This system is anonymous: the bank cannot identify Alice by the information she gets from the
merchant. And it is offline: It does not require an interaction with the bank during the payment.
There is a protection against double spending: If Alice spends a coin twice she is caught by the
identifier. If the bank detects a double spending it can distinguish whether Martin or Alice tried to
cheat: If the bank receives a coin with the same uniqueness string but different identity strings then
Alice tried to cheat. If also the identity strings are equal then Martin has to be blamed. Also Alice
cannot frame Martin since she cannot control how Martin chooses his challenge. Only an alliance of
Alice and Mallory, another merchant, may achieve this: if Mallory simply asks the same challenge as
Martin and he is faster to be at the bank then . . . To prevent this last kind of fraud the merchant can
be forced to use special challenges that depend on his account number and the present date and time.
5.2. Chaum, Fiat & Naor (1989). Chaum’s original cut-and-choose variant has the major disadvantage that the probability of cheating by using a faked envelope is still n1 if n envelopes are
used. Further, the last section does not yet tell us how to hide the identity information in a practical
implementation such that Alice is really bound to it.
The following set of protocols gives an answer to these questions. We assume that the bank has
published its public RSA key (N, 3) and a security parameter k (specifying the number of ‘envelopes’
and ‘identity splits’ to use). For simplicity, let k be a multiple of 4. And the bank has fixed two
collision-resistant functions f, g : ZN × ZN → ZN and such that g with any fixed first argument
gives a one-to-one (bijective) map. Further, Alice has opened the account number u and obtained a
counter v that has to be advanced in every withdrawal.
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P ROTOCOL 5.2.
1. Alice chooses ai , bi , ci , di , ri ∈R ZN for i ∈ N<k at random under condition that
ai ⊕ bi = u||(v + i).

(5.3)

Here x ⊕ y means the binary XOR of the binary representations
of the smallest nonP
j
negative integers that reduce to x or y. (Write x =
mod N with
j∈N<dlog N e xj 2
2
P
xj ∈ {0, 1} such that the integer j∈N
xj 2j is less than N . Then use xj ⊕yj to
<dlog2 N e
P
define x ⊕ y = j∈N
(xj ⊕ yj )2j . To avoid difficulties with the allowed range
<dlog2 N e

we might require that the topmost bit (the highest significant bit of N ) of ai , bi and u
is always zero.) With u||(v + i) we mean the number with the binary representation
u · 232 + (v + i) supposing that we need 32 bits for the counter. Alice computes
xi := g(ai , ci ),
yi := g(bi , di ),

(5.4)

Bi := ri3 f (xi , yi )
for each i and sends the envelope vector (Bi ) to the bank.
2. Now the bank chooses a random subset R of k/2 indices in N<k and sends R to Alice.
3. Alice opens the envelopes chosen by R by sending (ai , bi , ci , di , ri )i∈R to the bank.
4. The bank tests (5.3) and (5.4) for i ∈ R. If this turns out well she computes
Y (1/3)
Bi
s :=

(Bi )i∈N<k
−−−−−−−−−−−→
R
←−−−−−−−−−−−
(ai , . . . )i∈R
−−−−−−−−−−−→

i∈R
/

and sends s to Alice. The bank charges Alice’s account 100 e and increments the
s
counter v by k.
Q
←−−−−−−−−−−−
5. Alice can then easily unblind this signature and obtains C = s/ i∈R
r
.
She
rei
/
indexes the identity pairs (ai , bi , ci , di ) to the indices 0, . . . , k/2−1 such that fˇ(x0 , y0 ) <
fˇ(x1 , y1 ) < · · · < fˇ(xk/2−1 , yk/2−1 ). Finally, Alice increments her copy of v by k.
Now she has a coin


(ai , bi , ci , di )i∈N<k/2 , C
which fulfills the condition that

ai ⊕ bi = u||V (i),
xi = g(ai , ci ),
(5.5)

yi = g(bi , di ),
Y
C3 =
f (xi , yi ).
i∈N<k/2

To withdraw a coin with invalid identity information Alice would have to send some wrong Bi
to the bank.
But
ε of all her envelopes then the chance of not being caught is
 if she does so in only k/2
1
k(1−ε)
k
/
,
which
is
at
most
(1−ε)
≤ e− 2 εk . On the other hand to hide her identity in double
k/2
k/2
spending she must get a pair of challenges that differs only on that ε proportion, thus the chance of
(1/2−ε)k
. With k = 128 we get
getting a challenge that allows her to re-spend a coin is at most 12
the following probabilities:
ε
Chance of forgery Chance for successful double spending
0
1
2−64
−17.54...
1/8
2
2−48
−39.55...
2
2−32
1/4
−124.17...
1/2
2
1
To forge a coin without cheating the bank Alice would have to produce such a set of information
fulfilling (5.5). If Alice can forge bank signatures that is no problem, she just computes a valid C.
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Otherwise she must adapt the right hand side to give a cube with a known root. Say, as a particular
case, she chooses all but a0 , b0 , c0 , d0 in advance. Then the remaining task is to find these to give a
particular value for f (g(a0 , c0 ), g(b0 , d0 )). But that means that Alice has an efficient way to compute
preimages of that combination of f and g and therefore of f . That would mean that f is not one-way
and thus not collision-resistant.
A third possibility would be to withdraw a valid coin but later use different values for the coin
values that do not reveal the true identity but some garbage. Alice could do that if she knew collisions
for g. Suppose g(x, y) = g(x0 , y 0 ) with x 6= x0 is one such collision. Then she uses a0 = x, c0 = y
with the bank but when she spends the coin she uses a0 = x0 , c0 = y 0 . Yet, finding collisions for g
is supposed to be difficult. Of course, Alice has more room for variations but no variation seems to
help her circumvent breaking g, f or RSA. Yet, we cannot prove that rigorously!
Now, let us see how to pay Martin:
P ROTOCOL 5.6.
1. Alice sends the coin signature C to Martin.
2. Martin chooses some random bit string z ∈ {0, 1}k/2 and sends it to Alice.
3. Alice computes her answer Z by revealing a half of each identity pair:
(
(ai , ci , yi ) if zi = 1,
Zi =
(xi , bi , di ) if zi = 0.
She sends Z to Martin.
4. Martin computes xi = g(aQ
i , ci ) or yi = g(bi , di ) according to the value of zi . He then
checks the signature C 3 = i∈N<k/2 f (xi , yi ) according to (5.5). If everything is OK, he
accepts the payment.

C
−−−−−−−−→
z
←−−−−−−−−

Z
−−−−−−−−→

The protocol already guarantees that the equations (5.5) must be valid. Otherwise Martin does
not accept the coin. Of course, Martin wants to deposit the coin at the bank which is simply done as
follows:
P ROTOCOL 5.7.
1. Martin sends the entire payment transcript (C, z, Z) to the bank.
2. The bank verifies that the coin is valid and then checks whether the coin has already been deposited by searching for a coin with the same C in her database. If she does not find the coin she
puts 100 e on Martin’s account and sends him a receipt.
If, however, she finds a coin (C, z 0 , Z 0 ) she detects a double spending. There are two cases:
◦ If z = z 0 and Z = Z 0 then Martin tries to redeposit an already deposited coin.
◦ If z 6= z 0 then also Z 6= Z 0 and the bank knows a complete quadruple (ai , bi , ci , di ) and
ai ⊕ bi = u||v 0 reveals Alice’ identity. The bank calls the police.

The case z = z 0 and Z 6= Z 0 is highly improbable. If transmission errors can be excluded this
can only happen if Alice knows a collision for g.

There are various possible scenarios of trying to cheat. One possible problem is that Alice cooperates with Mallory, another merchant. She tells him to use Martin’s challenge and then Mallory goes
to the bank with the very same transcript as Martin. The bank knows that either Mallory or Martin
is lying but she cannot tell which one. And also she has no way to catch Alice. But this is no new
story to us: it can be prevented by using a pseudo-random challenge z that depends on the merchant’s
account and date and time of the transaction. Then Mallory cannot simply use the same challenge for
he would be easily spotted as the misbehaving merchant and sued.
One further problem is that so far the bank can easily frame Alice for double spending. She can
simply perform all of Alice’ and Martin’s actions. This means that the scheme cannot have any legal
significance and thus no bank will use the system as it was presented. To prevent that Alice simply
signs her identity in u. Instead of (5.3) Alice uses
ai ⊕ ci = u|| sigA (u, si )||(v + i).
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Note that Alice must use a new random value si for each signature to prevent the bank from simply
copying her signed identity.
5.3. Brands (1999). The solution described in Brands (1999) is a system that uses a different supposedly hard problem as the basis of an e e system. Brands has described several variants of this
system with different focuses. Apart from a system with similar properties than the previous one
there are also solutions that incorporate a smart card as an extended arm of the bank. The smart card
has to be asked upon any payment and can prevent double spending a priori. But even if the smart
card’s secret is revealed to a malicious Alice she still has to face double spending detection as in the
previous system.
The basis for Brands’ system is a generalization of the so-called discrete logarithm problem.
If you work in a group then exponentiation is easy to calculate. However, finding an exponent e
satisfying xe = y in the group may be difficult. An example for groups with supposedly difficult
discrete logarithm problem are the subgroups of Z×
p generated by an element of order q where both p
and q are prime and large enough. For example, taking p as a 1024-bit prime and q as a 160-bit prime
was considered to be safe a few years ago. Other groups with difficult discrete logarithm problem are
elliptic curves of appropriate size. (The number of bits for a point should be 160 to 240 bits.) The
generalization used here is called the representation problem.
Suppose you are given several generators g1 , . . . , gr and some x ∈ G.
Find e1 , . . . , er ∈ N<#G with

x = g1e1 g2e2 . . . grer .
In case r = 1 this is simply the discrete logarithm problem, so we only use r ≥ 2 here. Clearly, if we
can solve the discrete logarithm problem in G then we can solve this problem. The inverse is only
partially true. So assuming that this problem is difficult is a little more than assuming that finding
discrete logarithms is difficult.
If you want to know more about the details then read section 4 in Brands (1999). The basic
reasonings about how to detect double spending or to prevent framing Alice or . . . are similar than
the one before.
In view of the next system let us emphasize one more point. This system does not use cut-andchoose to give the bank the necessary conviction that the final coin has Alice’ identity embedded.
Instead a clever use of exponents and generators guarantees that.
5.4. Ferguson (1994b). This system is based on the difficulty of RSA and a discrete logarithm
problem but it also uses some hash functions at sensitive places to (hopefully) increase the security.
Further, polynomial secret sharing is used in order to decrease the coin size without loss of security.
The important part here is Martin’s challenge size, it must be large enough to prevent repetitions.
The challenge size in Chaum et al. (1989) was k/2 bits, so the size of the coin grows linearly with
the wanted challenge size. Here the challenge size depends only on the chosen group and is thus
typically not much larger than with, say, k = 4. But let us first explain the polynomial secret sharing
and the system.
5.4.1. Polynomial secret sharing. Suppose there is some secret x that we want to give to a group
of people. Yet, the secret is very valuable and we do not trust a single person far enough to give
him the secret. Think of the access code of the central safe of a bank or the start code of nuclear
weapons. The solution is to distribute the secret: each person only gets part of the secret. Now, we
know that to determine a polynomial f of degree less than k over some field F we need to know k
pairs (x, f (x)). By interpolation we can then recover f , in particular, say, f (0). If we give one point
(x, f (x)), x 6= 0, to each person then at least k of them must come together to recover the secret
f (0) and thus to be able to open the safe or to start the missile. Figure 5.1 shows a picture of a line
over F257 . Any two points determine the secret. But if we only know one point then any secret could
complete the picture. In Figure 5.2 we see a line over F256 , the elements of F256 have been numbered
in some systematical way for that purpose. Again any two points determine the line, one point could
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Figure 5.1: The line f : F257 → F257 , T 7→ 128 T + 42 over the field F257 carries the secret
f (0) =
b 42 and passes through zero at T =
b 84. The elements of F257 are represented as integers
modulo 257 (which is prime!).
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Figure 5.2: The line f : F256 → F256 , T 7→ x7 + x3 + x2 + 1 T + x5 + x3 + x over the field
F256 carries the secret f (0) = x5 + x3 + x =
b 25 + 23 + 2 = 42 and passes through zero at T =
b 84.
The elements of F256 are represented as polynomials in x of degree less than 8 over F2 = Z2 modulo
x8 + x4 + x3 + x + 1 and identified with integers by ‘evaluating’ such a polynomial over the integers
at x = 2.
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go with any secret. Figure 5.3 shows cubic curves. Only if we know at least four of its non-zero
points then we can recover the secret.
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Figure 5.3: The cubic curve f : F256 → F256 , T 7→ (x7 + x6 + x5 + x4 + x3 + x + 1) T 3 +
(x7 + x5 + x + 1) T 2 + (x4 + x2 + x + 1) T + (x 5 + x3 + x) over F256 on the left hand side and
f : F257 → F257 , T 7→ 20 T 3 + 42 T 2 + (−60) T + 42 over F257 on the right hand side each carry
the secret f (0) =
b 42. For our untrained eyes the nice structure of this curve is not visible but still:
any four points determine the entire polynomial and thus the secret.
5.4.2. The system. Following the description of the author we also first describe the payment thus
specifying the form of the coins. For the payment process we then have to find a way of getting
the appropriate blind signatures from the bank. The basic setup contains an RSA signature key pair
of the bank with public key (N, v). Additionally to the standard assumptions we require that v is a
sufficiently large prime and that ϕ(N ) contains at least one large prime factor. Further some elements
g1 , g2 , g3 ∈ Z×
N of large order (minimal repetition length) are fixed. To be able to find them the bank
should construct her primes p, q such that she knows large prime factors of p − 1 and q − 1. Next we
need a suitable prime t such that N | t − 1 and elements h2 , h3 ∈ F×
t of order N . Finally, the bank
×
chooses hash functions f1 : Z×
→
N
,
f
,
f
:
F
→
N
,
and
f
:
N<v × N<v → Z×
<v
2
3
<v
4
t
N
N . The bank
publishes the data
(N, v, g1 , g2 , g3 , t, h2 , h3 , f1 , f2 , f3 , f4 ).
Further Alice’ identity is coded in a value U ∈ N<v . Note that we will do a lot of calculations in the
RSA domain Z×
N but some calculations also will take place in the field Ft .
The coin consists of randomly chosen values a, b, c ∈ Z×
N from which anybody can compute
f (a)

f (hb )

f (hc )

A = ag11 , B = bg22 2 , C = cg33 3 . Further a random parameter k ∈ N<v and signatures
S1 = (AC k )(1/v) and S2 = (BC U )(1/v) are part of the coin.
P ROTOCOL 5.8. Payment.
1. Alice hands over (a, b, c) to Martin.
2. Martin chooses a random challenge x ∈ N<v .
3. Alice computes r + rbv ← kx + U with r ∈ N<v and a signature R to Ax BC r by
R ← S1x S2 C −br = (Ax BC r )(1/v) . She sends (r, R) to Martin.
4. Martin verifies that the signature is valid: all transmitted data are in the required domains
and
?
Rv = Ax BC r .
Note that he can do that.

(a, b, c)
−−−−−−−−−−−→
x
←−−−−−−−−−−−
(r, R)
−−−−−−−−−−−→
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Depositing the coin is easy, too:
P ROTOCOL 5.9. Deposit.
1. Martin sends the entire transcript of the payment Protocol 5.8 to the bank.
2. She then looks up the signature in her database.
◦ If she does not find it, Martin gets his money put on his account and a receipt.
◦ Otherwise, the bank detects a double spending just as in the other systems:

– If the challenges x and x0 are also equal then Martin has tried to redeposit a coin.
– Otherwise the bank tries to reveal Alice’ identity. For now the bank knows r ≡v kx+U
and r0 ≡v kx0 + U modulo v which is just a linear system of equations for k and U .
Now she can take Alice to court for double spending.

There are several points to be taken into account for the withdrawal process. Of course the first
requirement is that the bank cannot link the withdrawal and the deposit of a coin (unless a double
spending occurs). Further, it shall be guaranteed that the parameters a, b, c and k are chosen randomly.
Both parties, in particular the bank in our case, have to be sure that these parameters are not ‘made
up’. To do so Alice and the bank each choose a part, say a0 and a00 of these parameters and at the
end they take the product a = a0 a00 . Only both must make their choice independently whereas we
have no way of guaranteeing a parallel transmission of the respective shares. (Actually, this seems
very similar to ‘Coin flipping by phone’, Blum 1982.) To achieve this, Alice first chooses a0 and then
transmits some information Ã which binds her to this value of a0 . Then the bank chooses a00 and
sends it to Alice. Actually, in our case the product must only be known to Alice. To make sure that
Alice continues as desired, Alice sends something which requires that she uses the bank’s a00 in order
to give her the desired meaningful signature. Or the bank’s answer depends on the information Ã that
binds Alice. Then the answer is only useful to Alice if she sticks to her previously chosen value a0 .
5.4.3. Randomized blind signatures. First we consider how to get a randomized blind signature.
Randomized means that the bank will be sure that the used parameter was indeed chosen at random.
Blind means, as usual, that the bank cannot link the final signature to the transcript of the signature
protocol. And of course Alice should not be able to generate such a signature on her own (this makes
it a signature). Thus this scheme will be well suited for our needs. Ferguson attributes it to Chaum
(1992). Additionally we use a one-way hash function f : Z×
N → N<v .
P ROTOCOL 5.10. Randomized blind signature.
v 0 σ
e
1. Alice randomly chooses a0 , α ∈ Z×
N and σ ∈ N<v . She computes A ← α a g and
sends that to the bank.
2. The bank randomly chooses a00 ∈ Z×
N and sends it to Alice.
3. Alice computes a ← a0 a00 ∈ Z×
bv ← f (a) − σ with
N and an adjusting exponent e + e
e ∈ N<v and sends e to the bank.
e · a00 g e and sends Alice a signature Se ← A(1/v) of it.
4. The bank computes A ← A
e −1 g eb . Now she has a signature pair
5. Alice unblinds the signature to obtain S ← Sα
(a, S) satisfying

(5.11)

e
A
−−−−−−−
−−−−→
a00
←−−−−−−−−−−−
e
−−−−−−−−−−−→
e
S
←−−−−−−−−−−−

?

S v = ag f (a).

Before we discuss attacks let us have a short glance at the correctness. There is one complication
that we did not mention in advance. Actually, Alice must hand over e ∈ N<v instead of e + ebv in
order to keep her secrets protected. Unfortunately, it is not allowed to calculate modulo v (or any
other number Alice knows of) in the exponent of g. She only knows that g has large order but she
has no idea which one. Thus she will obtain a v-th root of ag f (a)−bev instead of a v-th root of ag f (a) .
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Luckily this is correctable since the deviation is a v-th power of a known value. Indeed, we have
S v = Sev α−v g ebv

= Aα−v g ebv
e · a00 g e α−v g ebv
=A

= αv a0 g σ · a00 α−v g f (a)−σ
= ag f (a) .

First, note the relations between the values in the transcript: Clearly, Step 4 in Protocol 5.10
implies
(5.12)

e · a00 g e .
Sev = A

Everything else in the transcript is independent, as we will see shortly. Indeed, even if Alice follows
e a00 and e can occur: First choose any value for a, then solve
the protocol any combination of A,
e = αv a0 g σ for α. (We do not care
e + ebv = f (a) − σ for σ ∈ N<v and eb, a = a0 a00 for a00 , and A
for efficiency here!) Thus (5.12) is the only relation. Each protocol transcript even occurs with the
same probability. The only choice is the choice of a, all other solutions are unique. Thus in order to
e and e but must then go along with a00
obtain a valid signature from the protocol Alice can choose A
e
e
and S as given by the bank. Though Alice can choose A as a v-th power of something she knows,
her major problem is that she does not know the v-th root of a00 and thus cannot correct this factor to
her needs without breaking RSA.
What if the bank tries to trace Alice? Can she get any information on the pair (a, S) that is
Alice’ signature at the end? No, she cannot. Indeed, each such pair occurs with the same probability
e a00 , e and S.
e Suppose Alice gets (a, S). Then there
from the view of the bank. The bank knows A,
is exactly one choice for Alice that can have produced this outcome: σ ∈ N<v and eb are uniquely
e −1 g eb , and a0 by a = a0 a00 . The equation A
e = αv a0 g σ
determined by e+ ebv = f (a)−σ, α by S = Sα
v
00 −1 −e
v v σ−f (a)
00
v
f (a) σ−f (a)
00
e
e
is implied by (5.12): A = S · (a ) g = α S g
/a = α ag
g
/a = αv a0 g σ .
Let us see what happens if Alice tries to cheat. Clearly, she cannot solve (5.11) after fixing
a unless she breaks the bank’s signature which is assumed to be infeasible. But can she use the
signature generation with a more or less prescribed a? As already stated only (5.12) binds the values
of the transcript. Suppose she wants to get along with a prescribed a. What would she have to do
e · a00 g e for e. She can
in order to get a signature for it? To satisfy (5.12) she must solve ag f (a) = A
00
e
choose A in a clever way, yet only before she knows a . Writing e + ebv = f (a) − σ the equation
e · a00 g −σ−bev must be solved for σ. Actually no matter how she has chosen A
e the task is to
a= A
compute a discrete logarithm. But of course the parameters will be adjusted such that computing a
discrete logarithm with base g is not feasible. By trying several σ at random she might get control of
some bits of a but no more. Thus there seems at least to be no obvious way for Alice to cheat.
If Alice tries to use some more of the structure she might try to use some multiple of a power of
(5.12) to obtain a valid signature on some expression ag f (a) :
eE (a00 )E · g eE
DSeEv = DA

First note that D can only help if Alice knows a v-th root but that does not lead her far. To be helpful
she might try to adjust this such that
e 00 )E = ag t ,
(Aa
t + eE = f (a)
e is already
with some t ∈ N<v . Alice can use the first equation only after she knows a00 , when A
fixed. So the obvious way to solve these equations is to choose E and t and determine a by the first
equation. The control over a she can obtain this way depends on her ability of computing discrete
e 00 . Finally, the second equation determines e. However, that means
logarithms with respect to g or Aa
that A, E and t must be chosen before e is transmitted.
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e 00 might be feasible! If the order of Aa
e 00
Note that computing a discrete logarithm with base Aa
is smooth and can be determined efficiently then we can compute discrete logarithms efficiently and
thus find a ‘good’ E. So we choose a, compute E and e. The order of the group Z×
N however is
unknown to Alice and infeasible to find (unless she breaks RSA). The bank could adjust a00 a little
to avoid very low order elements. Yet, this affects the distribution of a00 and might not be desirable.
Probably, it is true anyway that most elements of Z×
N are difficult discrete logarithm bases provided
ϕ(N ) contains large prime factors.
A way to stop Alice from even trying the just described manipulation is to change the scheme
a little. In the previous ‘attack’, it was essential that Alice can compute (a00 )E . If we replace a00
00
00 E
00
by ha then Alice cannot simply compute the corresponding h((a ) ) from ha . Since we compute
a = a0 a00 in ZN the order of h must divide N . But we are not bound to the domains already in use
and simply choose a prime t such that h ∈ Ft of order N exists, that is t = ρN + 1 for some ρ ∈ N.
t−1
t−1
N
of order 1,
Once t is found any element x ∈ F×
t raised to the power N gives an element h = x
p, q, or N . The bank can easily exclude the first three cases by checking h 6= 1, hp 6= 1 and hq 6= 1.
A drawback of this is that Alice cannot verify that. She is only able to check hN = 1 and h 6= 1. But
this is not really severe because it is in the bank’s interest to have an element of highest possible order
there. Of course we now have to modify the definition of the hash function, we need f : F×
t → N<v .
In total we have the following
P ROTOCOL 5.13. Randomized blind signature without exponential attack.
e ← αv a0 g σ and
1. Alice randomly chooses a0 , α ∈ Z∗N and σ ∈ N<v . She computes A
sends that to the bank.
a00
e
2. The bank randomly chooses a00 ∈ Z×
and sends it to Alice.
N , computes h ← h
0
3. Alice computes an adjusting exponent e + ebv ← f (e
ha ) − σ with e ∈ N<v and sends
it to the bank.
e · a00 g e and sends Alice a signature Se ← A(1/v) of it along
4. The bank computes A ← A
00
with a .
e −1 g eb . Now
5. Alice calculates a ← a0 a00 and unblinds the signature to obtain S ← Sα
she has a signature pair (a, S) satisfying
(5.14)

?

e
A
−−−−−−−−−−−→
e
h
←−−−−−−−−−−−
e
−−−−−−−−−−−→
a00 , Se
←−−−−−−−−−−−

a

S v = ag f (h ) .

O PEN Q UESTION 5.15. Could Alice in either variant obtain more signatures than the number of
times she executes the protocol?
5.4.4. Withdrawal. For the withdrawal process we will use the previous signature scheme three
times in parallel. Actually, for signing a we use the simple version and for signing b and c we use
the one which is protected against the exponential attack. The first will be protected by an additional
factor derived from the other two. As in the above protocols, Alice and the bank will each choose a
share of the three values. Yet, a will be furthermore linked to the other two. This procedure would
hand over three signatures to Alice. As we already saw in Protocol 5.8 which defined the payment
from Alice to Martin, Alice needs signatures of AB k and AC U . Since we are using the RSA scheme
to compute signatures these two are merely combinations of the three signatures to A, B and C.
The bank must be sure that U is used as specified since this is the identity coded into the coin. It
will enable the bank to trace Alice in case of a double spending. This will be guaranteed since the
bank puts together the second signature as one for AC U .
It is in Alice’ interest that k is randomly chosen and only known to herself since this parameter
protects her identity! If it were known to anyone else then after only one payment U could be
computed. But also the bank shall be sure that this parameter is chosen at random because otherwise
Alice could try to fit this parameter according to her needs. Thus the bank will only hand over a
0
00
0
signature to A1/k C k without any knowledge of k 0 but with almighty power over k 00 . Using A1/k
(implicitly) is made possible by choosing a as a k 0 -th power. Alice can later raise the result to the
0 00
k 0 -th power and thus giving her a signature of AC k k as desired.
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One problem arises again several times: Alice has to correct the exponents that shall be dealt
with only modulo v. For example, this happens to k 0 k 00 . The final exponent to be used must be
k = (k 0 k 00 ) rem v. Since the difference is a multiple of v in some exponent Alice can correct that
even in the v-th root. As can be verified in the protocol the corrections eb2 and eb3 are either 0 or −1.
But the corrections b
1, eb1 , and b
k use the entire range N<v .
P ROTOCOL 5.16. Withdrawal.

1. Alice chooses random shares a0 , b0 , c0 ∈R Z×
N , random blinding bases
×
α, β, γ ∈R ZN
, and random blinding exponents σ, τ , ϕ ∈R N<v . She come ← αv a0 · g1σ , B
e ← β v b0 · g2τ , C
e ← γ v c0 · g ϕ
putes the blinded candidates A
3
and sends them to the bank.
00 f
2. The bank chooses her random shares a00 , b00 , c00 ∈R Z×
N and sends a , h2 ←
b00 f
c00
h2 , h3 ← h3 to Alice.
3. Alice computes

e C
e
e B,
A,
−−−−−−−−−−−−−−−−−−−→

f3
f2 , h
a00 , h
←−−−−−−−−−−−−−−−−−−−

0

f2 b ) − τ
e2 + eb2 v ← f2 (h

with e2 ∈ N<v ,

c0

f3 ) − ϕ
e3 + eb3 v ← f3 (h

with e3 ∈ N<v .

e1 + eb1 v ← k− f1 (a) − σ

with e1 ∈ N<v .

0

0 00
k
and
and chooses k0 ∈R N×
<v . After computing a ← (a a · f4 (e2 , e3 ))
−
0
−
k ∈ N<v , b
1 ∈ N such that k k = 1 + b
1v, she computes

Then she sends the exponents (e1 , e2 , e3 ) to the bank.
e 00 f4 (e2 , e3 )g e1 , B ← Bb
e 00 g e2 , C ← Cc
e 00 g e3 .
4. The bank computes A ← Aa
2
3
1
Then the bank chooses her share k00 ∈R N×
of
k.
She
then
computes
the
<v
k00
U
signatures Se1 ← (A C )(1/v) and Se2 ← (B C )(1/v) and sends them to
Alice.
5. Alice puts everything together: she computes b ← b0 b00 , c ← c0 c00 in Z×
N,
and k + b
kv ← k0 k00 with k ∈ N<v . Now she can compute
f (a)

A ← ag1 1

,

f (hb
2)

B ← bg2 2

,

e1 , e2 , e3
−−−−−−−−−−−−−−−−−−−→

e1 , S
e2
b00 , c00 , k 00 , S
←−−−−−−−−−−−−−−−−−−−

f (hc
3)

C ← cg3 3





k00 k0
c1
c3
−1 e
−1 e
e
γ g3
S1 α g 1
and unblind the signatures S1 ←


U
b
b
−f (a)1 −k
C
and S2 ← Se2 β −1 g2ec2 γ −1 g3ec3 . She now has a coin
g1 1
(a, b, c, k, S1 , S2 ) with the property

(5.17)

S1v = AC k ,

S2v = BC U .

First we verify that this indeed fulfills the claimed equations (5.17). What the bank obtains actually
is
k0

A

v

k 0
1
f1 (a)b
−eb1
,
=A·
g1
αg1

B = B · (βg2−eb2 )v ,
C = C · (γg3−eb3 )v .
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With this information we can exploit the definitions:
S1v =
=A

!v
 
k00 k0

b
b
−f
(a)
1
C −k
g1 1
Se1 α−1 g1eb1 γ −1 g3eb3

k0



α−1 g1eb1

0 00

= AC k k

−b
kv

k0

1
−f (a)b
g1 1

= AC k

v  
v k0 k00
b
−1 eb3
C γ g3
C −kv

and similarly
S2v

 

U v
−1 eb2
−1 eb3
e
= S2 β g 2
γ g3

v  
v U

= B β −1 g2eb2
C γ −1 g3eb3
= BC U .

Thus the key equations (5.17) hold.
In order to prevent the bank from framing an innocent Alice for double spending at some time
Alice must provide a signature for this identity U . If this is not the case not only Alice will not trust
the system but also the bank will not be able to prosecute Alice for a potential double spending. No
court would blame Alice if she can be framed by the bank. Yet, we must somehow guarantee this in
the withdrawal process, see below. The first thought how to implement this is to make U a signed
version of Alice’ identity. But then the bank cannot directly control that U has the correct form and
thus Ferguson suggests a different approach.
5.4.5. Summary. Ferguson (1994b) uses polynomial secret sharing to allow many possible queries.
To embed a polynomial kx + U into the system we proceed like this: Three numbers a, b, c are chosen at random by the bank and Alice. For the mutual security it is important that each partner is sure
that these figures are indeed random. This is done by something similar to ‘coin flipping by phone’.
Alice and the bank each choose a part of each number and the actual number then is composed of
these two parts. Yet only Alice will know the outcome of the random number. This makes the system
anonymous. From these numbers are derived three numbers A, B, C with the help of some one-way
functions. This ensures that Alice has almost no influence on the specific values of these three numbers. In the withdrawal process the bank sends Alice RSA signatures for AC k and BC U . Here also
k must be a random quantity and again both must be sure of it.
To answer a query x by Martin Alice shows a signature R to (AC k )x (BC U ) = Ax BC kx+U . She
can produce this new signature from the two she knows. Clearly, she must also hand over r = kx+ U
since Martin cannot compute this quantity. If the bank gets two such answers the bank can solve for
k and U and thus reveal Alice’ identity coded in U .
That is a very brief sketch of the system. There are some complications in the way the numbers
a, b, c and k are chosen and some technical details that are used to prevent certain kinds of attacks.

6. Further topics
Still there are completely different threats.
6.1. The perfect crime.

Complete anonymity also has its drawbacks:

◦ Ed kidnaps a baby.
◦ He prepares 10 000 money orders for 1 000 e each and blinds them.
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◦ He sends them to the authorities with the threat to kill the baby unless the following instructions
are met: A bank signs all orders and the results are published in a newspaper (or by any other
kind of broadcast).
◦ The authorities comply.
◦ Ed buys a newspaper, unblinds the orders and spends the coins. There is no way for the
authorities to trace the money to him.
◦ Ed frees the baby.
6.2. Further properties. Fairness, re-usability, . . .
6.3. ‘Historical’ remarks. DigiCash(David Chaum), eCash/Cybercash(Hettinga), flooz, . . . To my
knowledge no electronic cash system is used in practice.
6.4. Social aspects. Acceptance, necessity, environment.
6.5. Economical aspects. Transaction costs, existing concurrent paying systems.

7. Texts on electronic money
For the great congress several texts describing typically one system for electronic money have been
considered. Finally, those marked with a circle ‘◦’ have been used.
− Chaum (1985) (surface description using lots of pictograms),
◦ Chaum, Fiat & Naor (1989) (unconditionally untraceable/anonymous electronic cash system
[DigiCash]; no proofs),
◦ Ferguson (1993, 1994b) (nicely described protocols including some reasoning),
− Ferguson (1994a) (extensions to Ferguson (1993, 1994b): multi-spendable coins, observers),
− Brands (1993) (extensive paper containing Brands (1994a,b, 1995), section 11, 12 describe
the basic system, sections 9, 10 are needed for details, sections 5, 6, 8 concern the underlying
representation problem),
− Brands (1994b) (with observers, complete protocols),
− Brands (1994a) (with smart cards, coins and signatures are separated, uses Schnorr signatures,
very small memory requirements),
− Brands (1995) (off-line, no observer or smart card needed, uses Schnorr like signatures),
◦ Brands (1999), first four pages and section 4 (overview article, section 4 contains an example system similar (or equal?) to Brands (1995), section 2 describes preliminaries: modeling
electronic cash, authentication techniques, [conventional dynamic authentication; dynamic authentication based on public key cryptography], section 3 dwells on electronic cash techniques:
representing electronic cash, transferring electronic cash [transferring register based electronic
cash; transferring electronic coins], when tamper-resistance is compromised [fraud detection;
fraud tracing; fraud liability; fraud containment], security for account holders [preventing loss,
preventing payment redirection, non-repudiation], privacy of payments [relaxed monitoring,
anonymous accounts and anonymous devices; blinding; one-show blinding; guaranteeing your
own privacy; one-sided versus two-sided untraceability]),
− Medvinsky & Neuman (1993) (NetCash is a system to make various forms of electronic money
be exchangeable and acceptable via various channels),
− Frankel, Tsiounis & Yung (1996, 1998) (fair electronic cash),
− Bellare, Garay, Jutla & Yung (1998a,b) (),
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− Maitland & Boyd (2001) (use group signatures),
◦ Schneier (1996), §6.4 (describes Chaum’s system, advancing step by step)
− Kou (2003), §8.3 (describes Brands’ system, probably Brands (1995)),
− Kou (2003), §8.4 (one-response digital cash),
◦ Kou (2003), §8.5 (fair digital cash).
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