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Esecurity: secure internet & e-voting, summer 2013
MICHAEL NÜSKEN

11. Exercise sheet

Hand in solutions until Monday, 1 July 2013, 08:00

Exercise 11.1 (Zero-Knowledge). (10 points)

Read Quisquater, Quisquater, Quisquater, Quisquater, Guillou, Guillou, Guillou, Guillou, Guillou,
(1989) to one of your children. Alternatively take one of your fellow students.

(i) Write down the protocol in a form appropriate for computer science stu- 4
dents rather than for children.

(ii) Prove for this protocol the following three properties: 6

◦ If the prover’s claim is true, the verification returns true — always.

◦ If the prover’s claim is false, the verification fails — with high prob-
ability.

◦ The verifier does not learn anything about the private information.

Exercise 11.2 (Kiayias and Yung). (11 points)

In this exercise you will encounter a further voting scheme introduced by
Kiayias & Yung (2002). Read that paper.

(i) Classify the scheme (hidden vote/hidden voter/both). 1

(ii) Summarize the four steps 4

◦ Registration,

◦ Pre-voting,

◦ Voting, and

◦ Tallying

each with one sentence.

(iii) Check the scheme for the familiar points 6

◦ Eligibility,
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◦ Anonymity,

◦ Individual verifiability,

◦ Global verifiability,

◦ Receipts, and

◦ Robustness.

Comment quickly on your decision.

Exercise 11.3 (Voting). (11 points)

Two fundamental steps in voting are

election process getting the voters’ opinion (assuming they have one),

tallying process transforming the voters’ opinion into a final result.

The party pooper for the second point is ARROW’s theorem. In this lecture we
deal with the first point. The bad news here is reality. The US Presidential
Election in 2000 had several problem’s with the first step.

(i) List three of these problems as precisely as possible (give your sources).3

(ii) Has something similar happened in Germany or in your home country4
(take your state, if you are German)?

(iii) Derive general principles for the election process.4
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