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Exercise 11.1 (Two-time-pad). (5+2 points)

Fix n ∈ N. Assume two messages x1, x2 ∈ F
n
2

were encrypted with the one-
time-pad using the same key k.

(i) Describe which kind of information you can directly obtain from the two 1
encryptions y1 = x1 + k and y2 = x2 + k.

(ii) On the webpage you find two 1000×1000 pixel bitmap images. Find out 4
which objects were depicted on the decrypted images.

(iii) Interpret the results. +2

Exercise 11.2 (The (in)security of the RSA signature scheme). (11 points)

Consider the RSA signature scheme (without hashing) and prove the follow-
ing:

(i) There is an existential forger with key only for the RSA signature scheme. 3
[Hint: Consider s ∈ Z

×

N
and compute a message m such that s is a valid

signature for m]

(ii) There is an universal forger for the RSA signature scheme that queries 3
two chosen messages. [Hint: Consider messages m, m1, and m2 such
that m = m1m2 in ZN . Query the signatures for m1 and m2 and compute
a valid signature of m.]

(iii) There is an existential forger for the RSA signature scheme with chosen 2
messages.

Let h be hash function and consider the hashed RSA signature scheme: For a
message m, first hash m and then sign h(m) with RSA.

(iv) Prove: If the hashed RSA signature scheme is existentially unforgeable, 3
then h is inversion resistant.

Exercise 11.3 (The security of the GHR signature scheme). (4 points)

In the lecture we proved that under the strong RSA assumption, GHR sig- 4
natures are existentially unforgeable with chosen messages. Show that if the
GHR forger on messages of length ℓ has success probability at least σ then the
reduction succeeds with probability at least 2−ℓσ.


