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3. Exercise sheet
Hand in solutions until Monday, 27 April 2015, 11:59
(8+6 points)
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Exercise 3.1 (RSA Hardcore Bit).
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In this exercise we will examine the question whether an algorithm that gives
you partial information on the plaintext (given the public key and the ciphertext) already gives you the complete plaintext.
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(i) First assume that you are given an algorithm BitZero that on input (N, e, y) 8
outputs the least significant bit of the plaintext x (so it says whether x is
even or odd). Construct given BitZero an algorithm A on input (N, e, y)
produces the whole plaintext x. [Hint: If A(N, e, y) = 0 then x = 2x′ .
Otherwise note that N is odd!]
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(iii) Finally assume that the attacking algorithm has a huge error probability
of 40%. Can you still compute the entire plaintext efficiently?
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(ii) Often one has probabilistic algorithms which will not always give the
correct answer, but work with a certain error probability. You are now
going to explore how such an algorithm would behave in our setting. So
assume now that the algorithm BitZero has a small error probability of
2−n where n is the number of bits in N. Compute the probability that
your algorithm A returns the correct plaintext. [Hint: The Bernoulli inequality states that (1 + x)r ≥ 1 + rx for x > −1 and r ≥ 0.]

Exercise 3.2 (Repetition: Security notions).

(12 points)

Recall the following notions from your Cryptography lecture or read Chapter
12 in Katz & Lindell (2008), Chapter 7 in Stinson (2006) or Chapter 10 in Bellare
& Goldwasser (2008): There are several levels of security
◦ Unbreakability (UBK or UB),

◦ Universal Unforgeability (UUF; also called selective unforgeability),
◦ Existential Unforgeability (EUF);
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along with different means for an attacker:
◦ Key-Only Attack (KOA),
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◦ Known Signature Attack (KSA),

◦ [Adaptively] Chosen Message Attack (CMA).
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Pairing an adversarial goal with an attack model defines a security notion, e.g.
EUF-CMA.
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(ii) Consider the ElGamal signature scheme with a cyclic group G. Assume
that the discrete logarithm problem for G (DL G ) is hard, ie. it is hard to
compute a from g a where g is a generator of G. Decide for each of the 9
security notions whether the scheme is
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◦ not secure, or

◦ the answer is unknown.
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◦ secure,
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(i) Give a short description of each security level and each attack. Does
security in one notion imply security in some other notions? Picture the
implications in a suitable way.
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Give for each claim a short hint or quote.

(iii) What can you say, if you assume that DL G is easy?
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