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MICHAEL NÜSKEN

4. Exercise sheet

Hand in solutions until Monday, 9 May 2016, 11:59

Exercise 4.1 (Repetition: Security notions). (8 points)

Recall the security notions for signatures. You can also find more about them
in Chapter 12 in Katz & Lindell (2008), Chapter 7 in Stinson (2006) or Chapter
10 in Bellare & Goldwasser (2008).

(i) Consider the ElGamal signature scheme. Namely, the key generator out- 6
puts a triple (G, g, q), a easily-revertable function ∗ → GZq, a hash func-
tion h and a public key A and private key a with A = ga in G. The
verification tests whether

AB∗

Bc = gh(m).

Assume that the discrete logarithm problem for G (DLG,g,q) is hard, ie. it
is hard to compute a from ga where g is a generator of G. Decide for each
of the nine security notions whether the scheme is

◦ secure (Under which assumption?),

◦ not secure, or

◦ the answer is unknown.

Give for each claim a short hint or quote.

(ii) What can you say if you assume that DLG,g,q is easy? 2

Exercise 4.2 (Necessities of security). (4 points)

For a signature scheme, a message is first hashed and then the hash value is 4
signed. Assume that the signature scheme is secure in the EUF-CMA model.
Does that imply that the hash function is collision resistant? Prove your an-
swer.
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